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Summary

CVE CVE-2024-47701

State PUBLISHED

Assigner Linux

Source Priority CVE Program / NVD first with legacy fallback

Published 2024-10-21 12:15:06 UTC

Updated 2026-05-12 12:17:14 UTC

Description In the Linux kernel, the following vulnerability has been resolved: ext4: avoid OOB when system.data xattr changes underneath the filesystem 

Risk And Classification

Primary CVSS: v3.1 7.8 HIGH from nvd@nist.gov

CVSS:3.1/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H

Problem Types: CWE-416

CVSS v3.1 Breakdown

CVSS:3.1/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H

Attack Vector

Local

Attack Complexity

Low

Privileges Required

Low

User Interaction

None

Scope

Unchanged

Confidentiality

High

Integrity

High

Availability

High

https://cve.report/
https://cve.report/CVE-2024-47701/mitre
https://cve.report/CVE-2024-47701/nist
https://cve.report/CVE-2024-47701/cve_org
https://cve.report/api/cve/CVE-2024-47701.json
https://cve.report/CVE-2024-47701.pdf


NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Linux Linux Kernel All All All All

Vendor Declared Affected Products

Source Vendor Product Version

CNA Linux Linux affected e8e948e7802a2ab05c146d3e72a39b93b5718236 5b076d37e8d99918e9294bd6b35a8bbb436819b0 git

CNA Linux Linux affected e8e948e7802a2ab05c146d3e72a39b93b5718236 8adf0eb4e361a9e060d54f4bd0ac9c5d85277d20 git

CNA Linux Linux affected e8e948e7802a2ab05c146d3e72a39b93b5718236 7fc22c3b3ffc0e952f5e0062dd11aa6ae76affba git

CNA Linux Linux affected e8e948e7802a2ab05c146d3e72a39b93b5718236 be2e9b111e2790962cc66a177869b4e9717b4e29 git

CNA Linux Linux affected e8e948e7802a2ab05c146d3e72a39b93b5718236 ea32883e4a03ed575a2eb7a66542022312bde477 git

CNA Linux Linux affected e8e948e7802a2ab05c146d3e72a39b93b5718236 2a6579ef5f2576a940125729f7409cc182f1c8df git

CNA Linux Linux affected e8e948e7802a2ab05c146d3e72a39b93b5718236 371d0bacecd529f887ea2547333d9173e7bcdc0a git

CNA Linux Linux affected e8e948e7802a2ab05c146d3e72a39b93b5718236 ccb8c18076e2e630fea23fbec583cdad61787fc5 git

CNA Linux Linux affected e8e948e7802a2ab05c146d3e72a39b93b5718236 c6b72f5d82b1017bad80f9ebf502832fc321d796 git

CNA Linux Linux affected 3.8

CNA Linux Linux unaffected 3.8 semver

CNA Linux Linux unaffected 4.19.323 4.19.* semver

CNA Linux Linux unaffected 5.4.285 5.4.* semver

CNA Linux Linux unaffected 5.10.227 5.10.* semver

CNA Linux Linux unaffected 5.15.168 5.15.* semver

CNA Linux Linux unaffected 6.1.113 6.1.* semver

CNA Linux Linux unaffected 6.6.54 6.6.* semver

CNA Linux Linux unaffected 6.10.13 6.10.* semver

CNA Linux Linux unaffected 6.11.2 6.11.* semver

CNA Linux Linux unaffected 6.12 * original_commit_for_fix

ADP Siemens RUGGEDCOM RST2428P affected V3.2 custom

ADP Siemens SCALANCE XC-300/XR-300/XC-400/XR-500WG/XR-500 Family affected V3.2 custom

ADP Siemens SCALANCE XCM-/XRM-/XCH-/XRH-300 Family affected V3.2 custom

ADP Siemens SIMATIC S7-1500 TM MFP - GNU/Linux Subsystem affected * custom

ADP Siemens SIMATIC S7-1500 CPU 1518-4 PN/DP MFP affected V3.1.0 V3.1.5 custom

ADP Siemens SIMATIC S7-1500 CPU 1518-4 PN/DP MFP affected V3.1.0 V3.1.5 custom

ADP Siemens SIMATIC S7-1500 CPU 1518F-4 PN/DP MFP affected V3.1.0 V3.1.5 custom

ADP Siemens SIMATIC S7-1500 CPU 1518F-4 PN/DP MFP affected V3.1.0 V3.1.5 custom

ADP Siemens SIPLUS S7-1500 CPU 1518-4 PN/DP MFP affected V3.1.0 V3.1.5 custom
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References

Reference Source Link

git.kernel.org/stable/c/be2e9b111e2790962cc66a177869b4e9717b4e29 416baaa9-dc9f-4396-8d5f-8c081fb06d67 git.kernel.org

cert-portal.siemens.com/productcert/html/ssa-398330.html 0b142b55-0307-4c5a-b3c9-f314f3fb7c5e cert-portal.siemens.com

git.kernel.org/stable/c/c6b72f5d82b1017bad80f9ebf502832fc321d796 416baaa9-dc9f-4396-8d5f-8c081fb06d67 git.kernel.org

lists.debian.org/debian-lts-announce/2025/03/msg00002.html af854a3a-2127-422b-91ae-364da2661108 lists.debian.org

cert-portal.siemens.com/productcert/html/ssa-265688.html 0b142b55-0307-4c5a-b3c9-f314f3fb7c5e cert-portal.siemens.com

git.kernel.org/stable/c/371d0bacecd529f887ea2547333d9173e7bcdc0a 416baaa9-dc9f-4396-8d5f-8c081fb06d67 git.kernel.org

git.kernel.org/stable/c/ccb8c18076e2e630fea23fbec583cdad61787fc5 416baaa9-dc9f-4396-8d5f-8c081fb06d67 git.kernel.org

git.kernel.org/stable/c/8adf0eb4e361a9e060d54f4bd0ac9c5d85277d20 416baaa9-dc9f-4396-8d5f-8c081fb06d67 git.kernel.org

git.kernel.org/stable/c/ea32883e4a03ed575a2eb7a66542022312bde477 416baaa9-dc9f-4396-8d5f-8c081fb06d67 git.kernel.org

git.kernel.org/stable/c/5b076d37e8d99918e9294bd6b35a8bbb436819b0 416baaa9-dc9f-4396-8d5f-8c081fb06d67 git.kernel.org

git.kernel.org/stable/c/2a6579ef5f2576a940125729f7409cc182f1c8df 416baaa9-dc9f-4396-8d5f-8c081fb06d67 git.kernel.org

cert-portal.siemens.com/productcert/html/ssa-355557.html 0b142b55-0307-4c5a-b3c9-f314f3fb7c5e cert-portal.siemens.com

lists.debian.org/debian-lts-announce/2025/01/msg00001.html af854a3a-2127-422b-91ae-364da2661108 lists.debian.org

git.kernel.org/stable/c/7fc22c3b3ffc0e952f5e0062dd11aa6ae76affba 416baaa9-dc9f-4396-8d5f-8c081fb06d67 git.kernel.org

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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