net/mix5: Fix error h in multi- ket WQE transmi

MITRE NVD CVE.ORG JSON API Print: PDF 1)

CVE CVE-2024-50001
State PUBLISHED
Assigner Linux

Source Priority CVE Program / NVD first with legacy fallback

Published 2024-10-21 18:15:20 UTC
Updated 2026-05-12 12:17:19 UTC
Description In the Linux kernel, the following vulnerability has been resolved: net/mix5: Fix error path in multi-packet WQE transmit Ren
/| | |

Risk And Classification

Primary CVSS: v3.1 5.5 MEDIUM from nvd@nist.gov
CVSS:3.1/AV:L/AC:L/PR:L/UI:N/S:U/C:N/I:N/A:H

Problem Types: CWE-755
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CVSS:3.1/AV:L/AC:L/PR:L/UI:N/S:U/C:N/I:N/A:H



https://cve.report/
https://cve.report/CVE-2024-50001/mitre
https://cve.report/CVE-2024-50001/nist
https://cve.report/CVE-2024-50001/cve_org
https://cve.report/api/cve/CVE-2024-50001.json
https://cve.report/CVE-2024-50001.pdf

NVD Known Affected Configurations (

Type Vendor Product Version Update Edition Language
Operating System Linux Linux Kernel All All All All
Source Vendor Product Version
CNA Linux Linux affected 5af75c747e2a868abbf8611494b50ed5e076t
CNA Linux Linux affected 5af75c747e2a868abbf8611494b50ed5e0761
CNA Linux Linux affected 5af75¢c747e2a868abbf8611494b50ed5e0761
CNA Linux Linux affected 5af75¢747e2a868abbf8611494b50ed5e0761
CNA Linux Linux affected 5af75c747e2a868abbf8611494b50ed5e0761
CNA Linux Linux affected 5af75¢747e2a868abbf8611494b50ed5e0761
CNA Linux Linux affected 5af75c747e2a868abbf8611494b50ed5e076t
CNA Linux Linux affected 5.10
CNA Linux Linux unaffected 5.10 semver
CNA Linux Linux unaffected 5.10.227 5.10. semver
CNA Linux Linux unaffected 5.15.168 5.15.* semver
CNA Linux Linux unaffected 6.1.113 6.1.” semver
CNA Linux Linux unaffected 6.6.55 6.6.* semver
CNA Linux Linux unaffected 6.10.14 6.10.* semver
CNA Linux Linux unaffected 6.11.3 6.11.* semver
CNA Linux Linux unaffected 6.12 * original_commit_for_fix
ADP Siemens RUGGEDCOM RST2428P affected V3.2 custom
ADP Siemens SCALANCE XC-300/XR-300/XC-400/XR-500WG/XR-500 Family affected V3.2 custom
ADP Siemens SCALANCE XCM-/XRM-/XCH-/XRH-300 Family affected V3.2 custom
ADP Siemens SIMATIC S7-1500 TM MFP - GNU/Linux Subsystem affected * custom

4] | |
Reference Source Link

git.kernel.org/stable/c/8bb8c12fb5e2b1f03d603d493¢c92941676f109b5  416baaa9-dc9f-4396-8d5f-8c081fb06d67 git.kernel.org
lists.debian.org/debian-Its-announce/2025/03/msg00002.html af854a3a-2127-422b-91ae-364da2661108 lists.debian.org
git.kernel.org/stable/c/ce828b347cf1b3c1b12b091d02463c35¢ce5097f5  416baaa9-dc9f-4396-8d5f-8c081fb06d67 git.kernel.org
cert-portal.siemens.com/productcert/html/ssa-265688.html 0b142b55-0307-4c5a-b3c9-f314f3fb7cbe  cert-portal.siemens.col
git.kernel.org/stable/c/fc357e78176945ca7bcacf92ab794b9ccd41b4f4  416baaa9-dc9f-4396-8d5f-8c081fb06d67 git.kernel.org
git.kernel.org/stable/c/ecf310aaf256acbc8182189fe0aal021c3ddef72  416baaa9-dc9f-4396-8d5f-8c081fb06d67  git.kernel.org

git.kernel.org/stable/c/ca36d6c1a49b6965c86dd528a73f38bc62d9c625 416baaa9-dc9f-4396-8d5f-8c081fb06d67 git.kernel.org
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http://cve.report/vendor/Siemens
http://cve.report/software/Siemens/SCALANCE_XC-300/XR-300/XC-400/XR-500WG/XR-500_family
http://cve.report/vendor/Siemens
http://cve.report/software/Siemens/SCALANCE_XCM-/XRM-/XCH-/XRH-300_family
http://cve.report/vendor/Siemens
http://cve.report/software/Siemens/SIMATIC_S7-1500_TM_MFP_-_GNU/Linux_subsystem
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git.kernel.org/stable/c/26fad69b34fcba80d5¢c7d9e651{628e6ac927754
git.kernel.org/stable/c/2bcae12c¢795f32ddfbf8c80d1b5f1d3286341¢c32
cert-portal.siemens.com/productcert/html/ssa-355557.html
lists.debian.org/debian-Its-announce/2025/01/msg00001.html
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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