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Summary

CVE CVE-2024-50035

State PUBLISHED

Assigner Linux

Source Priority CVE Program / NVD first with legacy fallback

Published 2024-10-21 20:15:16 UTC

Updated 2026-05-12 13:16:15 UTC

Description In the Linux kernel, the following vulnerability has been resolved: ppp: fix ppp_async_encode() illegal access syzbot reported an issue in ppp_async_encode() [1] 

Risk And Classification

Primary CVSS: v3.1 7.1 HIGH from nvd@nist.gov

CVSS:3.1/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:H

Problem Types: CWE-908

CVSS v3.1 Breakdown

CVSS:3.1/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:H

Attack Vector

Local

Attack Complexity

Low

Privileges Required

Low

User Interaction

None

Scope

Unchanged

Confidentiality

High

Integrity

None

Availability

High

https://cve.report/
https://cve.report/CVE-2024-50035/mitre
https://cve.report/CVE-2024-50035/nist
https://cve.report/CVE-2024-50035/cve_org
https://cve.report/api/cve/CVE-2024-50035.json
https://cve.report/CVE-2024-50035.pdf


NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Linux Linux Kernel All All All All

Vendor Declared Affected Products

Source Vendor Product Version

CNA Linux Linux affected 1da177e4c3f41524e886b7f1b8a0c1fc7321cac2 4151ec65abd755133ebec687218fadd2d2631167 git

CNA Linux Linux affected 1da177e4c3f41524e886b7f1b8a0c1fc7321cac2 8dfe93901b410ae41264087427f3b9f389388f83 git

CNA Linux Linux affected 1da177e4c3f41524e886b7f1b8a0c1fc7321cac2 30d91a478d58cbae3dbaa8224d17d0d839f0d71b git

CNA Linux Linux affected 1da177e4c3f41524e886b7f1b8a0c1fc7321cac2 fadf8fdb3110d3138e05c3765f645535434f8d76 git

CNA Linux Linux affected 1da177e4c3f41524e886b7f1b8a0c1fc7321cac2 ce249a4c68d0ce27a8c5d853338d502e2711a314 git

CNA Linux Linux affected 1da177e4c3f41524e886b7f1b8a0c1fc7321cac2 8fe992ff3df493d1949922ca234419f3ede08dff git

CNA Linux Linux affected 1da177e4c3f41524e886b7f1b8a0c1fc7321cac2 c007a14797240607038bd3464501109f408940e2 git

CNA Linux Linux affected 1da177e4c3f41524e886b7f1b8a0c1fc7321cac2 40dddd4b8bd08a69471efd96107a4e1c73fabefc git

CNA Linux Linux affected 2.6.12

CNA Linux Linux unaffected 2.6.12 semver

CNA Linux Linux unaffected 4.19.323 4.19.* semver

CNA Linux Linux unaffected 5.4.285 5.4.* semver

CNA Linux Linux unaffected 5.10.227 5.10.* semver

CNA Linux Linux unaffected 5.15.168 5.15.* semver

CNA Linux Linux unaffected 6.1.113 6.1.* semver

CNA Linux Linux unaffected 6.6.57 6.6.* semver

CNA Linux Linux unaffected 6.11.4 6.11.* semver

CNA Linux Linux unaffected 6.12 * original_commit_for_fix

ADP Siemens RUGGEDCOM RST2428P affected V3.2 custom

ADP Siemens SCALANCE XC-300/XR-300/XC-400/XR-500WG/XR-500 Family affected V3.2 custom

ADP Siemens SCALANCE XCM-/XRM-/XCH-/XRH-300 Family affected V3.2 custom

ADP Siemens SIMATIC S7-1500 TM MFP - GNU/Linux Subsystem affected * custom
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CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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