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Summary

CVE CVE-2024-50040

State PUBLISHED

Assigner Linux

Source Priority CVE Program / NVD first with legacy fallback

Published 2024-10-21 20:15:17 UTC

Updated 2026-05-12 13:16:16 UTC

Description In the Linux kernel, the following vulnerability has been resolved: igb: Do not bring the device up after non-fatal error Commit 004d25060c78 ("igb: Fix igb_down hung on surprise removal") changed igb_io_error_detected() to ignore non-fatal pcie errors in order to avoid hung task that can happen when igb_down() is called multiple times. This caused an issue when processing transient non-fatal errors. igb_io_resume(), which is called after igb_io_error_detected(), assumes that device is brought down by igb_io_error_detected() if the interface is up. This resulted in panic with stacktrace below. 

Risk And Classification

Primary CVSS: v3.1 5.5 MEDIUM from nvd@nist.gov

CVSS:3.1/AV:L/AC:L/PR:L/UI:N/S:U/C:N/I:N/A:H

Problem Types: NVD-CWE-noinfo

CVSS v3.1 Breakdown

CVSS:3.1/AV:L/AC:L/PR:L/UI:N/S:U/C:N/I:N/A:H

Attack Vector

Local

Attack Complexity

Low

Privileges Required

Low

User Interaction

None

Scope

Unchanged

Confidentiality

None

Integrity

None

Availability

High

https://cve.report/
https://cve.report/CVE-2024-50040/mitre
https://cve.report/CVE-2024-50040/nist
https://cve.report/CVE-2024-50040/cve_org
https://cve.report/api/cve/CVE-2024-50040.json
https://cve.report/CVE-2024-50040.pdf


NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Linux Linux Kernel All All All All

Vendor Declared Affected Products

Source Vendor Product Version

CNA Linux Linux affected 124e39a734cb90658b8f0dc110847bbfc6e33792 dca2ca65a8695d9593e2cf1b40848e073ad75413 git

CNA Linux Linux affected c9f56f3c7bc908caa772112d3ae71cdd5d18c257 c92cbd283ddcf55fd85a9a9b0ba13298213f3dd7 git

CNA Linux Linux affected 994c2ceb70ea99264ccc6f09e6703ca267dad63c d79af3af2f49c6aae9add3d492c04d60c1b85ce4 git

CNA Linux Linux affected fa92c463eba75dcedbd8d689ffdcb83293aaa0c3 0a94079e3841d00ea5abb05e3233d019a86745f6 git

CNA Linux Linux affected 39695e87d86f0e7d897fba1d2559f825aa20caeb 6a39c8f5c8aae74c5ab2ba466791f59ffaab0178 git

CNA Linux Linux affected 004d25060c78fc31f66da0fa439c544dda1ac9d5 57c5053eaa5f9a8a99e34732e37a86615318e464 git

CNA Linux Linux affected 004d25060c78fc31f66da0fa439c544dda1ac9d5 500be93c5d53b7e2c5314292012185f0207bad0c git

CNA Linux Linux affected 004d25060c78fc31f66da0fa439c544dda1ac9d5 330a699ecbfc9c26ec92c6310686da1230b4e7eb git

CNA Linux Linux affected c2312e1d12b1c3ee4100c173131b102e2aed4d04 git

CNA Linux Linux affected 41f63b72a01c0e0ac59ab83fd2d921fcce0f602d git

CNA Linux Linux affected 6.5

CNA Linux Linux unaffected 6.5 semver

CNA Linux Linux unaffected 4.19.323 4.19.* semver

CNA Linux Linux unaffected 5.4.285 5.4.* semver

CNA Linux Linux unaffected 5.10.227 5.10.* semver

CNA Linux Linux unaffected 5.15.168 5.15.* semver

CNA Linux Linux unaffected 6.1.113 6.1.* semver

CNA Linux Linux unaffected 6.6.57 6.6.* semver

CNA Linux Linux unaffected 6.11.4 6.11.* semver

CNA Linux Linux unaffected 6.12 * original_commit_for_fix

ADP Siemens RUGGEDCOM RST2428P affected V3.2 custom

ADP Siemens SCALANCE XC-300/XR-300/XC-400/XR-500WG/XR-500 Family affected V3.2 custom

ADP Siemens SCALANCE XCM-/XRM-/XCH-/XRH-300 Family affected V3.2 custom

ADP Siemens SIMATIC S7-1500 TM MFP - GNU/Linux Subsystem affected * custom

ADP Siemens SIMATIC S7-1500 CPU 1518-4 PN/DP MFP affected V3.1.0 V3.1.5 custom

ADP Siemens SIMATIC S7-1500 CPU 1518-4 PN/DP MFP affected V3.1.0 V3.1.5 custom

ADP Siemens SIMATIC S7-1500 CPU 1518F-4 PN/DP MFP affected V3.1.0 V3.1.5 custom

ADP Siemens SIMATIC S7-1500 CPU 1518F-4 PN/DP MFP affected V3.1.0 V3.1.5 custom

ADP Siemens SIPLUS S7-1500 CPU 1518-4 PN/DP MFP affected V3.1.0 V3.1.5 custom
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References

Reference Source Link

cert-portal.siemens.com/productcert/html/ssa-398330.html 0b142b55-0307-4c5a-b3c9-f314f3fb7c5e cert-portal.siemens.com

git.kernel.org/stable/c/330a699ecbfc9c26ec92c6310686da1230b4e7eb 416baaa9-dc9f-4396-8d5f-8c081fb06d67 git.kernel.org

lists.debian.org/debian-lts-announce/2025/03/msg00002.html af854a3a-2127-422b-91ae-364da2661108 lists.debian.org

git.kernel.org/stable/c/500be93c5d53b7e2c5314292012185f0207bad0c 416baaa9-dc9f-4396-8d5f-8c081fb06d67 git.kernel.org

git.kernel.org/stable/c/dca2ca65a8695d9593e2cf1b40848e073ad75413 416baaa9-dc9f-4396-8d5f-8c081fb06d67 git.kernel.org

git.kernel.org/stable/c/0a94079e3841d00ea5abb05e3233d019a86745f6 416baaa9-dc9f-4396-8d5f-8c081fb06d67 git.kernel.org

cert-portal.siemens.com/productcert/html/ssa-265688.html 0b142b55-0307-4c5a-b3c9-f314f3fb7c5e cert-portal.siemens.com

git.kernel.org/stable/c/d79af3af2f49c6aae9add3d492c04d60c1b85ce4 416baaa9-dc9f-4396-8d5f-8c081fb06d67 git.kernel.org

cert-portal.siemens.com/productcert/html/ssa-355557.html 0b142b55-0307-4c5a-b3c9-f314f3fb7c5e cert-portal.siemens.com

lists.debian.org/debian-lts-announce/2025/01/msg00001.html af854a3a-2127-422b-91ae-364da2661108 lists.debian.org

git.kernel.org/stable/c/57c5053eaa5f9a8a99e34732e37a86615318e464 416baaa9-dc9f-4396-8d5f-8c081fb06d67 git.kernel.org

git.kernel.org/stable/c/c92cbd283ddcf55fd85a9a9b0ba13298213f3dd7 416baaa9-dc9f-4396-8d5f-8c081fb06d67 git.kernel.org

git.kernel.org/stable/c/6a39c8f5c8aae74c5ab2ba466791f59ffaab0178 416baaa9-dc9f-4396-8d5f-8c081fb06d67 git.kernel.org

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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