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Summary

CVE CVE-2024-54011

State PUBLISHED

Assigner Hanwha_Vision

Source Priority CVE Program / NVD first with legacy fallback

Published 2026-04-28 08:15:59 UTC

Updated 2026-04-28 08:15:59 UTC

Description Penetration Testing engineers at Amazon have discovered a flaw where the camera system fails to properly handle data supplied in certain requests, causing a service disruption. The manufacturer has released patch firmware for the flaw, please refer to the manufacturer's report for details and workarounds.

Risk And Classification

Primary CVSS: v4.0 5.3 MEDIUM from fc9afe74-3f80-4fb7-a313-e6f036a89882

CVSS:4.0/AV:N/AC:L/AT:N/PR:L/UI:N/VC:N/VI:N/VA:L/SC:N/SI:N/SA:N/E:X/CR:X/IR:X/AR:X/MAV:X/M
AC:X/MAT:X/MPR:X/MUI:X/MVC:X/MVI:X/MVA:X/MSC:X/MSI:X/MSA:X/S:X/AU:X/R:X/V:X/RE:X/U:X

Problem Types: CWE-20 | CWE-20 CWE-20 Improper input validation

Version Source Type Score Severity Vector

4.0 fc9afe74-3f80-4fb7-a313-e6f036a89882 Secondary 5.3 MEDIUM CVSS:4.0/AV:N/AC:L/AT:N/PR:L/UI:N/VC:N/VI:N/VA:L/SC:N/SI:N/SA:N/E:X/C...

4.0 CNA CVSS 5.3 MEDIUM CVSS:4.0/AV:N/AC:L/AT:N/PR:L/UI:N/VC:N/VI:N/VA:L/SC:N/SI:N/SA:N

CVSS v4.0 Breakdown

Attack Vector

Network

Attack Complexity

Low

Attack Requirements

None

Privileges Required

Low

User Interaction

None

Confidentiality

None

Integrity

None

https://cve.report/
https://cve.report/CVE-2024-54011/mitre
https://cve.report/CVE-2024-54011/nist
https://cve.report/CVE-2024-54011/cve_org
https://cve.report/api/cve/CVE-2024-54011.json
https://cve.report/CVE-2024-54011.pdf


CVSS:4.0/AV:N/AC:L/AT:N/PR:L/UI:N/VC:N/VI:N/VA:L/SC:N/SI:N/SA:N/E:X/CR:X/IR:X/AR:X/MAV:X/M
AC:X/MAT:X/MPR:X/MUI:X/MVC:X/MVI:X/MVA:X/MSC:X/MSI:X/MSA:X/S:X/AU:X/R:X/V:X/RE:X/U:X

Vendor Declared Affected Products

Source Vendor Product Version Platforms

CNA Hanwha Vision QND-8080R affected 2.24.00 custom Not specified

References

Reference Source Link

www.hanwhavision.com/wp-content/uploads/2026/04/Camera-Vulnerability-ReportCVE-202... fc9afe74-3f80-4fb7-a313-e6f036a89882 www.hanwhavision.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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CVE.report and Source URL Uptime Status status.cve.report

None

Availability

Low

Sub Conf.

None

Sub Integrity

None

Sub Availability

None

http://cve.report/vendor/Hanwha_Vision
http://cve.report/software/Hanwha_Vision/QND-8080R
https://www.hanwhavision.com/wp-content/uploads/2026/04/Camera-Vulnerability-ReportCVE-2024-5401154013.pdf
https://www.cve.org/CVERecord?id=CVE-2024-54011
https://nvd.nist.gov/vuln/detail/CVE-2024-54011
https://cve.report/
https://uspto.report/company/Mitre-Corp
https://cve.report/mitre
http://cve.report/mitre_license.txt
https://cve.report/api
https://status.cve.report
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