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Summary

CVE CVE-2024-6069

State PUBLISHED

Assigner Wordfence

Source Priority CVE Program / NVD first with legacy fallback

Published 2024-07-09 09:15:09 UTC

Updated 2026-04-08 19:22:05 UTC

Description The Registration Forms – User Registration Forms, Invitation-Based Registrations, Front-end User Profile, Login Form & Content Restriction plugin for WordPress is vulnerable to unauthorized arbitrary plugin installation due to a missing capability check on the pieregister_install_addon function in all versions up to, and including, 3.8.3.4. This makes it possible for authenticated attackers, with subscriber-level access and above, to install arbitrary plugins. As a result attackers might achieve code execution on the targeted server

Risk And Classification

Primary CVSS: v3.1 8.8 HIGH from security@wordfence.com

CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H

EPSS: 0.018470000 probability, percentile 0.829790000 (date 2026-04-13)

Problem Types: CWE-862 | CWE-862 CWE-862 Missing Authorization

Version Source Type Score Severity Vector

3.1 security@wordfence.com Secondary 8.8 HIGH CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H

3.1 CNA DECLARED 8.8 HIGH CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H

CVSS v3.1 Breakdown

Attack Vector

Network

Attack Complexity

Low

Privileges Required

Low

User Interaction

None

Scope

Unchanged

Confidentiality

https://cve.report/
https://cve.report/CVE-2024-6069/mitre
https://cve.report/CVE-2024-6069/nist
https://cve.report/CVE-2024-6069/cve_org
https://cve.report/api/cve/CVE-2024-6069.json
https://cve.report/CVE-2024-6069.pdf


CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H

Vendor Declared Affected Products

Source Vendor Product Version Platforms

CNA Genetechproducts Pie Register User Registration Profiles Content Restriction affected 3.8.3.4 semver Not specified

ADP Genetech Products Registration Forms affected 3.8.3.4 custom Not specified

ADP Genetech Products User Registration Forms affected 3.8.3.4 custom Not specified

ADP Genetech Products Front End User Profile Login Form affected 3.8.3.4 custom Not specified

ADP Genetech Products Invitation Based Registrations affected 3.8.3.4 custom Not specified

ADP Genetech Products Content Registration affected 3.8.3.4 custom Not specified

References

Reference Source Link

www.wordfence.com/threat-intel/vulnerabilities/id/b946ee73-4cf9-48c8-b456-285b1... af854a3a-2127-422b-91ae-364da2661108 www.wordfence.com

plugins.trac.wordpress.org/changeset/3116424 security@wordfence.com plugins.trac.wordpress.org

plugins.trac.wordpress.org/browser/pie-register/tags/3.8.3.4/pie-register.php af854a3a-2127-422b-91ae-364da2661108 plugins.trac.wordpress.org

plugins.trac.wordpress.org/browser/pie-register/tags/3.8.3.4/pie-register.php af854a3a-2127-422b-91ae-364da2661108 plugins.trac.wordpress.org

plugins.trac.wordpress.org/browser/pie-register/tags/3.8.3.4/pie-register.php af854a3a-2127-422b-91ae-364da2661108 plugins.trac.wordpress.org

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

Vendor Comments And Credit

Discovery Credit

CNA: Lucio Sá (en)

Additional Advisory Data

Source Time Event

CNA 2024-05-30T00:00:00.000Z Discovered

CNA 2024-07-08T19:39:26.000Z Disclosed

There are currently no legacy QID mappings associated with this CVE.

Confidentiality

High

Integrity

High

Availability

High

http://cve.report/vendor/genetechproducts
http://cve.report/software/genetechproducts/Pie_Register__User_Registration_Profiles__Content_Restriction
http://cve.report/vendor/genetech_products
http://cve.report/software/genetech_products/registration_forms
http://cve.report/vendor/genetech_products
http://cve.report/software/genetech_products/user_registration_forms
http://cve.report/vendor/genetech_products
http://cve.report/software/genetech_products/front_end_user_profile_login_form
http://cve.report/vendor/genetech_products
http://cve.report/software/genetech_products/invitation_based_registrations
http://cve.report/vendor/genetech_products
http://cve.report/software/genetech_products/content_registration
https://www.wordfence.com/threat-intel/vulnerabilities/id/b946ee73-4cf9-48c8-b456-285b118c6b05?source=cve
https://plugins.trac.wordpress.org/changeset/3116424/
https://plugins.trac.wordpress.org/browser/pie-register/tags/3.8.3.4/pie-register.php#L761
https://plugins.trac.wordpress.org/browser/pie-register/tags/3.8.3.4/pie-register.php#L794
https://plugins.trac.wordpress.org/browser/pie-register/tags/3.8.3.4/pie-register.php#L727
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https://nvd.nist.gov/vuln/detail/CVE-2024-6069
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