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CVE CVE-2024-6386
State PUBLISHED
Assigner Wordfence

Source Priority CVE Program / NVD first with legacy fallback

Published 2024-08-21 21:15:08 UTC
Updated 2026-04-08 19:22:08 UTC
Description The WPML plugin for WordPress is vulnerable to Remote Code Execution in all versions up to, and including, 4.6.12 via Tw
1 | 1|

Risk And Classification

Primary CVSS: v3.1 8.8 HIGH from nvd@nist.gov
CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H
EPSS: 0.739110000 probability, percentile 0.988230000 (date 2026-04-13)

Problem Types: CWE-1336 | CWE-94 | CWE-1336 CWE-1336 Improper Neutralization of
Special Elements Used in a Template Engine

Version  Source Type Score  Severity Vector

3.1 nvd@nist.gov Primary 8.8 HIGH CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H
3.1 security@wordfence.com Secondary 9.9 CRITICAL CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:C/C:H/I:H/A:H
3.1 CNA DECLARED 9.9 CRITICAL CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:C/C:H/I:H/A:H

CVSS v3.1 Breakdown

\ttack Vector

\ttack Complexity

>rivileges Required

Jser Interaction


https://cve.report/
https://cve.report/CVE-2024-6386/mitre
https://cve.report/CVE-2024-6386/nist
https://cve.report/CVE-2024-6386/cve_org
https://cve.report/api/cve/CVE-2024-6386.json
https://cve.report/CVE-2024-6386.pdf

3cope

Unchanged

Sonfidentiality

ntegrity

\vailability

CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Wpml Wpml All All All All

Vendor Declared Affected Products

Source Vendor Product Version Platforms

CNA WPML WPML affected 4.6.12 semver Not specified

ADP Wpml Wpml affected 4.6.12 semver Not specified

Reference Source Link Ta
sec.stealthcopter.com/wpml-rce-via-twig-ssti security@wordfence.com sec.stealthcopter.com Ex

www.wordfence.com/threat-intel/vulnerabilities/id/f7fc91cc-e529-4362-8269-bf7ee...  security@wordfence.com www.wordfence.com  Th

wpml.org security@wordfence.com wpml.org Pre
CVE Program record CVE.ORG WWw.cve.org cal
NVD vulnerability detail NVD nvd.nist.gov cal

/]

Vendor Comments And Credit

Discovery Credit
CNA: Matthew Rollings (en)

Additional Advisory Data

Source Time Event
CNA 2024-06-19T00:00:00.000Z Discovered
CNA 2024-08-21T08:00:14.000Z Disclosed

There are currently no legacy QID mappings associated with this CVE.


http://cve.report/vendor/wpml
http://cve.report/software/wpml/wpml
http://cve.report/vendor/WPML
http://cve.report/software/WPML/WPML
http://cve.report/vendor/wpml
http://cve.report/software/wpml/wpml
https://sec.stealthcopter.com/wpml-rce-via-twig-ssti/
https://www.wordfence.com/threat-intel/vulnerabilities/id/f7fc91cc-e529-4362-8269-bf7ee0766e1e?source=cve
https://wpml.org/
https://www.cve.org/CVERecord?id=CVE-2024-6386
https://nvd.nist.gov/vuln/detail/CVE-2024-6386
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