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MITRE NVD CVE.ORG JSON API Print: PDF %5

CVE CVE-2024-6387
State PUBLISHED
Assigner redhat

Source Priority CVE Program / NVD first with legacy fallback

Published 2024-07-01 13:15:06 UTC
Updated 2026-05-12 12:17:20 UTC
Description A security regression (CVE-2006-5051) was discovered in OpenSSH's server (sshd). There is a race condition which can le

d ‘ Hr:;:;:;:

Risk And Classification |

Primary CVSS: v3.1 8.1 HIGH from nvd@nist.gov

CVSS:3.1/AV:N/AC:H/PR:N/UI:N/S:U/C:H/I:H/A:H

Problem Types: CWE-364 | CWE-362 | CWE-364 Signal Handler Race Condition

Version Source Type Score  Severity Vector

3.1 nvd@nist.gov Primary 8.1 HIGH CVSS:3.1/AV:N/AC:H/PR:N/UI:N/S:U/C:H/I:H/A:H
3.1 secalert@redhat.com Secondary 8.1 HIGH CVSS:3.1/AV:N/AC:H/PR:N/UI:N/S:U/C:H/I:H/A:H
3.1 CNA CVSS 8.1 HIGH CVSS:3.1/AV:N/AC:H/PR:N/UI:N/S:U/C:H/I:H/A:H

CVSS v3.1 Breakdown

\ttack Vector

\ttack Complexity

>rivileges Required

Jser Interaction

Unchanged

s
Q
o
e
(0]

Sonfidentiality


https://cve.report/
https://cve.report/CVE-2024-6387/mitre
https://cve.report/CVE-2024-6387/nist
https://cve.report/CVE-2024-6387/cve_org
https://cve.report/api/cve/CVE-2024-6387.json
https://cve.report/CVE-2024-6387.pdf

ntegrity

\vailability

CVSS:3.1/AV:N/AC:H/PR:N/UI:N/S:U/C:H/I:H/A:H

J B

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Operating System Almalinux Almalinux 9.0 - All All
Operating System Apple Macos All All All All
Operating System Arista Eos All All All All
Operating System Canonical Ubuntu Linux 23.10 All All All
Operating System Canonical Ubuntu Linux 24.04 All All All
Hardware Netapp 500f - All All All
Operating System Netapp 500f Firmware - All All All
Hardware Netapp 8300 - All All All
Operating System Netapp 8300 Firmware - All All All
Hardware Netapp 8700 - All All All
Operating System Netapp 8700 Firmware - All All All
Hardware Netapp A150 - All All All
Operating System Netapp A150 Firmware - All All All
Hardware Netapp A1k - All All All
Operating System Netapp A1k Firmware - All All All
Hardware Netapp A220 - All All All
Operating System Netapp A220 Firmware - All All All
Hardware Netapp A250 - All All All
Operating System Netapp A250 Firmware - All All All
Hardware Netapp A400 - All All All
Operating System Netapp A400 Firmware - All All All
Hardware Netapp A70 - All All All
Hardware Netapp A700s - All All All
Operating System Netapp A700s Firmware - All All All
Operating System Netapp A70 Firmware - All All All
Hardware Netapp A800 - All All All
Operating System Netapp A800 Firmware - All All All
Hardware Netapp A90 - All All All



http://cve.report/vendor/almalinux
http://cve.report/software/almalinux/almalinux
http://cve.report/vendor/apple
http://cve.report/software/apple/macos
http://cve.report/vendor/arista
http://cve.report/software/arista/eos
http://cve.report/vendor/canonical
http://cve.report/software/canonical/ubuntu_linux
http://cve.report/vendor/canonical
http://cve.report/software/canonical/ubuntu_linux
http://cve.report/vendor/netapp
http://cve.report/software/netapp/500f
http://cve.report/vendor/netapp
http://cve.report/software/netapp/500f_firmware
http://cve.report/vendor/netapp
http://cve.report/software/netapp/8300
http://cve.report/vendor/netapp
http://cve.report/software/netapp/8300_firmware
http://cve.report/vendor/netapp
http://cve.report/software/netapp/8700
http://cve.report/vendor/netapp
http://cve.report/software/netapp/8700_firmware
http://cve.report/vendor/netapp
http://cve.report/software/netapp/a150
http://cve.report/vendor/netapp
http://cve.report/software/netapp/a150_firmware
http://cve.report/vendor/netapp
http://cve.report/software/netapp/a1k
http://cve.report/vendor/netapp
http://cve.report/software/netapp/a1k_firmware
http://cve.report/vendor/netapp
http://cve.report/software/netapp/a220
http://cve.report/vendor/netapp
http://cve.report/software/netapp/a220_firmware
http://cve.report/vendor/netapp
http://cve.report/software/netapp/a250
http://cve.report/vendor/netapp
http://cve.report/software/netapp/a250_firmware
http://cve.report/vendor/netapp
http://cve.report/software/netapp/a400
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http://cve.report/vendor/netapp
http://cve.report/software/netapp/a800_firmware
http://cve.report/vendor/netapp
http://cve.report/software/netapp/a90

Hardware Netapp A900 - All All All
Operating System Netapp A900 Firmware - All All All
Operating System Netapp A90 Firmware - All All All
Hardware Netapp A9500 - All All All
Operating System Netapp A9500 Firmware - All All All
Operating System Netapp Bootstrap Os - All All All
Hardware Netapp C190 - All All All
Operating System Netapp C190 Firmware - All All All
Hardware Netapp C250 - All All All
Operating System Netapp C250 Firmware - All All All
Hardware Netapp C400 - All All All
Operating System Netapp C400 Firmware - All All All
Hardware Netapp C800 - All All All
Operating System Netapp C800 Firmware - All All All
Hardware Netapp Fas2720 - All All All
Operating System Netapp Fas2720 Firmware - All All All
Hardware Netapp Fas2750 - All All All
Operating System Netapp Fas2750 Firmware - All All All
Hardware Netapp Fas2820 - All All All
Operating System Netapp Fas2820 Firmware - All All All
Hardware Netapp Hci Compute Node - All All All
Hardware Sonicwall Sma 6200 - All All All
Operating System Sonicwall Sma 6200 Firmware - All All All
Hardware Sonicwall Sma 6210 - All All All
Operating System Sonicwall Sma 6210 Firmware - All All All
Hardware Sonicwall Sma 7200 - All All All
Operating System Sonicwall Sma 7200 Firmware - All All All
Hardware Sonicwall Sma 7210 - All All All
Operating System Sonicwall Sma 7210 Firmware - All All All
Hardware Sonicwall Sma 8200v - All All All
Operating System Sonicwall Sma 8200v Firmware - All All All
Hardware Sonicwall Sra Ex 7000 - All All All
Operating System Sonicwall Sra Ex 7000 Firmware - All All All

Vendor Declared Affected Products

Source Vendor Product Version Platfori
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ADP
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Red Hat

Red Hat

Red Hat

Red Hat

Red Hat

Red Hat

Red Hat

Red Hat

Red Hat

Red Hat

Red Hat

Red Hat

Red Hat

Red Hat

Red Hat

Siemens

Siemens

Siemens

Siemens

Siemens

Siemens

Siemens

Siemens

Siemens

Red Hat Enterprise Linux 9

Red Hat Enterprise Linux 9

Red Hat Enterprise Linux 9.0 Update Services For SAP Solutions

Red Hat Enterprise Linux 9.2 Extended Update Support

Red Hat OpenShift Container Platform 4.13
Red Hat OpenShift Container Platform 4.14
Red Hat OpenShift Container Platform 4.15
Red Hat OpenShift Container Platform 4.16
Red Hat Ceph Storage 5

Red Hat Ceph Storage 6

Red Hat Ceph Storage 7

Red Hat Enterprise Linux 10

Red Hat Enterprise Linux 6

Red Hat Enterprise Linux 7

Red Hat Enterprise Linux 8

Industrial Edge Management OS IEM-OS
SIMATIC S7-1500 CPU 1518-4 PN/DP MFP
SIMATIC S7-1500 CPU 1518-4 PN/DP MFP
SIMATIC S7-1500 CPU 1518F-4 PN/DP MFP
SIMATIC S7-1500 CPU 1518F-4 PN/DP MFP
SINAMICS lloT Module

SINEMA Remote Connect Server
SINUMERIK ONE

SIPLUS S7-1500 CPU 1518-4 PN/DP MFP

unaffected 0:8.7p1-38.e19_4.1 * rpm Not spe
unaffected 0:8.7p1-38.el9_4.1 * rpm Not spe
unaffected 0:8.7p1-12.el9_0.1 * rpm Not spe
unaffected 0:8.7p1-30.el9_2.4 * rpm Not spe

unaffected 413.92.202407091321-0 * rpom  Not spe
unaffected 414.92.202407091253-0 * rpom  Not spe
unaffected 415.92.202407091355-0 * rpom  Not spe

unaffected 416.94.202407081958-0 * rpom  Not spe

Not specified Not spe
Not specified Not spe
Not specified Not spe
Not specified Not spe
Not specified Not spe
Not specified Not spe
Not specified Not spe
affected * custom Not spe
affected V3.1.5 * custom Not spe
affected V3.1.5 * custom Not spe
affected V3.1.5 * custom Not spe
affected V3.1.5 * custom Not spe
affected V1.0 HF1 custom Not spe
affected V3.2 SP2 custom Not spe
affected V6.24 custom Not spe
affected V3.1.5 * custom Not spe

/
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Vendor Comments And Credit

Discovery Credit

CNA: Red Hat would like to thank Qualys Threat Research Unit (TRU) (Qualys) for reporting
this issue. (en)

Additional Advisory Data

Source Time Event

CNA 2024-06-27T00:00:00.000Z Reported to Red Hat.
CNA 2024-07-01T08:00:00.000Z Made public.
Workarounds

CNA: The below process can protect against a Remote Code Execution attack by disabling
the LoginGraceTime parameter on Red Hat Enterprise Linux 9. However, the sshd server is
still vulnerable to a Denial of Service if an attacker exhausts all the connections. 1) As root
user, open the /etc/ssh/sshd_config 2) Add or edit the parameter configuration: ~~~
LoginGraceTime 0 ~~~ 3) Save and close the file 4) Restart the sshd daemon: ~~~ systemcitl
restart sshd.service ~~~ Setting LoginGraceTime to 0 disables the SSHD server's ability to
drop connections if authentication is not completed within the specified timeout. If this
mitigation is implemented, it is highly recommended to use a tool like 'fail2ban' alongside a
firewall to monitor log files and manage connections appropriately. If any of the mitigations
mentioned above is used, please note that the removal of LoginGraceTime parameter from
sshd_config is not automatic when the updated package is installed.

There are currently no legacy QID mappings associated with this CVE.
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