WP Total Branding <= 1.2 - Authenticated

(Administrator+) Stored Cross-Site Scripting via title
Parameter
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CVE CVE-2024-6625
State PUBLISHED
Assigner Wordfence

Source Priority CVE Program / NVD first with legacy fallback

Published 2024-07-12 08:15:12 UTC
Updated 2026-04-08 18:22:24 UTC
Description The WP Total Branding — Complete branding solution for WordPress plugin for WordPress is vulnerable to Stored Cross-Si
A | |

Risk And Classification

Primary CVSS: v3.1 5.5 MEDIUM from security@wordfence.com
CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:C/C:L/I:.L/A:N

Problem Types: CWE-79 | CWE-79 CWE-79 Improper Neutralization of Input During Web
Page Generation ('Cross-site Scripting')

Version  Source Type Score  Severity Vector
3.1 security@wordfence.com Secondary 55 MEDIUM CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:C/C:L/I:L/A:N
3.1 CNA DECLARED 55 MEDIUM CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:C/C:L/I:L/A:N
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Vendor Declared Affected Products

Source Vendor  Product Version Platforms

CNA M Uysl WP Total Branding Complete Branding Solution For WordPress affected 1.2 semver Not specified
Reference Source 1
plugins.trac.wordpress.org/browser/wp-total-branding/trunk/includes/modules/login.php af854a3a-2127-422b-91ae-364da2661108
www.wordfence.com/threat-intel/vulnerabilities/id/3b6ac92f-2ad1-4528-b157-5e49d... af854a3a-2127-422b-91ae-364da2661108 v
wordpress.org/plugins/wp-total-branding af854a3a-2127-422b-91ae-364da2661108 v

plugins.trac.wordpress.org/changeset/3115880/wp-total-branding/trunk/includes/options/lo...  af854a3a-2127-422b-91ae-364da2661108 ¢

plugins.trac.wordpress.org/changeset/3115880/wp-total-branding/trunk/includes/modules/lo... af854a3a-2127-422b-91ae-364da2661108 |
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Vendor Comments And Credit

Discovery Credit
CNA: Artem Polynko (en)

Additional Advisory Data

Source Time Event

CNA 2024-07-11T718:51:55.000Z Disclosed

There are currently no legacy QID mappings associated with this CVE.
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Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to
this information or its use. Any use of this information is at the user's risk. It is the responsibility of user to evaluate the accuracy,
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