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CVE CVE-2024-8914
State PUBLISHED
Assigner Wordfence

Source Priority CVE Program / NVD first with legacy fallback
Published 2024-09-25 01:15:47 UTC
Updated 2026-04-08 18:22:45 UTC

Description The Thanh Toan Quét Ma QR Code Ty Bdng — MoMo, ViettelPay, VNPay va 40 ngan hang Viét Nam plugin for WordPres:
A ‘\ ol

Risk And Classification

Primary CVSS: v3.1 5.5 MEDIUM from ADP

CVSS:3.1/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:N/A:N

Problem Types: CWE-79 | CWE-79 CWE-79 Improper Neutralization of Input During Web
Page Generation ('Cross-site Scripting')

Version Source Type Score Severity Vector

3.1 ADP DECLARED 5.5 MEDIUM  CVSS:3.1/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:N/A:N
3.1 security@wordfence.com Secondary 7.2 HIGH CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:C/C:L/I:L/A:N
3.1 134c704f-9b21-4f2e-91b3-4a467353bccO  Secondary 5.5 MEDIUM  CVSS:3.1/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:N/A:N
3.1 CNA DECLARED 7.2 HIGH CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:C/C:L/I:L/A:N

CVSS v3.1 Breakdown
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https://cve.report/
https://cve.report/CVE-2024-8914/mitre
https://cve.report/CVE-2024-8914/nist
https://cve.report/CVE-2024-8914/cve_org
https://cve.report/api/cve/CVE-2024-8914.json
https://cve.report/CVE-2024-8914.pdf
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CVSS:3.1/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:N/A:N
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NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Wordpress Thanh Toan Quet Ma Qr Code Tu Dong All All All All

Vendor Declared Affected Products

Source Vendor Product Version Platform:

CNA Haibasoft Thanh Ton Qut M QR Code T Ng MoMo ViettelPay VNPay V 40 Ngn Hng Vit Nam  affected 2.0.1 semver Not speci

References

Reference Source Link
www.wordfence.com/threat-intel/vulnerabilities/id/8ef7c48b-e8f2-40bd-aa48-19105... security@wordfence.com  www.wordfenc
plugins.trac.wordpress.org/changeset/3349149 security@wordfence.com plugins.trac.wc

plugins.trac.wordpress.org/browser/bck-tu-dong-xac-nhan-thanh-toan-chuyen-khoan-ngan-han...  security@wordfence.com plugins.trac.wc

wordpress.org/plugins/bck-tu-dong-xac-nhan-thanh-toan-chuyen-khoan-ngan-hang security@wordfence.com wordpress.org
CVE Program record CVE.ORG WWw.cve.org
NVD vulnerability detail NVD nvd.nist.gov

/]

Vendor Comments And Credit

Discovery Credit

CNA: Francesco Carlucci (en)

Additional Advisory Data

Source Time Event

CNA 2024-09-23T18:36:58.000Z Disclosed

There are currently no legacy QID mappings associated with this CVE.


http://cve.report/vendor/wordpress
http://cve.report/software/wordpress/thanh_toan_quet_ma_qr_code_tu_dong
http://cve.report/vendor/haibasoft
http://cve.report/software/haibasoft/Thanh_Ton_Qut_M_QR_Code_T_ng__MoMo_ViettelPay_VNPay_v_40_ngn_hng_Vit_Nam
https://www.wordfence.com/threat-intel/vulnerabilities/id/8ef7c48b-e8f2-40bd-aa48-191059e15453?source=cve
https://plugins.trac.wordpress.org/changeset/3349149/
https://plugins.trac.wordpress.org/browser/bck-tu-dong-xac-nhan-thanh-toan-chuyen-khoan-ngan-hang/trunk/inc/functions.php#L184
https://wordpress.org/plugins/bck-tu-dong-xac-nhan-thanh-toan-chuyen-khoan-ngan-hang/#developers
https://www.cve.org/CVERecord?id=CVE-2024-8914
https://nvd.nist.gov/vuln/detail/CVE-2024-8914
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