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CVE CVE-2025-10896
State PUBLISHED
Assigner Wordfence

Source Priority CVE Program / NVD first with legacy fallback

Published 2025-11-04 05:15:49 UTC
Updated 2026-04-08 17:19:59 UTC
Description Multiple plugins for WordPress with the Jewel Theme Recommended Plugins Library are vulnerable to Unrestricted Upload

4 H |
Risk And Classification

Primary CVSS: v3.1 8.8 HIGH from security@wordfence.com
CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H

Problem Types: CWE-862 | CWE-862 CWE-862 Missing Authorization

Version  Source Type Score  Severity  Vector
3.1 security@wordfence.com Secondary 8.8 HIGH CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H
3.1 CNA DECLARED 8.8 HIGH CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:H/l:H/A:H

CVSS v3.1 Breakdown
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https://cve.report/
https://cve.report/CVE-2025-10896/mitre
https://cve.report/CVE-2025-10896/nist
https://cve.report/CVE-2025-10896/cve_org
https://cve.report/api/cve/CVE-2025-10896.json
https://cve.report/CVE-2025-10896.pdf
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\vailability

CVSS:3.1/AV:N/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H

4 L
Source  Vendor Product Version Platforms

CNA Litonice13 Image Comparison Addon For Elementor affected 1.0.2.2 semver Not specified
CNA Litonice13 Image Hover Effects For Elementor affected 1.0.2.3 semver Not specified
CNA Litonice13 Content Locker For Elementor affected 1.0.3 semver Not specified
CNA Litonice13 Master Blocks Ultimate Gutenberg Blocks For Marketers affected 1.4.1.3 semver Not specified

References

Reference Source Link

plugins.trac.wordpress.org/browser/image-hover-effects-elementor-addon/tags/1.0.2.3/Libs...  security@wordfence.com plugins.trac.wordp
plugins.trac.wordpress.org/changeset security@wordfence.com  plugins.trac.wordp
www.wordfence.com/threat-intel/vulnerabilities/id/0ff3a292-3924-4823-867a-fedb?2... security@wordfence.com  www.wordfence.cc
plugins.trac.wordpress.org/browser/image-hover-effects-elementor-addon/tags/1.0.2.3/Libs... security@wordfence.com plugins.trac.wordp

plugins.trac.wordpress.org/browser/image-hover-effects-elementor-addon/tags/1.0.2.3/Libs... security@wordfence.com plugins.trac.wordp

plugins.trac.wordpress.org/changeset security@wordfence.com plugins.trac.wordp
plugins.trac.wordpress.org/changeset security@wordfence.com  plugins.trac.wordp
plugins.trac.wordpress.org/changeset security@wordfence.com plugins.trac.wordp
CVE Program record CVE.ORG Www.cve.org
NVD vulnerability detail NVD nvd.nist.gov
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Vendor Comments And Credit

Discovery Credit

CNA: Youcef Hamdani (en)

Additional Advisory Data

Source Time Event
CNA 2025-10-23T19:55:52.000Z Vendor Notified
CNA 2025-11-03T15:52:24.000Z Disclosed

There are currently no legacy QID mappings associated with this CVE.
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https://plugins.trac.wordpress.org/browser/image-hover-effects-elementor-addon/tags/1.0.2.3/Libs/Recommended.php#L334
https://plugins.trac.wordpress.org/changeset?sfp_email=&sfph_mail=&reponame=&old=3390374%2540ultimate-blocks-for-gutenberg&new=3390374%2540ultimate-blocks-for-gutenberg&sfp_email=&sfph_mail=
https://www.wordfence.com/threat-intel/vulnerabilities/id/0ff3a292-3924-4823-867a-fedb2c1cdd00?source=cve
https://plugins.trac.wordpress.org/browser/image-hover-effects-elementor-addon/tags/1.0.2.3/Libs/Assets.php#L70
https://plugins.trac.wordpress.org/browser/image-hover-effects-elementor-addon/tags/1.0.2.3/Libs/Recommended.php#L43
https://plugins.trac.wordpress.org/changeset?sfp_email=&sfph_mail=&reponame=&old=3389341%2540content-locker-for-elementor&new=3389341%2540content-locker-for-elementor&sfp_email=&sfph_mail=
https://plugins.trac.wordpress.org/changeset?sfp_email=&sfph_mail=&reponame=&old=3384308%2540image-hover-effects-elementor-addon&new=3384308%2540image-hover-effects-elementor-addon
https://plugins.trac.wordpress.org/changeset?sfp_email=&sfph_mail=&reponame=&old=3389322%2540image-comparison-elementor-addon&new=3389322%2540image-comparison-elementor-addon
https://www.cve.org/CVERecord?id=CVE-2025-10896
https://nvd.nist.gov/vuln/detail/CVE-2025-10896
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