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Summary

CVE CVE-2025-11159

State PUBLISHED

Assigner HITVAN

Source Priority CVE Program / NVD first with legacy fallback

Published 2026-05-13 06:16:11 UTC

Updated 2026-05-13 15:35:17 UTC

Description Hitachi Vantara Pentaho Data Integration & Analytics of all versions contain a JDBC driver for H2 databases which is vulnerable to external script execution when a new connection is created by a data source administrator.

Risk And Classification

Primary CVSS: v3.1 9.1 CRITICAL from security.vulnerabilities@hitachivantara.com

CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:C/C:H/I:H/A:H

EPSS: 0.000650000 probability, percentile 0.200590000 (date 2026-05-16)

Problem Types: CWE-1395 CWE-1395: Dependency on Vulnerable Third-Party Component

Version Source Type Score Severity Vector

3.1 security.vulnerabilities@hitachivantara.com Secondary 9.1 CRITICAL CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:C/C:H/I:H/A:H

3.1 CNA CVSS 9.1 CRITICAL CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:C/C:H/I:H/A:H

CVSS v3.1 Breakdown

Attack Vector

Network

Attack Complexity

Low

Privileges Required

High

User Interaction

None

Scope

Changed

Confidentiality

High

https://cve.report/
https://cve.report/CVE-2025-11159/mitre
https://cve.report/CVE-2025-11159/nist
https://cve.report/CVE-2025-11159/cve_org
https://cve.report/api/cve/CVE-2025-11159.json
https://cve.report/CVE-2025-11159.pdf


CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:C/C:H/I:H/A:H

Vendor Declared Affected Products

Source Vendor Product Version Platforms

CNA Hitachi Vantara Pentaho Data Integration And Analytics affected 1.0 10.2.0.7 maven Not specified

CNA Hitachi Vantara Pentaho Data Integration And Analytics affected 1.0 11.0 maven Not specified

References

Reference Source Link

support.pentaho.com/hc/en-us/articles/39954640408077--Resolved-Hitachi-Vantara-Pe... security.vulnerabilities@hitachivantara.com support.pentaho.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

Vendor Comments And Credit

Discovery Credit

CNA: Nir Zadok (nirza) and Moshe Siman Tov Bustan from OX Security (en)

There are currently no legacy QID mappings associated with this CVE.
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