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CVE CVE-2025-11731
State PUBLISHED
Assigner redhat

Source Priority CVE Program / NVD first with legacy fallback

Published 2025-10-14 06:15:34 UTC
Updated 2026-04-13 18:16:26 UTC
Description A flaw was found in the exsltFuncResultComp() function of libxslt, which handles EXSLT <func:result> elements during styl:
1 | |

Risk And Classification |

Primary CVSS: v3.1 3.1 LOW from secalert@redhat.com
CVSS:3.1/AV:N/AC:H/PR:N/UI:R/S:U/C:N/I:N/A:L
EPSS: 0.000760000 probability, percentile 0.228230000 (date 2026-04-15)

Problem Types: CWE-843 | CWE-843 Access of Resource Using Incompatible Type ("Type
Confusion’)

Version Source Type Score  Severity Vector
3.1 secalert@redhat.com Secondary 3.1 LOW CVSS:3.1/AV:N/AC:H/PR:N/UI:R/S:U/C:N/I:N/A:L
3.1 CNA CVSS 3.1 LOW CVSS:3.1/AV:N/AC:H/PR:N/UI:R/S:U/C:N/I:N/A:L

CVSS v3.1 Breakdown
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https://cve.report/
https://cve.report/CVE-2025-11731/mitre
https://cve.report/CVE-2025-11731/nist
https://cve.report/CVE-2025-11731/cve_org
https://cve.report/api/cve/CVE-2025-11731.json
https://cve.report/CVE-2025-11731.pdf

ntegrity

\vailability

Low

CVSS:3.1/AV:N/AC:H/PR:N/UI:R/S:U/C:N/I:N/A:L

4| [ v
Vendor Declared Affected Products

Source Vendor Product Version Platforms

CNA Red Hat Red Hat Enterprise Linux 10 Not specified Not specified
CNA Red Hat Red Hat Enterprise Linux 6 Not specified Not specified
CNA Red Hat Red Hat Enterprise Linux 7 Not specified Not specified
CNA Red Hat Red Hat Enterprise Linux 8 Not specified Not specified
CNA Red Hat Red Hat Enterprise Linux 9 Not specified Not specified
CNA Red Hat Red Hat Hardened Images Not specified Not specified
CNA Red Hat Red Hat OpenShift Container Platform 4 Not specified Not specified

Reference Source Link Tags
bugzilla.redhat.com/show_bug.cgi secalert@redhat.com bugzilla.redhat.com
gitlab.gnome.org/GNOME/libxslt/-/issues/151 secalert@redhat.com gitlab.gnome.org
gitlab.gnome.org/GNOME/libxslt/-/merge_requests/78 secalert@redhat.com gitlab.gnome.org
access.redhat.com/security/cve/CVE-2025-11731 secalert@redhat.com access.redhat.com

CVE Program record CVE.ORG WWW.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

Vendor Comments And Credit

Discovery Credit

CNA: Red Hat would like to thank Google Big Sleep for reporting this issue. (en)

Additional Advisory Data

Source Time Event

CNA 2025-10-14T05:24:09.808Z Reported to Red Hat.

CNA 2025-10-14T00:00:00.000Z2 Made public.

Workarounds

CNA: Mitigation for this issue is either not available or the currently available options don’t
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http://cve.report/vendor/Red_Hat
http://cve.report/software/Red_Hat/Red_Hat_Enterprise_Linux_10
http://cve.report/vendor/Red_Hat
http://cve.report/software/Red_Hat/Red_Hat_Enterprise_Linux_6
http://cve.report/vendor/Red_Hat
http://cve.report/software/Red_Hat/Red_Hat_Enterprise_Linux_7
http://cve.report/vendor/Red_Hat
http://cve.report/software/Red_Hat/Red_Hat_Enterprise_Linux_8
http://cve.report/vendor/Red_Hat
http://cve.report/software/Red_Hat/Red_Hat_Enterprise_Linux_9
http://cve.report/vendor/Red_Hat
http://cve.report/software/Red_Hat/Red_Hat_Hardened_Images
http://cve.report/vendor/Red_Hat
http://cve.report/software/Red_Hat/Red_Hat_OpenShift_Container_Platform_4
https://bugzilla.redhat.com/show_bug.cgi?id=2403688
https://gitlab.gnome.org/GNOME/libxslt/-/issues/151
https://gitlab.gnome.org/GNOME/libxslt/-/merge_requests/78
https://access.redhat.com/security/cve/CVE-2025-11731
https://www.cve.org/CVERecord?id=CVE-2025-11731
https://nvd.nist.gov/vuln/detail/CVE-2025-11731
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widespread installation base, or stability.

There are currently no legacy QID mappings associated with this CVE.
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Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to
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