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CVE CVE-2025-13601
State PUBLISHED
Assigner redhat

Source Priority CVE Program / NVD first with legacy fallback

Published 2025-11-26 15:15:51 UTC
Updated 2026-04-19 20:16:19 UTC
Description A heap-based buffer overflow problem was found in glib through an incorrect calculation of buffer size in the g_escape_uri_
1 | i

Risk And Classification

Primary CVSS: v3.1 7.7 HIGH from secalert@redhat.com
CVSS:3.1/AV:L/AC:L/PR:N/UI:N/S:U/C:N/I:H/A:H

EPSS: 0.000110000 probability, percentile 0.012870000 (date 2026-04-19)
Problem Types: CWE-190 | CWE-190 Integer Overflow or Wraparound

Version Source Type Score  Severity Vector
3.1 secalert@redhat.com Secondary 7.7 HIGH CVSS:3.1/AV:L/AC:L/PR:N/UL:N/S:U/C:N/I:H/A:H
3.1 CNA CVSS 7.7 HIGH CVSS:3.1/AV:L/AC:L/PR:N/UI:N/S:U/C:N/I:H/A:H
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https://cve.report/
https://cve.report/CVE-2025-13601/mitre
https://cve.report/CVE-2025-13601/nist
https://cve.report/CVE-2025-13601/cve_org
https://cve.report/api/cve/CVE-2025-13601.json
https://cve.report/CVE-2025-13601.pdf

=
\vailability

CVSS:3.1/AV:L/AC:L/PR:N/UI:N/S:U/C:N/I:H/A:H

[ ] v
NVD Known Affected Configurations (CPE 2.3)
Type Vendor Product Version Update Edition Language
Application Gnome  Glib All All All All
Application Redhat Ceph Storage 8.0 All All All
Application Redhat  Codeready Linux Builder 9.0 All All All
Application Redhat Codeready Linux Builder For Arm64 10.0 All All All
Application Redhat  Codeready Linux Builder For Arm64 8.0 All All All
Application Redhat Codeready Linux Builder For Arm64 9.6 All All All
Application Redhat  Codeready Linux Builder For Arm64 Eus 10.0 All All All
Application Redhat Codeready Linux Builder For Arm64 Eus 9.4 All All All
Application Redhat Codeready Linux Builder For Iom Z Systems 10.0_s390x All All All
Application Redhat Codeready Linux Builder For Iom Z Systems 8.0_s390x All All All
Application Redhat Codeready Linux Builder For Iom Z Systems 9.0_s390x All All All
Application Redhat Codeready Linux Builder For Ibm Z Systems 9.4 _s390x All All All
Application Redhat Codeready Linux Builder For Iom Z Systems 9.6_s390x All All All
Application Redhat Codeready Linux Builder For Iom Z Systems Eus 10.0_s390x All All All
Application Redhat Codeready Linux Builder For Power Little Endian 10.0_ppc64le  All All All
Application Redhat Codeready Linux Builder For Power Little Endian 8.0_ppc64le All All All
Application Redhat Codeready Linux Builder For Power Little Endian 9.0_ppc64le All All All
Application Redhat Codeready Linux Builder For Power Little Endian 9.4_ppcb4le All All All
Application Redhat = Codeready Linux Builder For Power Little Endian 9.6_ppcb4le All All All
Application Redhat  Codeready Linux Builder For Power Little Endian Eus 10.0_ppc64le  All All All
Application Redhat Codeready Linux Builder For X86 64 10.0 All All All
Application Redhat  Codeready Linux Builder For X86 64 8.0 All All All
Application Redhat Codeready Linux Builder For X86 64 9.0 All All All
Application Redhat  Codeready Linux Builder For X86 64 9.4 All All All
Application Redhat Codeready Linux Builder For X86 64 9.6 All All All
Application Redhat  Codeready Linux Builder For X86 64 Eus 10.0 All All All
Application Redhat  Discovery 2.0 All All All
Operating System  Redhat  Enterprise Linux For Arm 64 10.0 All All All
Operating System  Redhat  Enterprise Linux For Arm 64 8.0 All All All
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Red Hat

Red Hat
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Red Hat
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Red Hat

Red Hat
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Red Hat

Product

Red Hat Enterprise Linux 10

Red Hat Enterprise Linux 10.0 Extended Update Support
Red Hat Enterprise Linux 7 Extended Lifecycle Support
Red Hat Enterprise Linux 8

Red Hat Enterprise Linux 8.2 Advanced Update Support

Red Hat Enterprise Linux 8.4 Advanced Mission Critical Update Support
Red Hat Enterprise Linux 8.4 Extended Update Support Long-Life Add-On

Red Hat Enterprise Linux 8.6 Advanced Mission Critical Update Support

Red Hat Enterprise Linux 8.6 Telecommunications Update Service
Red Hat Enterprise Linux 8.6 Update Services For SAP Solutions
Red Hat Enterprise Linux 8.8 Telecommunications Update Service
Red Hat Enterprise Linux 8.8 Update Services For SAP Solutions
Red Hat Enterprise Linux 9

Red Hat Enterprise Linux 9

Red Hat Enterprise Linux 9.0 Update Services For SAP Solutions
Red Hat Enterprise Linux 9.2 Update Services For SAP Solutions
Red Hat Enterprise Linux 9.4 Extended Update Support

Red Hat Enterprise Linux 9.6 Extended Update Support

Red Hat OpenShift Container Platform 4.12

Red Hat OpenShift Container Platform 4.13

Red Hat OpenShift Container Platform 4.14

Red Hat OpenShift Container Platform 4.15

Red Hat OpenShift Container Platform 4.16

Red Hat OpenShift Container Platform 4.17

Red Hat OpenShift Container Platform 4.18

Red Hat OpenShift Container Platform 4.19

Red Hat Ceph Storage 8

Red Hat Discovery 2

Red Hat Discovery 2

Red Hat Hardened Images

Version

unaffected 0:2.80.4-10.el10_1.12 * rpm
unaffected 0:2.80.4-4.e[10_0.8 * rpm
unaffected 0:2.56.1-11.el7_9 * rpm
unaffected 0:2.56.4-168.e18_10 * rpm
unaffected 0:2.56.4-8.el8_2.4 * rpm
unaffected 0:2.56.4-10.el18_4.4 * rpm
unaffected 0:2.56.4-10.e18_4.4 * rpm
unaffected 0:2.56.4-158.el8_6.4 * rpm
unaffected 0:2.56.4-158.el8_6.4 * rpm
unaffected 0:2.56.4-158.el8_6.4 * rpm
unaffected 0:2.56.4-164.el8_8 * rpm
unaffected 0:2.56.4-164.e18_8 * rpm
unaffected 0:2.68.4-18.el9_7.1 * rpm
unaffected 0:2.68.4-18.el9_7.1 * rpm
unaffected 0:2.68.4-5.e19_0.4 * rpm
unaffected 0:2.68.4-7.e19_2.4 * rpm
unaffected 0:2.68.4-14.el9_4.5 * rpm
unaffected 0:2.68.4-16.e19_6.4 * rpm
unaffected 412.86.202602021310-0 * rpm
unaffected 413.92.202602240113-0 * rpm
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CVE Program record CVE.ORG WWW.Cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

Additional Advisory Data

Source Time Event

CNA 2025-11-24T12:49:28.274Z Reported to Red Hat.
CNA 2025-11-24T13:00:15.295Z Made public.
Workarounds

CNA: Mitigation for this issue is either not available or the currently available options do not
meet the Red Hat Product Security criteria comprising ease of use and deployment,
applicability to widespread installation base, or stability.

There are currently no legacy QID mappings associated with this CVE.
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