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Summary

CVE CVE-2025-14684

State PUBLISHED

Assigner ibm

Source Priority CVE Program / NVD first with legacy fallback

Published 2026-03-25 22:16:18 UTC

Updated 2026-03-31 20:20:07 UTC

Description IBM Maximo Application Suite - Monitor Component 9.1, 9.0, 8.11, and 8.10 could allow an unauthorized user to inject data into log messages due to improper neutralization of special elements when written to log files.

Risk And Classification

Primary CVSS: v3.1 3.3 LOW from nvd@nist.gov

CVSS:3.1/AV:L/AC:L/PR:L/UI:N/S:U/C:N/I:L/A:N

Problem Types: CWE-117 | CWE-117 CWE-117 Improper Output Neutralization for Logs

Version Source Type Score Severity Vector

3.1 nvd@nist.gov Primary 3.3 LOW CVSS:3.1/AV:L/AC:L/PR:L/UI:N/S:U/C:N/I:L/A:N

3.1 psirt@us.ibm.com Secondary 4 MEDIUM CVSS:3.1/AV:L/AC:L/PR:N/UI:N/S:U/C:N/I:L/A:N

3.1 CNA CVSS 4 MEDIUM CVSS:3.1/AV:L/AC:L/PR:N/UI:N/S:U/C:N/I:L/A:N

CVSS v3.1 Breakdown

Attack Vector

Local

Attack Complexity

Low

Privileges Required

Low

User Interaction

None

Scope

Unchanged

Confidentiality

None

https://cve.report/
https://cve.report/CVE-2025-14684/mitre
https://cve.report/CVE-2025-14684/nist
https://cve.report/CVE-2025-14684/cve_org
https://cve.report/CVE-2025-14684.pdf


CVSS:3.1/AV:L/AC:L/PR:L/UI:N/S:U/C:N/I:L/A:N

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Ibm Maximo Application Suite All All All All

Vendor Declared Affected Products

Source Vendor Product Version Platforms

CNA IBM Maximo Application Suite - Monitor Component affected 9.1 Not specified

CNA IBM Maximo Application Suite - Monitor Component affected 9.0 Not specified

CNA IBM Maximo Application Suite - Monitor Component affected 8.11 Not specified

CNA IBM Maximo Application Suite - Monitor Component affected 8.10 Not specified

References

Reference Source Link Tags

www.ibm.com/support/pages/node/7267481 psirt@us.ibm.com www.ibm.com Vendor Advisory

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

Additional Advisory Data

Solutions

CNA: Remediated Product(s)Version(s)IBM Maximo Application Suite - Monitor
Component9.1.6 (available from the Catalog under Update Available)
https://www.ibm.com/docs/en/mas-cd/continuous-delivery IBM Maximo Application Suite -
Monitor Component9.0.16 (available from the Catalog under Update Available)
https://www.ibm.com/docs/en/mas-cd/continuous-delivery IBM Maximo Application Suite -
Monitor Component8.11.24 (available from the Catalog under Update Available)
https://www.ibm.com/docs/en/mas-cd/continuous-delivery IBM Maximo Application Suite -
Monitor Component8.10.26 (available from the Catalog under Update Available)
https://www.ibm.com/docs/en/mas-cd/continuous-delivery

There are currently no legacy QID mappings associated with this CVE.

Integrity

Low

Availability

None

http://cve.report/vendor/ibm
http://cve.report/software/ibm/maximo_application_suite
http://cve.report/vendor/IBM
http://cve.report/software/IBM/Maximo_Application_Suite_-_Monitor_Component
http://cve.report/vendor/IBM
http://cve.report/software/IBM/Maximo_Application_Suite_-_Monitor_Component
http://cve.report/vendor/IBM
http://cve.report/software/IBM/Maximo_Application_Suite_-_Monitor_Component
http://cve.report/vendor/IBM
http://cve.report/software/IBM/Maximo_Application_Suite_-_Monitor_Component
https://www.ibm.com/support/pages/node/7267481
https://www.cve.org/CVERecord?id=CVE-2025-14684
https://nvd.nist.gov/vuln/detail/CVE-2025-14684
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