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Summary

CVE CVE-2025-14944

State PUBLISHED

Assigner Wordfence

Source Priority CVE Program / NVD first with legacy fallback

Published 2026-04-07 17:16:25 UTC

Updated 2026-04-07 17:16:25 UTC

Description The Backup Migration plugin for WordPress is vulnerable to Missing Authorization in all versions up to, and including, 2.0.0. This is due to a missing capability check on the 'initializeOfflineAjax' function and lack of proper nonce verification. The endpoint only validates against hardcoded tokens which are publicly exposed in the plugin's JavaScript. This makes it possible for unauthenticated attackers to trigger the backup upload queue processing, potentially causing unexpected backup transfers to configured cloud storage targets and resource exhaustion.

Risk And Classification

Primary CVSS: v3.1 5.3 MEDIUM from security@wordfence.com

CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:N/A:L

Problem Types: CWE-862 | CWE-862 CWE-862 Missing Authorization

Version Source Type Score Severity Vector

3.1 security@wordfence.com Primary 5.3 MEDIUM CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:N/A:L

3.1 CNA DECLARED 5.3 MEDIUM CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:N/A:L

CVSS v3.1 Breakdown

Attack Vector

Network

Attack Complexity

Low

Privileges Required

None

User Interaction

None

Scope

Unchanged

Confidentiality

None

Integrity

None

https://cve.report/
https://cve.report/CVE-2025-14944/mitre
https://cve.report/CVE-2025-14944/nist
https://cve.report/CVE-2025-14944/cve_org
https://cve.report/api/cve/CVE-2025-14944.json
https://cve.report/CVE-2025-14944.pdf


CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:N/A:L

Vendor Declared Affected Products

Source Vendor Product Version Platforms

CNA Inisev BackupBliss Backup Migration With Free Cloud Storage affected 2.0.0 semver Not specified

References

Reference Source Link

plugins.trac.wordpress.org/browser/backup-backup/trunk/includes/offline.php security@wordfence.com plugins.trac.wordpress.org

plugins.trac.wordpress.org/changeset security@wordfence.com plugins.trac.wordpress.org

www.wordfence.com/threat-intel/vulnerabilities/id/a2a41a15-0743-48cc-8c92-7cb83... security@wordfence.com www.wordfence.com

plugins.trac.wordpress.org/browser/backup-backup/trunk/includes/ajax_offline.php security@wordfence.com plugins.trac.wordpress.org

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

Vendor Comments And Credit

Discovery Credit

CNA: Rafał (en)

Additional Advisory Data

Source Time Event

CNA 2026-04-06T00:00:00.000Z Disclosed

There are currently no legacy QID mappings associated with this CVE.
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Free CVE JSON API cve.report/api

CVE.report and Source URL Uptime Status status.cve.report

None

Availability

Low
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