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CVE CVE-2025-21761
State PUBLISHED
Assigner Linux

Source Priority CVE Program / NVD first with legacy fallback

Published 2025-02-27 03:15:16 UTC
Updated 2026-05-12 13:16:35 UTC
Description In the Linux kernel, the following vulnerability has been resolved: openvswitch: use RCU protection in ovs_vport_cmd_fill_ir
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Primary CVSS: v3.1 7.8 HIGH from ADP
CVSS:3.1/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H

Problem Types: CWE-416 | CWE-416 CWE-416 Use After Free

Version Source Type Score Severity Vector
3.1 ADP DECLARED 7.8 HIGH CVSS:3.1/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H
3.1 134¢704f-9b21-4f2e-91b3-4a467353bccO  Secondary 7.8 HIGH CVSS:3.1/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H
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https://cve.report/CVE-2025-21761/cve_org
https://cve.report/api/cve/CVE-2025-21761.json
https://cve.report/CVE-2025-21761.pdf
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NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Operating System Linux Linux Kernel All All All All

Source Vendor Product Version

CNA Linux Linux affected 9354d452034273a50a4fd703bea31e5d6b1fc20b e85a2!
CNA Linux Linux affected 9354d452034273a50a4fd703bea31e5d6b1fc20b a8816!
CNA Linux Linux affected 9354d452034273a50a4fd703bea31e5d6b1fc20b a884fE
CNA Linux Linux affected 9354d452034273a50a4fd703bea31e5d6b1fc20b 7e01al
CNA Linux Linux affected 9354d452034273a50a4fd703bea31e5d6b1fc20b 8ec57!
CNA Linux Linux affected 9354d452034273a50a4fd703bea31e5d6b1fc20b a849a
CNA Linux Linux affected 9354d452034273a50a4fd703bea31e5d6b1fc20b 58289:
CNA Linux Linux affected 9354d452034273a50a4fd703bea31e5d6b1fc20b 90b2f4
CNA Linux Linux affected 4.15

CNA Linux Linux unaffected 4.15 semver

CNA Linux Linux unaffected 5.4.291 5.4. semver

CNA Linux Linux unaffected 5.10.235 5.10.* semver

CNA Linux Linux unaffected 5.15.179 5.15. semver

CNA Linux Linux unaffected 6.1.129 6.1.* semver

CNA Linux Linux unaffected 6.6.79 6.6.* semver

CNA Linux Linux unaffected 6.12.16 6.12.* semver

CNA Linux Linux unaffected 6.13.4 6.13.* semver

CNA Linux Linux unaffected 6.14 * original_commit_for_fix

ADP Siemens SIMATIC S7-1500 TM MFP - GNU/Linux Subsystem affected * custom
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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this information or its use. Any use of this information is at the user's risk. It is the responsibility of user to evaluate the accuracy,
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consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This
site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.

CVE, CWE, and OVAL are registred trademarks of The MITRE Corporation and the authoritative source of CVE content is MITRE's CVE web
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