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CVE CVE-2025-21859
State PUBLISHED
Assigner Linux

Source Priority CVE Program / NVD first with legacy fallback

Published 2025-03-12 10:15:18 UTC
Updated 2026-05-12 13:16:38 UTC
Description In the Linux kernel, the following vulnerability has been resolved: USB: gadget: f_midi: f_midi_complete to call queue_work
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Risk And Classification

Primary CVSS: v3.1 5.5 MEDIUM from nvd@nist.gov
CVSS:3.1/AV:L/AC:L/PR:L/UI:N/S:U/C:N/I:N/A:H

Problem Types: CWE-667 | CWE-667 CWE-667 Improper Locking

Version Source Type Score Severity Vector

3.1 nvd@nist.gov Primary 5.5 MEDIUM  CVSS:3.1/AV:L/AC:L/PR:L/UI:N/S:U/C:N/I:N/A:H
3.1 ADP DECLARED 5.5 MEDIUM  CVSS:3.1/AV:L/AC:L/PR:L/UI:N/S:U/C:N/I:N/A:H
3.1 134c704f-9b21-4f2e-91b3-4a467353bcc0  Secondary 5.5 MEDIUM  CVSS:3.1/AV:L/AC:L/PR:L/UI:N/S:U/C:N/I:N/A:H

CVSS v3.1 Breakdown
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>rivileges Required
Jser Interaction
[Fe |

3cope

Sonfidentiality


https://cve.report/
https://cve.report/CVE-2025-21859/mitre
https://cve.report/CVE-2025-21859/nist
https://cve.report/CVE-2025-21859/cve_org
https://cve.report/api/cve/CVE-2025-21859.json
https://cve.report/CVE-2025-21859.pdf

ntegrity

\vailability

CVSS:3.1/AV:L/AC:L/PR:L/UI:N/S:U/C:N/I:N/A:H
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NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Operating System Linux Linux Kernel All All All All

Source Vendor Product Version

CNA Linux Linux affected d5daf49b58661ec4af7a55b277176efbf945ca05 727deel
CNA Linux Linux affected d5daf49b58661ec4af7a55b277176efbf945ca05 110923
CNA Linux Linux affected d5daf49b58661ec4af7a55b277176efbf945ca05 b09957¢
CNA Linux Linux affected d5daf49b58661ec4af7a55b277176efbf945ca05 24a942t
CNA Linux Linux affected d5daf49b58661ec4af7a55b277176efbf945ca05 deeeel:
CNA Linux Linux affected d5daf49b58661ec4af7a55b277176efbf945ca05 efectf+
CNA Linux Linux affected d5daf49b58661ec4af7a55b277176efbf945ca05 8aabb4t
CNA Linux Linux affected d5daf49b58661ec4af7a55b277176efbf945ca05 4ab37fc
CNA Linux Linux affected 3.2

CNA Linux Linux unaffected 3.2 semver

CNA Linux Linux unaffected 5.4.291 5.4.* semver

CNA Linux Linux unaffected 5.10.235 5.10.* semver

CNA Linux Linux unaffected 5.15.179 5.15.* semver

CNA Linux Linux unaffected 6.1.130 6.1. semver

CNA Linux Linux unaffected 6.6.80 6.6." semver

CNA Linux Linux unaffected 6.12.17 6.12.* semver

CNA Linux Linux unaffected 6.13.5 6.13.* semver

CNA Linux Linux unaffected 6.14 * original_commit_for_fix

ADP Siemens SIMATIC S7-1500 TM MFP - GNU/Linux Subsystem affected * custom
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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