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Summary

CVE CVE-2025-22026

State PUBLISHED

Assigner Linux

Source Priority CVE Program / NVD first with legacy fallback

Published 2025-04-16 15:15:55 UTC

Updated 2026-04-06 13:40:05 UTC

Description In the Linux kernel, the following vulnerability has been resolved: nfsd: don't ignore the return code of svc_proc_register() Currently, nfsd_proc_stat_init() ignores the return value of svc_proc_register(). If the procfile creation fails, then the kernel will WARN when it tries to remove the entry later. 

Risk And Classification

Primary CVSS: v3.1 5.5 MEDIUM from nvd@nist.gov

CVSS:3.1/AV:L/AC:L/PR:L/UI:N/S:U/C:N/I:N/A:H

Problem Types: CWE-252

CVSS v3.1 Breakdown

CVSS:3.1/AV:L/AC:L/PR:L/UI:N/S:U/C:N/I:N/A:H

Attack Vector

Local

Attack Complexity

Low

Privileges Required

Low

User Interaction

None

Scope

Unchanged

Confidentiality

None

Integrity

None

Availability

High

https://cve.report/
https://cve.report/CVE-2025-22026/mitre
https://cve.report/CVE-2025-22026/nist
https://cve.report/CVE-2025-22026/cve_org
https://cve.report/api/cve/CVE-2025-22026.json
https://cve.report/CVE-2025-22026.pdf


NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Linux Linux Kernel All All All All

Vendor Declared Affected Products

Source Vendor Product Version

CNA Linux Linux affected 10ece754df9a799131a1cf3197e9d26c04ddec22 51da899c209a9624e48be416bd30e7ed5cd6c3d8 git

CNA Linux Linux affected 6f8d6ed3426a17f77628cebfb6a6e2c6f2b2496c 30405b23b4d5e2a596fb756d48119d7293194e75 git

CNA Linux Linux affected 93483ac5fec62cc1de166051b219d953bb5e4ef4 6a59b70fe71ec66c0dd19e2c279c71846a3fb2f0 git

CNA Linux Linux affected 93483ac5fec62cc1de166051b219d953bb5e4ef4 e31957a819e60cf0bc9a49408765e6095fd3d046 git

CNA Linux Linux affected 93483ac5fec62cc1de166051b219d953bb5e4ef4 9d9456185fd5f1891c74354ee297f19538141ead git

CNA Linux Linux affected 93483ac5fec62cc1de166051b219d953bb5e4ef4 930b64ca0c511521f0abdd1d57ce52b2a6e3476b git

CNA Linux Linux affected 5545496966631cd40ad3aa6450be56d0e5773d10 git

CNA Linux Linux affected 73c43bccf25cec9cdec62fc22a513c28a4b28390 git

CNA Linux Linux affected b7b05f98f3f06fea3986b46e5c7fe2928676b02d git

CNA Linux Linux affected 6.9

CNA Linux Linux unaffected 6.9 semver

CNA Linux Linux unaffected 6.1.164 6.1.* semver

CNA Linux Linux unaffected 6.6.125 6.6.* semver

CNA Linux Linux unaffected 6.12.24 6.12.* semver

CNA Linux Linux unaffected 6.13.12 6.13.* semver

CNA Linux Linux unaffected 6.14.2 6.14.* semver

CNA Linux Linux unaffected 6.15 * original_commit_for_fix

References

Reference Source Link Tags

git.kernel.org/stable/c/9d9456185fd5f1891c74354ee297f19538141ead 416baaa9-dc9f-4396-8d5f-8c081fb06d67 git.kernel.org Patch

git.kernel.org/stable/c/6a59b70fe71ec66c0dd19e2c279c71846a3fb2f0 416baaa9-dc9f-4396-8d5f-8c081fb06d67 git.kernel.org Patch

git.kernel.org/stable/c/930b64ca0c511521f0abdd1d57ce52b2a6e3476b 416baaa9-dc9f-4396-8d5f-8c081fb06d67 git.kernel.org Patch

git.kernel.org/stable/c/e31957a819e60cf0bc9a49408765e6095fd3d046 416baaa9-dc9f-4396-8d5f-8c081fb06d67 git.kernel.org Patch

git.kernel.org/stable/c/51da899c209a9624e48be416bd30e7ed5cd6c3d8 416baaa9-dc9f-4396-8d5f-8c081fb06d67 git.kernel.org Patch

git.kernel.org/stable/c/30405b23b4d5e2a596fb756d48119d7293194e75 416baaa9-dc9f-4396-8d5f-8c081fb06d67 git.kernel.org Patch

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.
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There are currently no legacy QID mappings associated with this CVE.
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