net: Fix null-ptr-deref by
sock_lock_init_class_and_name() and rmmod.
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CVE CVE-2025-23143
State PUBLISHED
Assigner Linux

Source Priority CVE Program / NVD first with legacy fallback

Published 2025-05-01 13:15:50 UTC
Updated 2026-05-12 13:16:40 UTC
Description In the Linux kernel, the following vulnerability has been resolved: net: Fix null-ptr-deref by sock_lock_init_class_and_name(
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Risk And Classification |

Primary CVSS: v3.1 5.5 MEDIUM from nvd@nist.gov

CVSS:3.1/AV:L/AC:L/PR:L/UI:N/S:U/C:N/I:N/A:H

Problem Types: CWE-476

CVSS v3.1 Breakdown
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CVSS:3.1/AV:L/AC:L/PR:L/UI:N/S:U/C:N/I:N/A:H
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NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Operating System Linux Linux Kernel All All All All
Source Vendor Product Version
CNA Linux Linux affected ed07536ed6731775219¢1df7fa26a7588753e693 83083c5fc7cfb0f136a42f26abab0da38(
CNA Linux Linux affected ed07536ed6731775219¢1df7fa26a7588753e693 b7489b753667bc9245958a4896¢94197¢
CNA Linux Linux affected ed07536ed6731775219¢c1df7fa26a7588753e693 d51e47e2ab6ef10a317d576075cf625cdk
CNA Linux Linux affected ed07536ed6731775219c1df7fa26a7588753e693 feda73ad44a5cc80f6bf796bb1099a3fe7"
CNA Linux Linux affected ed07536ed6731775219¢c1df7fa26a7588753e693 905d43b8ad2436c240f844acb3ebcc7a9
CNA Linux Linux affected ed07536ed6731775219¢1df7fa26a7588753e693 5f7f6abd92b6c8dc8f19625ef93c3a1854¢
CNA Linux Linux affected ed07536ed6731775219¢1df7fa26a7588753e693 c11247a21aab4b50a23c8b696727d748!
CNA Linux Linux affected ed07536ed6731775219¢1df7fa26a7588753e693 2155802d3313d7b8365935c6b8d6edcOc
CNA Linux Linux affected ed07536ed6731775219¢c1df7fa26a7588753e693 Obb2f7alad1f11d861f58e5ee5051c8974
CNA Linux Linux affected 2.6.20
CNA Linux Linux unaffected 2.6.20 semver
CNA Linux Linux unaffected 5.4.300 5.4." semver
CNA Linux Linux unaffected 5.10.245 5.10.* semver
CNA Linux Linux unaffected 5.15.194 5.15.* semver
CNA Linux Linux unaffected 6.1.153 6.1.* semver
CNA Linux Linux unaffected 6.6.107 6.6.” semver
CNA Linux Linux unaffected 6.12.24 6.12.* semver
CNA Linux Linux unaffected 6.13.12 6.13.* semver
CNA Linux Linux unaffected 6.14.3 6.14.* semver
CNA Linux Linux unaffected 6.15 * original_commit_for_fix
ADP Siemens SIMATIC CN 4100 affected V5.0 custom

il i
Reference Source Link
lists.debian.org/debian-Its-announce/2025/10/msg00008.html af854a3a-2127-422b-91ae-364da2661108 lists.debian.org

git.kernel.org/stable/c/905d43b8ad2436c240f844acb3ebcc7a99b8ebf1  416baaa9-dc9f-4396-8d5f-8c081fb06d67  git.kernel.org
git.kernel.org/stable/c/d51e47e2ab6ef10a317d576075cf625cdbf96426 416baaa9-dc9f-4396-8d5f-8c081fb06d67 git.kernel.org
git.kernel.org/stable/c/5f7f6abd92b6c8dc8f19625ef93c3a18549ede04 416baaa9-dc9f-4396-8d5f-8c081fb06d67  git.kernel.org

git.kernel.org/stable/c/83083c5fc7cfOb0f136a42f26abat0da380f3601 416baaa9-dc9f-4396-8d5f-8c081fb06d67  git.kernel.org
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http://cve.report/vendor/Siemens
http://cve.report/software/Siemens/SIMATIC_CN_4100
https://lists.debian.org/debian-lts-announce/2025/10/msg00008.html
https://git.kernel.org/stable/c/905d43b8ad2436c240f844acb3ebcc7a99b8ebf1
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git.kernel.org/stable/c/2155802d3313d7b8365935c6b8d6edc0ddd7eb94  416baaa9-dc9f-4396-8d5f-8c081fb06d67
cert-portal.siemens.com/productcert/html/ssa-032379.html 0b142b55-0307-4c5a-b3c9-f314f3fb7c5e
git.kernel.org/stable/c/0bb2f7alad1f11d861f58e5ee5051c8974f9569 416baaa9-dc9f-4396-8d5f-8c081fb06d67
git.kernel.org/stable/c/b7489b753667bc924595824896c9419743083¢c27  416baaa9-dc9f-4396-8d5f-8¢081fb06d67
git.kernel.org/stable/c/feda73ad44a5cc80f6bf796bb1099a3fe71576d4 416baaa9-dc9f-4396-8d5f-8c081fb06d67
git.kernel.org/stable/c/c11247a21aab4b50a23c8b696727d7483de2fle1  416baaa9-dc9f-4396-8d5f-8c081fb06d67
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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