
CVE-2025-26793
MITRE  NVD  CVE.ORG  JSON API  Print: PDF 

Summary

CVE CVE-2025-26793

State PUBLISHED

Assigner mitre

Source Priority CVE Program / NVD first with legacy fallback

Published 2025-02-15 15:15:23 UTC

Updated 2026-04-26 18:56:26 UTC

Description The Web GUI configuration panel of Hirsch (formerly Identiv and Viscount) Enterphone MESH through 2024 ships with default credentials (username freedom, password viscount). The administrator is not prompted to change these credentials on initial configuration, and changing the credentials requires many steps. Attackers can use the credentials over the Internet via mesh.webadmin.MESHAdminServlet to gain access to dozens of Canadian and U.S. apartment buildings and obtain building residents' PII. NOTE: the Supplier's perspective is that the "vulnerable systems are not following manufacturers' recommendations to change the default password."

Risk And Classification

Primary CVSS: v4.0 9.3 CRITICAL from cve@mitre.org

CVSS:4.0/AV:N/AC:L/AT:N/PR:N/UI:N/VC:H/VI:H/VA:N/SC:N/SI:N/SA:N/E:X/CR:X/IR:X/AR:X/MAV:X/
MAC:X/MAT:X/MPR:X/MUI:X/MVC:X/MVI:X/MVA:X/MSC:X/MSI:X/MSA:X/S:P/AU:X/R:X/V:X/RE:X/U:X

EPSS: 0.272090000 probability, percentile 0.964050000 (date 2026-04-26)

Problem Types: CWE-1393 | CWE-1393 CWE-1393 Use of Default Password

Version Source Type Score Severity Vector

4.0 cve@mitre.org Secondary 9.3 CRITICAL CVSS:4.0/AV:N/AC:L/AT:N/PR:N/UI:N/VC:H/VI:H/VA:N/SC:N/SI:N/SA:N/E:X/C...

4.0 CNA DECLARED 10 CRITICAL CVSS:4.0/AV:N/AC:L/AT:N/PR:N/UI:N/VC:H/VI:H/VA:N/SC:N/SI:N/SA:N/MSI:S...

CVSS v4.0 Breakdown

Attack Vector

Network

Attack Complexity

Low

Attack Requirements

None

Privileges Required

None

User Interaction

None

Confidentiality

High

https://cve.report/
https://cve.report/CVE-2025-26793/mitre
https://cve.report/CVE-2025-26793/nist
https://cve.report/CVE-2025-26793/cve_org
https://cve.report/api/cve/CVE-2025-26793.json
https://cve.report/CVE-2025-26793.pdf


CVSS:4.0/AV:N/AC:L/AT:N/PR:N/UI:N/VC:H/VI:H/VA:N/SC:N/SI:N/SA:N/E:X/CR:X/IR:X/AR:X/MAV:X/
MAC:X/MAT:X/MPR:X/MUI:X/MVC:X/MVI:X/MVA:X/MSC:X/MSI:X/MSA:X/S:P/AU:X/R:X/V:X/RE:X/U:X

Vendor Declared Affected Products

Source Vendor Product Version Platforms

CNA Hirsch Enterphone MESH affected 2024 custom Not specified

References

Reference Source Link Tags

news.ycombinator.com/item cve@mitre.org news.ycombinator.com

www.ericdaigle.ca/posts/breaking-into-dozens-of-apartments-in-five-minutes cve@mitre.org www.ericdaigle.ca

support.identiv.com/products/physical-access/hirsch cve@mitre.org support.identiv.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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Integrity

High

Availability

None

Sub Conf.

None

Sub Integrity

None

Sub Availability

None
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