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Summary

CVE CVE-2025-27442

State PUBLISHED

Assigner Zoom

Source Priority CVE Program / NVD first with legacy fallback

Published 2025-04-08 17:15:37 UTC

Updated 2026-05-15 19:16:56 UTC

Description Cross site scripting in some Zoom Workplace Apps may allow an unauthenticated user to conduct a loss of integrity via adjacent network access.

Risk And Classification

Primary CVSS: v3.1 5.2 MEDIUM from nvd@nist.gov

CVSS:3.1/AV:A/AC:L/PR:N/UI:R/S:C/C:L/I:L/A:N

Problem Types: CWE-79 | CWE-79 CWE-79 Improper neutralization of input during web
page generation ('cross-site scripting')

Version Source Type Score Severity Vector

3.1 nvd@nist.gov Primary 5.2 MEDIUM CVSS:3.1/AV:A/AC:L/PR:N/UI:R/S:C/C:L/I:L/A:N

3.1 security@zoom.us Secondary 4.6 MEDIUM CVSS:3.1/AV:A/AC:L/PR:N/UI:R/S:U/C:L/I:L/A:N

3.1 CNA CVSS 4.6 MEDIUM CVSS:3.1/AV:A/AC:L/PR:N/UI:R/S:U/C:L/I:L/A:N

CVSS v3.1 Breakdown

Attack Vector

Adjacent

Attack Complexity

Low

Privileges Required

None

User Interaction

Required

Scope

Changed

Confidentiality

Low

Integrity

https://cve.report/
https://cve.report/CVE-2025-27442/mitre
https://cve.report/CVE-2025-27442/nist
https://cve.report/CVE-2025-27442/cve_org
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https://cve.report/CVE-2025-27442.pdf


CVSS:3.1/AV:A/AC:L/PR:N/UI:R/S:C/C:L/I:L/A:N

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Zoom Meeting Software Development Kit All All All All

Application Zoom Meeting Software Development Kit All All All All

Application Zoom Meeting Software Development Kit All All All All

Application Zoom Meeting Software Development Kit All All All All

Application Zoom Meeting Software Development Kit All All All All

Application Zoom Rooms All All All All

Application Zoom Rooms All All All All

Application Zoom Rooms All All All All

Application Zoom Rooms All All All All

Application Zoom Rooms Controller All All All All

Application Zoom Rooms Controller All All All All

Application Zoom Rooms Controller All All All All

Application Zoom Rooms Controller All All All All

Application Zoom Workplace All All All All

Application Zoom Workplace All All All All

Application Zoom Workplace Desktop All All All All

Application Zoom Workplace Desktop All All All All

Application Zoom Workplace Desktop All All All All

Application Zoom Workplace Virtual Desktop Infrastructure All All All All

Vendor Declared Affected Products

Source Vendor Product Version Platforms

CNA Zoom Communications Inc Zoom Workplace Apps affected See references. custom Windows, MacOS, Linux, iOS, Android

References

Reference Source Link Tags

www.zoom.com/en/trust/security-bulletin/zsb-25013 security@zoom.us www.zoom.com Vendor Advisory

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

Integrity

Low

Availability

None
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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