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CVE CVE-2025-2749
State PUBLISHED
Assigner VulnCheck

Source Priority CVE Program / NVD first with legacy fallback

Published 2025-03-24 19:15:52 UTC
Updated 2026-04-21 12:48:29 UTC
Description An authenticated remote code execution in Kentico Xperience allows authenticated users Staging Sync Server to upload ar

| |

Risk And Classification |

Primary CVSS: v3.1 7.2 HIGH from disclosure@vulncheck.com

1]

CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:U/C:H/I:H/A:H
EPSS: 0.050510000 probability, percentile 0.897970000 (date 2026-04-29)
CISA KEV: Listed on 2026-04-20; due 2026-05-04; ransomware use Unknown

Problem Types: CWE-22 | CWE-434 | CWE-22 CWE-22 Improper Limitation of a Pathname
to a Restricted Directory ('Path Traversal') | CWE-434 CWE-434 Unrestricted Upload of File
with Dangerous Type

Version  Source Type Score  Severity Vector
3.1 disclosure@vulncheck.com Secondary 7.2 HIGH CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:U/C:H/I:H/A:H
3.1 CNA CVSSs 7.2 HIGH CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:U/C:H/I:H/A:H

CVSS v3.1 Breakdown

\ttack Vector

\ttack Complexity

’rivileges Required

Jser Interaction


https://cve.report/
https://cve.report/CVE-2025-2749/mitre
https://cve.report/CVE-2025-2749/nist
https://cve.report/CVE-2025-2749/cve_org
https://cve.report/api/cve/CVE-2025-2749.json
https://cve.report/CVE-2025-2749.pdf
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ntegrity
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CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:U/C:H/I:H/A:H

il vl

CISA Known Exploited Vulnerability

Vendor Kentico

Product Kentico Xperience

Name Kentico Xperience Path Traversal Vulnerability

Required Action Apply mitigations per vendor instructions, follow applicable BOD 22-01 guidance for cloud services, or

discontinue use of the product if mitigations are unavailable.

Notes https://devnet.kentico.com/download/hotfixes ; https://nvd.nist.gov/vuln/detail/ CVE-2025-2749

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Kentico Xperience All All All All

Vendor Declared Affected Products

Source Vendor Product Version Platforms

CNA Kentico Xperience affected 13.0.178 custom Not specified

Reference Source Link
www.vulncheck.com/advisories/kentico-xperience-staging-media-file-upload-authen...  disclosure@vulncheck.com www.vuln
labs.watchtowr.com/bypassing-authentication-like-its-the-90s-pre-auth-rce-chain-... disclosure@vulncheck.com labs.watc
devnet.kentico.com/download/hotfixes disclosure@vulncheck.com devnet.ke
www.cisa.gov/known-exploited-vulnerabilities-catalog 134c704f-9b21-4f2e-91b3-42467353bccO0  www.cisa
CVE Program record CVE.ORG Www.cve.
NVD vulnerability detail NVD nvd.nist.g
CISA Known Exploited Vulnerabilities catalog CISA Www.cisa
A

Vendor Comments And Credit

Discovery Credit


http://cve.report/vendor/kentico
http://cve.report/software/kentico/xperience
http://cve.report/vendor/Kentico
http://cve.report/software/Kentico/Xperience
https://www.vulncheck.com/advisories/kentico-xperience-staging-media-file-upload-authenticated-rce
https://labs.watchtowr.com/bypassing-authentication-like-its-the-90s-pre-auth-rce-chain-s-in-kentico-xperience-cms/
https://devnet.kentico.com/download/hotfixes
https://www.cisa.gov/known-exploited-vulnerabilities-catalog?field_cve=CVE-2025-2749
https://www.cve.org/CVERecord?id=CVE-2025-2749
https://nvd.nist.gov/vuln/detail/CVE-2025-2749
https://www.cisa.gov/known-exploited-vulnerabilities-catalog

CNA: Piotr Bazydlo (watchTowr) (en)

Additional Advisory Data

Source Time Event

ADP 2026-04-20T00:00:00.000Z CVE-2025-2749 added to CISA KEV

There are currently no legacy QID mappings associated with this CVE.
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https://cve.report/
https://uspto.report/company/Mitre-Corp
https://cve.report/mitre
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https://cve.report/api
https://status.cve.report

	Kentico Xperience <= 13.0.178 Staging Media File Upload Authenticated RCE
	Summary
	Risk And Classification
	CVSS v3.1 Breakdown

	CISA Known Exploited Vulnerability
	NVD Known Affected Configurations (CPE 2.3)
	Vendor Declared Affected Products
	References
	Vendor Comments And Credit
	Discovery Credit

	Additional Advisory Data


