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Summary

CVE CVE-2025-31966

State PUBLISHED

Assigner HCL

Source Priority CVE Program / NVD first with legacy fallback

Published 2026-03-17 12:16:12 UTC

Updated 2026-03-31 21:06:04 UTC

Description HCL Sametime is vulnerable to broken server-side validation. While the application performs client-side input checks, these are not enforced by the web server. An attacker can bypass these restrictions by sending manipulated HTTP requests directly to the server.

Risk And Classification

Primary CVSS: v3.1 2.7 LOW from psirt@hcl.com

CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:U/C:N/I:L/A:N

EPSS: 0.000680000 probability, percentile 0.210190000 (date 2026-04-02)

Problem Types: CWE-20 | CWE-20 CWE-20 Improper input validation

Version Source Type Score Severity Vector

3.1 psirt@hcl.com Secondary 2.7 LOW CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:U/C:N/I:L/A:N

3.1 CNA CVSS 2.7 LOW CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:U/C:N/I:L/A:N

CVSS v3.1 Breakdown

Attack Vector

Network

Attack Complexity

Low

Privileges Required

High

User Interaction

None

Scope

Unchanged

Confidentiality

None

https://cve.report/
https://cve.report/CVE-2025-31966/mitre
https://cve.report/CVE-2025-31966/nist
https://cve.report/CVE-2025-31966/cve_org
https://cve.report/CVE-2025-31966.pdf


CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:U/C:N/I:L/A:N

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Hcltech Sametime All All All All

Vendor Declared Affected Products

Source Vendor Product Version Platforms

CNA HCL Sametime affected Version 2.0.2 FP2 and older Not specified

References

Reference Source Link Tags

support.hcl-software.com/csm psirt@hcl.com support.hcl-software.com Vendor Advisory

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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Integrity

Low

Availability

None

http://cve.report/vendor/hcltech
http://cve.report/software/hcltech/sametime
http://cve.report/vendor/HCL
http://cve.report/software/HCL/Sametime
https://support.hcl-software.com/csm?id=kb_article&sysparm_article=KB0124722
https://www.cve.org/CVERecord?id=CVE-2025-31966
https://nvd.nist.gov/vuln/detail/CVE-2025-31966
https://cve.report/
https://uspto.report/company/Mitre-Corp
https://cve.report/mitre
http://cve.report/mitre_license.txt
https://status.cve.report

	Boolean-Based SQL Injection in Multiple Unica Components
	Summary
	Risk And Classification
	CVSS v3.1 Breakdown

	NVD Known Affected Configurations (CPE 2.3)
	Vendor Declared Affected Products
	References


