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CVE CVE-2025-32990
State PUBLISHED
Assigner redhat

Source Priority CVE Program / NVD first with legacy fallback

Published 2025-07-10 10:15:33 UTC

Updated 2026-04-14 11:16:25 UTC

Description A heap-buffer-overflow (off-by-one) flaw was found in the GnuTLS software in the template parsing logic within the certtool
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Risk And Classification

Primary CVSS: v3.1 8.2 HIGH from nvd@nist.gov
CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:L/A:H

EPSS: 0.000720000 probability, percentile 0.220630000 (date 2026-04-15)
Problem Types: CWE-122 | CWE-122 Heap-based Buffer Overflow

Version Source Type Score  Severity Vector

3.1 nvd@nist.gov Primary 8.2 HIGH CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:.L/A:H
3.1 secalert@redhat.com Secondary 6.5 MEDIUM CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:L/A:L
3.1 CNA CVSS 6.5 MEDIUM CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:L/A:L
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NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Gnu Gnutls - All All All
Operating System Redhat Enterprise Linux 10.0 All All All
Operating System Redhat Enterprise Linux 6.0 All All All
Operating System Redhat Enterprise Linux 7.0 All All All
Operating System Redhat Enterprise Linux 8.0 All All All
Operating System Redhat Enterprise Linux 9.0 All All All
Application Redhat Openshift Container Platform 4.0 All All All
Source Vendor Product Version

CNA Red Hat Red Hat Enterprise Linux 10 unaffected 0:3.8.9-9.el10_0.14 * rpm
CNA Red Hat Red Hat Enterprise Linux 8 unaffected 0:3.6.16-8.el8_10.4 * rpm
CNA Red Hat Red Hat Enterprise Linux 8 unaffected 0:3.6.16-8.el8_10.4 * rpm
CNA Red Hat Red Hat Enterprise Linux 9 unaffected 0:3.8.3-6.el9_6.2 * rpm
CNA Red Hat Red Hat Enterprise Linux 9 unaffected 0:3.8.3-6.el9_6.2 * rpm

CNA Red Hat Red Hat Enterprise Linux 9.2 Update Services For SAP Solutions  unaffected 0:3.7.6-21.el9_2.4 * rpm

CNA Red Hat Red Hat Enterprise Linux 9.4 Extended Update Support unaffected 0:3.8.3-4.el9_4.4 * rpm

CNA Red Hat Red Hat Ceph Storage 7 unaffected sha256:4d2f9dc5b2b33ee1c77bbfabcbbt
CNA Red Hat Red Hat Discovery 2 unaffected sha256:435ba9959b793d46a63a74c343l
CNA Red Hat Red Hat Insights Proxy 1.5 unaffected sha256:4ca38b33efec0d2dd17a8fd822a’
CNA Red Hat Red Hat Enterprise Linux 6 Not specified

CNA Red Hat Red Hat Enterprise Linux 7 Not specified

CNA Red Hat Red Hat Hardened Images Not specified

CNA Red Hat Red Hat OpenShift Container Platform 4 Not specified
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No vendor comments have been submitted for this CVE.
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CVE Program record CVE.ORG Www.cve.org canonical
NVD vulnerability detail NVD nvd.nist.gov canonical,
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Additional Advisory Data

Source Time Event

CNA 2025-04-15T01:21:36.656Z Reported to Red Hat.
CNA 2025-07-09T07:00:00.000Z Made public.
Workarounds

CNA: Currently, no mitigation is available for this vulnerability.

There are currently no legacy QID mappings associated with this CVE.
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CVE, CWE, and OVAL are registred trademarks of The MITRE Corporation and the authoritative source of CVE content is MITRE's CVE web
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