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Summary

CVE CVE-2025-36173

State PUBLISHED

Assigner ibm

Source Priority CVE Program / NVD first with legacy fallback

Published 2026-03-10 16:50:25 UTC

Updated 2026-05-06 18:38:40 UTC

Description Affected Product(s)Version(s)InfoSphere Data Architect9.2.1

Risk And Classification

Primary CVSS: v3.1 6.1 MEDIUM from psirt@us.ibm.com

CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:C/C:L/I:L/A:N

Problem Types: CWE-79 | CWE-79 CWE-79 Improper Neutralization of Input During Web
Page Generation ('Cross-site Scripting')

Version Source Type Score Severity Vector

3.1 psirt@us.ibm.com Primary 6.1 MEDIUM CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:C/C:L/I:L/A:N

3.1 CNA CVSS 6.1 MEDIUM CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:C/C:L/I:L/A:N

CVSS v3.1 Breakdown

Attack Vector

Network

Attack Complexity

Low

Privileges Required

None

User Interaction

Required

Scope

Changed

Confidentiality

Low

Integrity

https://cve.report/
https://cve.report/CVE-2025-36173/mitre
https://cve.report/CVE-2025-36173/nist
https://cve.report/CVE-2025-36173/cve_org
https://cve.report/api/cve/CVE-2025-36173.json
https://cve.report/CVE-2025-36173.pdf


CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:C/C:L/I:L/A:N

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Ibm Infosphere Data Architect 9.2.1 All All All

Vendor Declared Affected Products

Source Vendor Product Version Platforms

CNA IBM InfoSphere Data Architect affected 9.2.1 3.1.4 semver Not specified

References

Reference Source Link Tags

www.ibm.com/support/pages/node/7262513 psirt@us.ibm.com www.ibm.com Vendor Advisory

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

Additional Advisory Data

Solutions

CNA: Remediation/Fixes IBM strongly recommends addressing the vulnerability now by
upgrading to release 9.2.1 Upgraded Version shall be download from : 1. Linux : :
https://www.ibm.com/support/fixcentral/quickorder?
product=ibm%2FInformation+Management%2FInfosphere+Data+Architect&fixids=IIDAV1_9.2_Linux_MP_ML&source=SAR
2. Windows : https://www.ibm.com/support/fixcentral/quickorder?
product=ibm%2FInformation+Management%2FInfosphere+Data+Architect&fixids=IIDAV1_9.2_WIN_MP_ML&source=SAR

There are currently no legacy QID mappings associated with this CVE.
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CVE, CWE, and OVAL are registred trademarks of The MITRE Corporation and the authoritative source of CVE content is MITRE's CVE web

Low

Availability

None
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https://cve.report/
https://uspto.report/company/Mitre-Corp
https://cve.report/mitre
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