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Summary

CVE CVE-2025-36187

State PUBLISHED

Assigner ibm

Source Priority CVE Program / NVD first with legacy fallback

Published 2026-03-25 22:16:19 UTC

Updated 2026-03-31 20:22:17 UTC

Description IBM Knowledge Catalog Standard Cartridge 5.0.0, 5.0.1, 5.0.2, 5.0.3, 5.1, 5.1.1, 5,1.2, 5.1.3, 5.2.0, 5.2.1 stores potentially sensitive information in log files that could be read by a local privileged user.

Risk And Classification

Primary CVSS: v3.1 4.4 MEDIUM from nvd@nist.gov

CVSS:3.1/AV:L/AC:L/PR:H/UI:N/S:U/C:H/I:N/A:N

EPSS: 0.000140000 probability, percentile 0.022610000 (date 2026-04-01)

Problem Types: CWE-532 | CWE-532 CWE-532 Insertion of Sensitive Information into Log
File

Version Source Type Score Severity Vector

3.1 nvd@nist.gov Primary 4.4 MEDIUM CVSS:3.1/AV:L/AC:L/PR:H/UI:N/S:U/C:H/I:N/A:N

3.1 psirt@us.ibm.com Secondary 4.4 MEDIUM CVSS:3.1/AV:L/AC:L/PR:H/UI:N/S:U/C:H/I:N/A:N

3.1 CNA CVSS 4.4 MEDIUM CVSS:3.1/AV:L/AC:L/PR:H/UI:N/S:U/C:H/I:N/A:N

CVSS v3.1 Breakdown

Attack Vector

Local

Attack Complexity

Low

Privileges Required

High

User Interaction

None

Scope

Unchanged

https://cve.report/
https://cve.report/CVE-2025-36187/mitre
https://cve.report/CVE-2025-36187/nist
https://cve.report/CVE-2025-36187/cve_org
https://cve.report/CVE-2025-36187.pdf


CVSS:3.1/AV:L/AC:L/PR:H/UI:N/S:U/C:H/I:N/A:N

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Ibm Knowledge Catalog 5.0.0 All All All

Application Ibm Knowledge Catalog 5.0.1 All All All

Application Ibm Knowledge Catalog 5.0.2 All All All

Application Ibm Knowledge Catalog 5.0.3 All All All

Application Ibm Knowledge Catalog 5.1 All All All

Application Ibm Knowledge Catalog 5.1.1 All All All

Application Ibm Knowledge Catalog 5.1.2 All All All

Application Ibm Knowledge Catalog 5.1.3 All All All

Application Ibm Knowledge Catalog 5.2.0 All All All

Application Ibm Knowledge Catalog 5.2.1 All All All

Operating System Redhat Openshift - All All All

Vendor Declared Affected Products

Source Vendor Product Version Platforms

CNA IBM Knowledge Catalog Standard Cartridge affected 5.0.0, 5.0.1, 5.0.2, 5.0.3, 5.1, 5.1.1, 5,1.2, 5.1.3, 5.2.0, 5.2.1 Not specified

References

Reference Source Link Tags

www.ibm.com/support/pages/node/7267542 psirt@us.ibm.com www.ibm.com Vendor Advisory

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

Additional Advisory Data

Solutions

CNA: Affected Product(s)Version(s)IBM Knowledge Catalog Standard Cartridge5.0.0, 5.0.1,

Confidentiality

High

Integrity

None

Availability

None
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http://cve.report/vendor/ibm
http://cve.report/software/ibm/knowledge_catalog
http://cve.report/vendor/redhat
http://cve.report/software/redhat/openshift
http://cve.report/vendor/IBM
http://cve.report/software/IBM/Knowledge_Catalog_Standard_Cartridge
https://www.ibm.com/support/pages/node/7267542
https://www.cve.org/CVERecord?id=CVE-2025-36187
https://nvd.nist.gov/vuln/detail/CVE-2025-36187


CNA: Affected Product(s)Version(s)IBM Knowledge Catalog Standard Cartridge5.0.0, 5.0.1,
5.0.2, 5.0.3, 5.1, 5.1.1, 5,1.2, 5.1.3, 5.2.0, 5.2.1

There are currently no legacy QID mappings associated with this CVE.
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