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CVE CVE-2025-37756
State PUBLISHED
Assigner Linux

Source Priority CVE Program / NVD first with legacy fallback

Published 2025-05-01 13:15:54 UTC

Updated 2026-05-07 08:15:59 UTC

Description In the Linux kernel, the following vulnerability has been resolved: net: tls: explicitly disallow disconnect syzbot discovered th
K ]|

Risk And Classification

Primary CVSS: v3.1 5.5 MEDIUM from nvd@nist.gov
CVSS:3.1/AV:L/AC:L/PR:L/UI:N/S:U/C:N/I:N/A:H

Problem Types: NVD-CWE-noinfo

CVSS v3.1 Breakdown

\ttack Vector

\ttack Complexity

Low

>rivileges Required

Low

Jser Interaction

3cope

Unchanged
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<

\vailability

CVSS:3.1/AV:L/AC:L/PR:L/UI:N/S:U/C:N/I:N/A:H



https://cve.report/
https://cve.report/CVE-2025-37756/mitre
https://cve.report/CVE-2025-37756/nist
https://cve.report/CVE-2025-37756/cve_org
https://cve.report/api/cve/CVE-2025-37756.json
https://cve.report/CVE-2025-37756.pdf

NVD Known Affected Configurations (

Type Vendor Product Version Update Edition Language

Operating System Linux Linux Kernel All All All All

Vendor Declared Affected Products

Source Vendor Product Version

CNA Linux Linux affected 3c4d7559159bfe1e3b94df3a657b2cdal3a34e218 7bdcf5bc35ae59fc4a0fa23276e84b4d1534a3cf git
CNA Linux Linux affected 3c4d7559159bfe1e3b94df3a657b2cdal3a34e218 ac91c6125468be720eafde9c973994chb45b61d44 git
CNA Linux Linux affected 3c4d7559159bfe1e3b94df3a657b2cda3al34e218 f3ce4d3f874ab7919edca364c147ac735f9f1d04 git
CNA Linux Linux affected 3c4d7559159bfe1e3b94df3a657b2cdal3a34e218 2bcad8fefcecdd5f005d8c550025d703c063c34a git
CNA Linux Linux affected 3c4d7559159bfe1e3b94df3a657b2cda3a34e218 9fcbcalf801580cbb583e9cb274e2¢c7fbe766cab git
CNA Linux Linux affected 3c4d7559159bfe1e3b94df3a657b2cdal3a34e218 c665bef891e8972e1d3ce5bbc0d42a373346a2c¢3 gif
CNA Linux Linux affected 3c4d7559159bfe1e3b94df3a657b2cdal3a34e218 85134 11ec321942bd3cfed53d5bb700665c67d86 gi
CNA Linux Linux affected 3c4d7559159bfe1e3b94df3a657b2cda3a34e218 5071a1e606b30c0c11278d3c6620cd6a24724¢f6 gil
CNA Linux Linux affected 4.13

CNA Linux Linux unaffected 4.13 semver

CNA Linux Linux unaffected 5.10.237 5.10.* semver

CNA Linux Linux unaffected 5.15.181 5.15.* semver

CNA Linux Linux unaffected 6.1.135 6.1.* semver

CNA Linux Linux unaffected 6.6.88 6.6.* semver

CNA Linux Linux unaffected 6.12.24 6.12.* semver

CNA Linux Linux unaffected 6.13.12 6.13.* semver

CNA Linux Linux unaffected 6.14.3 6.14.* semver

CNA Linux Linux unaffected 6.15 * original_commit_for_fix

4] | 0
Reference Source Link '
lists.debian.org/debian-Its-announce/2025/05/msg00030.html af854a3a-2127-422b-91ae-364da2661108  lists.debian.org |

git.kernel.org/stable/c/9fcbca0f801580cbb583e9ch274e2c7fbe766cab  416baaa9-dc9f-4396-8d5f-8c081fb06d67  git.kernel.org |
git.kernel.org/stable/c/c665bef891e8972e1d3ce5bbc0d42a373346a2c3  416baaa9-dc9f-4396-8d5f-8c081fb06d67 git.kernel.org |
git.kernel.org/stable/c/2bcad8fefcecdd5f005d8¢c550025d703c063c34a  416baaa9-dc9f-4396-8d5f-8c081fb06d67  git.kernel.org |
git.kernel.org/stable/c/5071a1e606b30c0c11278d3c6620cd6a24724cf6  416baaa9-dc9f-4396-8d5f-8c081fb06d67 git.kernel.org |
www.openwall.com/lists/oss-security/2026/05/07/1 af854a3a-2127-422b-91ae-364da2661108 www.openwall.com

git.kernel.org/stable/c/f3ce4d3f874ab7919edca364c147ac735f9f1d04 416baaa9-dc9f-4396-8d5f-8c081fb06d67 git.kernel.org |
git.kernel.org/stable/c/7bdcf5bc35ae59fc4a0fa23276e84b4d1534a3cf 416baaa9-dc9f-4396-8d5f-8c081fb06d67  git.kernel.org |

lists.debian.org/debian-Its-announce/2025/05/msg00045.html af854a3a-2127-422b-91ae-364da2661108 lists.debian.org |
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git.kernel.org/stable/c/8513411ec321942bd3cfed53d5bb700665c67d86  416baaa9-dc9f-4396-8d5f-8c081fb06d67
git.kernel.org/stable/c/ac91c6125468be720eafde9c973994cb45b61d44  416baaa9-dc9f-4396-8d5f-8¢c081fb06d67
CVE Program record CVE.ORG

NVD vulnerability detail NVD

/]

git.kernel.org
git.kernel.org
Www.cve.org

nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to
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