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CVE CVE-2025-38465
State PUBLISHED
Assigner Linux

Source Priority CVE Program / NVD first with legacy fallback

Published 2025-07-25 16:15:32 UTC
Updated 2026-05-12 13:16:49 UTC
Description In the Linux kernel, the following vulnerability has been resolved: netlink: Fix wraparounds of sk->sk_rmem_alloc. Netlink h:
/| | |

Risk And Classification

Primary CVSS: v3.1 5.5 MEDIUM from nvd@nist.gov
CVSS:3.1/AV:L/AC:L/PR:L/UI:N/S:U/C:N/I:N/A:H

Problem Types: CWE-401
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NVD Known Affected Configurations (

Type Vendor Product Version Update Edition Language
Operating System Linux Linux Kernel All All All All

Source Vendor Product Version

CNA Linux Linux affected 1da177e4c3f41524e886b7f1b8a0c1fc7321cac2 9da025150b7¢
CNA Linux Linux affected 1da177e4c3f41524e886b7f1b8a0c1fc7321cac2 c4ceaachbcdba
CNA Linux Linux affected 1da177e4c3f41524e886b7f1b8alc1fc7321cac2 fd69af061010¢
CNA Linux Linux affected 1da177e4c3f41524e886b7f1b8a0c1fc7321cac2 76602d8e138¢
CNA Linux Linux affected 1da177e4c3f41524e886b7f1b8alc1fc7321cac2 55baecb9eb9(
CNA Linux Linux affected 1da177e4c3f41524e886b7f1b8a0c1fc7321cac2 4b8e18af7bea
CNA Linux Linux affected 1da177e4c3f41524e886b7f1b8alc1fc7321cac2 cd7ff61bfffd70
CNA Linux Linux affected 1da177e4c3f41524e886b7f1b8a0c1fc7321cac2 ae8f160e7eb2
CNA Linux Linux affected 2.6.12

CNA Linux Linux unaffected 2.6.12 semver

CNA Linux Linux unaffected 5.4.296 5.4.* semver

CNA Linux Linux unaffected 5.10.240 5.10.* semver

CNA Linux Linux unaffected 5.15.189 5.15. semver

CNA Linux Linux unaffected 6.1.146 6.1.” semver

CNA Linux Linux unaffected 6.6.99 6.6.* semver

CNA Linux Linux unaffected 6.12.39 6.12.* semver

CNA Linux Linux unaffected 6.15.7 6.15.* semver

CNA Linux Linux unaffected 6.16 * original_commit_for_fix

ADP Siemens SIMATIC S7-1500 CPU 1518-4 PN/DP MFP  affected V3.1.5 * custom

ADP Siemens SIMATIC S7-1500 CPU 1518-4 PN/DP MFP affected V3.1.5 * custom

ADP Siemens SIMATIC S7-1500 CPU 1518F-4 PN/DP MFP  affected V3.1.5 * custom

ADP Siemens  SIMATIC S7-1500 CPU 1518F-4 PN/DP MFP  affected V3.1.5 * custom

ADP Siemens SIPLUS S7-1500 CPU 1518-4 PN/DP MFP affected V3.1.5 * custom

A
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to
this information or its use. Any use of this information is at the user's risk. It is the responsibility of user to evaluate the accuracy,
completeness or usefulness of any information, opinion, advice or other content. EACH USER WILL BE SOLELY RESPONSIBLE FOR ANY
consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This
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CVE, CWE, and OVAL are registred trademarks of The MITRE Corporation and the authoritative source of CVE content is MITRE's CVE web
site. This site includes MITRE data granted under the following license.

Free CVE JSON API cve.report/api

CVE.report and Source URL Uptime Status status.cve.report


https://git.kernel.org/stable/c/76602d8e13864524382b0687dc32cd8f19164d5a
https://git.kernel.org/stable/c/ae8f160e7eb24240a2a79fc4c815c6a0d4ee16cc
https://git.kernel.org/stable/c/c4ceaac5c5ba0b992ee1dc88e2a02421549e5c98
https://git.kernel.org/stable/c/cd7ff61bfffd7000143c42bbffb85eeb792466d6
https://lists.debian.org/debian-lts-announce/2025/10/msg00007.html
https://git.kernel.org/stable/c/fd69af06101090eaa60b3d216ae715f9c0a58e5b
https://git.kernel.org/stable/c/9da025150b7c14a8390fc06aea314c0a4011e82c
https://www.cve.org/CVERecord?id=CVE-2025-38465
https://nvd.nist.gov/vuln/detail/CVE-2025-38465
https://cve.report/
https://uspto.report/company/Mitre-Corp
https://cve.report/mitre
http://cve.report/mitre_license.txt
https://cve.report/api
https://status.cve.report

	netlink: Fix wraparounds of sk->sk_rmem_alloc.
	Summary
	Risk And Classification
	CVSS v3.1 Breakdown

	NVD Known Affected Configurations (CPE 2.3)
	Vendor Declared Affected Products
	References


