WordPress Backpack Traveler theme <=2.10.2 - Local
File Inclusion Vulnerabili

MITRE NVD CVE.ORG Print: PDF %5

CVE CVE-2025-39490
State PUBLISHED
Assigner Patchstack

Source Priority CVE Program / NVD first with legacy fallback

Published 2025-05-23 13:15:30 UTC
Updated 2026-04-01 17:23:12 UTC
Description Improper Control of Filename for Include/Require Statement in PHP Program ('PHP Remote File Inclusion') vulnerability in |
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Risk And Classification

Problem Types: CWE-98 | CWE-98 Improper Control of Filename for Include/Require
Statement in PHP Program ('PHP Remote File Inclusion’)

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Qodeinteractive Backpack Traveler All All All All

Vendor Declared Affected Products

Source Vendor Product Version Platforms
CNA Mikado-Themes Backpack Traveler affected 2.10.2 custom Not specified
Reference Source Link Tags

patchstack.com/database/Wordpress/Theme/backpacktraveler/vulnerability/wordp... audit@patchstack.com patchstack.com Third Party

CVE Program record CVE.ORG WWW.CVe.org canonical
NVD vulnerability detail NVD nvd.nist.gov canonical, ¢
q G |

Vendor Comments And Credit

Discovery Credit

CNA: Bonds | Patchstack Bug Bounty Program (en)


https://cve.report/
https://cve.report/CVE-2025-39490/mitre
https://cve.report/CVE-2025-39490/nist
https://cve.report/CVE-2025-39490/cve_org
https://cve.report/CVE-2025-39490.pdf
http://cve.report/vendor/qodeinteractive
http://cve.report/software/qodeinteractive/backpack_traveler
http://cve.report/vendor/Mikado-Themes
http://cve.report/software/Mikado-Themes/Backpack_Traveler
https://patchstack.com/database/Wordpress/Theme/backpacktraveler/vulnerability/wordpress-backpack-traveler-2-7-local-file-inclusion-vulnerability?_s_id=cve
https://www.cve.org/CVERecord?id=CVE-2025-39490
https://nvd.nist.gov/vuln/detail/CVE-2025-39490

There are currently no legacy QID mappings associated with this CVE.
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Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to
this information or its use. Any use of this information is at the user's risk. It is the responsibility of user to evaluate the accuracy,
completeness or usefulness of any information, opinion, advice or other content. EACH USER WILL BE SOLELY RESPONSIBLE FOR ANY

consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This
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