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Summary

CVE CVE-2025-39709

State PUBLISHED

Assigner Linux

Source Priority CVE Program / NVD first with legacy fallback

Published 2025-09-05 18:15:48 UTC

Updated 2026-05-12 13:17:06 UTC

Description In the Linux kernel, the following vulnerability has been resolved: media: venus: protect against spurious interrupts during probe 

Risk And Classification

Primary CVSS: v3.1 5.5 MEDIUM from nvd@nist.gov

CVSS:3.1/AV:L/AC:L/PR:L/UI:N/S:U/C:N/I:N/A:H

Problem Types: CWE-476

CVSS v3.1 Breakdown

CVSS:3.1/AV:L/AC:L/PR:L/UI:N/S:U/C:N/I:N/A:H

Attack Vector

Local

Attack Complexity

Low

Privileges Required

Low

User Interaction

None

Scope

Unchanged

Confidentiality

None

Integrity

None

Availability

High

https://cve.report/
https://cve.report/CVE-2025-39709/mitre
https://cve.report/CVE-2025-39709/nist
https://cve.report/CVE-2025-39709/cve_org
https://cve.report/api/cve/CVE-2025-39709.json
https://cve.report/CVE-2025-39709.pdf


NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Linux Linux Kernel All All All All

Vendor Declared Affected Products

Source Vendor Product Version

CNA Linux Linux affected af2c3834c8ca7cc65d15592ac671933df8848115 18c2b2bd982b8546312c9a7895515672169f28e0 git

CNA Linux Linux affected af2c3834c8ca7cc65d15592ac671933df8848115 88cf63c2599761c48dec8f618d57dccf8f6f4b53 git

CNA Linux Linux affected af2c3834c8ca7cc65d15592ac671933df8848115 9db6a78bc5e418e0064e2248c8f3b9b9e8418646 git

CNA Linux Linux affected af2c3834c8ca7cc65d15592ac671933df8848115 37cc0ac889b018097c217c5929fd6dc2aed636a1 git

CNA Linux Linux affected af2c3834c8ca7cc65d15592ac671933df8848115 f54be97bc69b1096198b6717c150dec69f2a1b4d git

CNA Linux Linux affected af2c3834c8ca7cc65d15592ac671933df8848115 639eb587f977c02423f4762467055b23902b4131 git

CNA Linux Linux affected af2c3834c8ca7cc65d15592ac671933df8848115 e796028b4835af00d9a38ebbb208ec3a6634702a git

CNA Linux Linux affected af2c3834c8ca7cc65d15592ac671933df8848115 3200144a2fa4209dc084a19941b9b203b43580f0 git

CNA Linux Linux affected 4.13

CNA Linux Linux unaffected 4.13 semver

CNA Linux Linux unaffected 5.4.297 5.4.* semver

CNA Linux Linux unaffected 5.10.241 5.10.* semver

CNA Linux Linux unaffected 5.15.190 5.15.* semver

CNA Linux Linux unaffected 6.1.149 6.1.* semver

CNA Linux Linux unaffected 6.6.103 6.6.* semver

CNA Linux Linux unaffected 6.12.44 6.12.* semver

CNA Linux Linux unaffected 6.16.4 6.16.* semver

CNA Linux Linux unaffected 6.17 * original_commit_for_fix

ADP Siemens SIMATIC CN 4100 affected V5.0 custom
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CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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