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CVE CVE-2025-39724
State PUBLISHED
Assigner Linux

Source Priority CVE Program / NVD first with legacy fallback

Published 2025-09-05 18:15:50 UTC

Updated 2026-05-12 13:17:08 UTC

Description In the Linux kernel, the following vulnerability has been resolved: serial: 8250: fix panic due to PSLVERR When the PSLVE
A ]|

Risk And Classification

Primary CVSS: v3.1 5.5 MEDIUM from nvd@nist.gov
CVSS:3.1/AV:L/AC:L/PR:L/UI:N/S:U/C:N/I:N/A:H

Problem Types: NVD-CWE-noinfo

CVSS v3.1 Breakdown

\ttack Vector

\ttack Complexity

Low

>rivileges Required

Low

Jser Interaction

3cope
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>onfidentiality

ntegrit

<

\vailability

CVSS:3.1/AV:L/AC:L/PR:L/UI:N/S:U/C:N/I:N/A:H



https://cve.report/
https://cve.report/CVE-2025-39724/mitre
https://cve.report/CVE-2025-39724/nist
https://cve.report/CVE-2025-39724/cve_org
https://cve.report/api/cve/CVE-2025-39724.json
https://cve.report/CVE-2025-39724.pdf

NVD Known Affected Configurations (

Type Vendor Product Version Update Edition Language
Operating System Linux Linux Kernel All All All All

Source Vendor Product Version

CNA Linux Linux affected c49436b657d0a56a6ad90d14a7c3041add7cf64d 0b882f0065%
CNA Linux Linux affected c49436b657d0a56a6ad90d14a7c3041add7cf64d b8ca8e3f75¢
CNA Linux Linux affected c49436b657d0a56a6ad90d14a7c3041add7cf64d 68c4613e891
CNA Linux Linux affected c49436b657d0a56a6ad90d14a7c3041add7cf64d c826943abf4
CNA Linux Linux affected c49436b657d0a56a6ad90d14a7c3041add7cf64d cb7b3633ed’
CNA Linux Linux affected c49436b657d0a56a6ad90d14a7c3041add7cf64d 8e2739478¢
CNA Linux Linux affected c49436b657d0a56a6ad90d14a7c3041add7cf64d 38cOead84d:
CNA Linux Linux affected c49436b657d0a56a6ad90d14a7c3041add7cf64d 7f8fdd4dbffct
CNA Linux Linux affected 6d5e79331417886196cb3a733bdb6645ba85bc42 git

CNA Linux Linux affected 2401577586898b3590db80f8b972a26f81f0f6d4e git

CNA Linux Linux affected 3.13

CNA Linux Linux unaffected 3.13 semver

CNA Linux Linux unaffected 5.4.297 5.4.* semver

CNA Linux Linux unaffected 5.10.241 5.10.* semver

CNA Linux Linux unaffected 5.15.190 5.15.* semver

CNA Linux Linux unaffected 6.1.149 6.1.” semver

CNA Linux Linux unaffected 6.6.103 6.6.* semver

CNA Linux Linux unaffected 6.12.44 6.12.* semver

CNA Linux Linux unaffected 6.16.4 6.16.* semver

CNA Linux Linux unaffected 6.17 * original_commit_for_fix

ADP Siemens SIMATIC CN 4100 affected V5.0 custom

ADP Siemens  SIMATIC S7-1500 CPU 1518-4 PN/DP MFP  affected V3.1.5 * custom

ADP Siemens SIMATIC S7-1500 CPU 1518-4 PN/DP MFP affected V3.1.5 * custom

ADP Siemens  SIMATIC S7-1500 CPU 1518F-4 PN/DP MFP  affected V3.1.5 * custom

ADP Siemens SIMATIC S7-1500 CPU 1518F-4 PN/DP MFP  affected V3.1.5 * custom

ADP Siemens SIPLUS S7-1500 CPU 1518-4 PN/DP MFP affected V3.1.5 * custom
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CVE Program record

NVD vulnerability detail

/
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NVD

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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