
HID: asus: fix UAF via HID_CLAIMED_INPUT
validation

MITRE  NVD  CVE.ORG  JSON API  Print: PDF 

Summary

CVE CVE-2025-39824

State PUBLISHED

Assigner Linux

Source Priority CVE Program / NVD first with legacy fallback

Published 2025-09-16 13:16:01 UTC

Updated 2026-05-12 13:17:13 UTC

Description In the Linux kernel, the following vulnerability has been resolved: HID: asus: fix UAF via HID_CLAIMED_INPUT validation After hid_hw_start() is called hidinput_connect() will eventually be called to set up the device with the input layer since the HID_CONNECT_DEFAULT connect mask is used. During hidinput_connect() all input and output reports are processed and corresponding hid_inputs are allocated and configured via hidinput_configure_usages(). This process involves slot tagging report fields and configuring usages by setting relevant bits in the capability bitmaps. However it is possible that the capability bitmaps are not set at all leading to the subsequent hidinput_has_been_populated() check to fail leading to the freeing of the hid_input and the underlying input device. 

Risk And Classification

Primary CVSS: v3.1 7.8 HIGH from nvd@nist.gov

CVSS:3.1/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H

Problem Types: CWE-416

CVSS v3.1 Breakdown

CVSS:3.1/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H

Attack Vector

Local

Attack Complexity

Low

Privileges Required

Low

User Interaction

None

Scope

Unchanged

Confidentiality

High

Integrity

High

Availability

High

https://cve.report/
https://cve.report/CVE-2025-39824/mitre
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https://cve.report/CVE-2025-39824.pdf


NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Linux Linux Kernel All All All All

Vendor Declared Affected Products

Source Vendor Product Version

CNA Linux Linux affected 9ce12d8be12c94334634dd57050444910415e45f 9a9e4a8317437bf944fa017c66e1e23a0368b5c7 git

CNA Linux Linux affected 9ce12d8be12c94334634dd57050444910415e45f 7170122e2ae4ab378c9cdf7cc54dea8b0abbbca5 git

CNA Linux Linux affected 9ce12d8be12c94334634dd57050444910415e45f eaae728e7335b5dbad70966e2bd520a731fdf7b2 git

CNA Linux Linux affected 9ce12d8be12c94334634dd57050444910415e45f a8ca8fe7f516d27ece3afb995c3bd4d07dcbe62c git

CNA Linux Linux affected 9ce12d8be12c94334634dd57050444910415e45f 5f3c0839b173f7f33415eb098331879e547d1d2d git

CNA Linux Linux affected 9ce12d8be12c94334634dd57050444910415e45f c0d77e3441a92d0b4958193c9ac1c3f81c6f1d1c git

CNA Linux Linux affected 9ce12d8be12c94334634dd57050444910415e45f 72a4ec018c9e9bc52f4f80eb3afb5d6a6b752275 git

CNA Linux Linux affected 9ce12d8be12c94334634dd57050444910415e45f d3af6ca9a8c34bbd8cff32b469b84c9021c9e7e4 git

CNA Linux Linux affected 4.10

CNA Linux Linux unaffected 4.10 semver

CNA Linux Linux unaffected 5.4.298 5.4.* semver

CNA Linux Linux unaffected 5.10.242 5.10.* semver

CNA Linux Linux unaffected 5.15.191 5.15.* semver

CNA Linux Linux unaffected 6.1.150 6.1.* semver

CNA Linux Linux unaffected 6.6.104 6.6.* semver

CNA Linux Linux unaffected 6.12.45 6.12.* semver

CNA Linux Linux unaffected 6.16.5 6.16.* semver

CNA Linux Linux unaffected 6.17 * original_commit_for_fix

ADP Siemens SIMATIC CN 4100 affected V5.0 custom
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CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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