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Summary

CVE CVE-2025-39981

State PUBLISHED

Assigner Linux

Source Priority CVE Program / NVD first with legacy fallback

Published 2025-10-15 08:15:36 UTC

Updated 2026-05-17 16:16:14 UTC

Description In the Linux kernel, the following vulnerability has been resolved: Bluetooth: MGMT: Fix possible UAFs This attemps to fix possible UAFs caused by struct mgmt_pending being freed while still being processed like in the following trace, in order to fix mgmt_pending_valid is introduce and use to check if the mgmt_pending hasn't been removed from the pending list, on the complete callbacks it is used to check and in addtion remove the cmd from the list while holding mgmt_pending_lock to avoid TOCTOU problems since if the cmd is left on the list it can still be accessed and freed. 

Risk And Classification

EPSS: 0.000330000 probability, percentile 0.099090000 (date 2026-05-17)

Vendor Declared Affected Products

Source Vendor Product Version

CNA Linux Linux affected cf75ad8b41d2aa06f98f365d42a3ae8b059daddd 0b60eb04b8524e1b4b3f07fea0d16fda9a677d9a git

CNA Linux Linux affected cf75ad8b41d2aa06f98f365d42a3ae8b059daddd d71b98f253b079cbadc83266383f26fe7e9e103b git

CNA Linux Linux affected cf75ad8b41d2aa06f98f365d42a3ae8b059daddd 87a1f16f07c6c43771754075e08f45b41d237421 git

CNA Linux Linux affected cf75ad8b41d2aa06f98f365d42a3ae8b059daddd 302a1f674c00dd5581ab8e493ef44767c5101aab git

CNA Linux Linux affected 5.17

CNA Linux Linux unaffected 5.17 semver

CNA Linux Linux unaffected 6.6.140 6.6.* semver

CNA Linux Linux unaffected 6.12.59 6.12.* semver

CNA Linux Linux unaffected 6.16.10 6.16.* semver

CNA Linux Linux unaffected 6.17 * original_commit_for_fix

References

Reference Source Link Tags

git.kernel.org/stable/c/302a1f674c00dd5581ab8e493ef44767c5101aab 416baaa9-dc9f-4396-8d5f-8c081fb06d67 git.kernel.org

git.kernel.org/stable/c/87a1f16f07c6c43771754075e08f45b41d237421 416baaa9-dc9f-4396-8d5f-8c081fb06d67 git.kernel.org

git.kernel.org/stable/c/d71b98f253b079cbadc83266383f26fe7e9e103b 416baaa9-dc9f-4396-8d5f-8c081fb06d67 git.kernel.org

git.kernel.org/stable/c/0b60eb04b8524e1b4b3f07fea0d16fda9a677d9a 416baaa9-dc9f-4396-8d5f-8c081fb06d67 git.kernel.org
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CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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