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CVE CVE-2025-40833
State PUBLISHED
Assigner siemens

/

Source Priority CVE Program / NVD first with legacy fallback

Published 2026-05-12 10:16:41 UTC
Updated 2026-05-12 14:19:41 UTC
Description The affected devices contain a null pointer dereference vulnerability while processing specially crafted IPv4 requests. This ¢

1|

Risk And Classification

Primary CVSS: v4.0 8.7 HIGH from productcert@siemens.com

CVSS:4.0/AV:N/AC:L/AT:N/PR:N/UI:IN/VC:N/VI:N/VA:H/SC:N/SI:N/SA:N/E:X/CR:X/IR:X/AR:X/MAV:X/
MAC:X/MAT:X/MPR:X/MUI:X/MVC:X/MVI:X/MVA:X/MSC:X/MSIX/MSA:X/S :X/AU:X/R:X/V:X/RE:X/U:X

EPSS: 0.000400000 probability, percentile 0.120620000 (date 2026-05-12)
Problem Types: CWE-476 | CWE-476 CWE-476: NULL Pointer Dereference

Version Source Type Score Severity Vector

4.0 productcert@siemens.com Secondary 8.7 HIGH CVSS:4.0/AV:N/AC:L/AT:N/PR:N/UL:N/VC:N/VI:N/VA:H/SC:N/SI:N/S
4.0 CNA DECLARED 8.7 HIGH CVSS:4.0/AV:N/AC:L/AT:N/PR:N/UI:N/VC:N/VI:N/VA:H/SC:N/SI:N/S
3.1 productcert@siemens.com  Primary 7.5 HIGH CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:N/A:H

3.1 CNA DECLARED 7.5 HIGH CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:N/A:H

CVSS v4.0 Breakdown
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Vendor Declared Affected Products

|E

Source Vendor Product Version Platforms

CNA Siemens |E/PB LINK HA affected * custom Not specified
CNA Siemens |E/PB Link PN IO affected * custom Not specified
CNA Siemens RUGGEDCOM RM1224 LTE4G EU affected V8.3 custom Not specified
CNA Siemens RUGGEDCOM RM1224 LTE4G NAM affected V8.3 custom Not specified
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http://cve.report/software/Siemens/SINAMICS_G150
http://cve.report/vendor/Siemens
http://cve.report/software/Siemens/SINAMICS_S110
http://cve.report/vendor/Siemens
http://cve.report/software/Siemens/SINAMICS_S120_incl._SIPLUS_variants
http://cve.report/vendor/Siemens
http://cve.report/software/Siemens/SINAMICS_S150
http://cve.report/vendor/Siemens
http://cve.report/software/Siemens/SINUMERIK_840D_sl
http://cve.report/vendor/Siemens
http://cve.report/software/Siemens/SIPLUS_ET_200S_IM_151-8_PN/DP_CPU
http://cve.report/vendor/Siemens
http://cve.report/software/Siemens/SIPLUS_ET_200S_IM_151-8F_PN/DP_CPU

CNA Siemens  SIPLUS NET IE/PB Link PN 10 affected * custom Not specified
CNA Siemens  SIPLUS S7-300 CPU 314C-2 PN/DP affected * custom Not specified
CNA Siemens  SIPLUS S7-300 CPU 315-2 PN/DP affected * custom Not specified
CNA Siemens  SIPLUS S7-300 CPU 315F-2 PN/DP affected * custom Not specified
CNA Siemens SIPLUS S7-300 CPU 317-2 PN/DP affected * custom Not specified
CNA Siemens  SIPLUS S7-300 CPU 317F-2 PN/DP affected * custom Not specified
CNA Siemens  SIPLUS S7-400 CPU 414-3 PN/DP V7 affected * custom Not specified
CNA Siemens  SIPLUS S7-400 CPU 416-3 PN/DP V7 affected * custom Not specified
CNA Siemens  SITOP PSU8600 1AC 20 A/4x5 A PN affected * custom Not specified
CNA Siemens  SITOP PSU8600 3AC 20 A PN affected * custom Not specified
CNA Siemens  SITOP PSU8600 3AC 20 A/4x5 A PN affected * custom Not specified
CNA Siemens  SITOP PSU8600 3AC 40 A PN affected * custom Not specified
CNA Siemens  SITOP PSU8600 3AC 40 A/4x10 A PN affected * custom Not specified
CNA Siemens  SITOP PSU8600 3AC 40 A/4x10A EIP affected * custom Not specified
CNA Siemens  SITOP UPS1600 10 A Ethernet/ PROFINET affected * custom Not specified
CNA Siemens  SITOP UPS1600 20 A Ethernet/ PROFINET affected * custom Not specified
CNA Siemens  SITOP UPS1600 40 A Ethernet/ PROFINET affected * custom Not specified
CNA Siemens  SITOP UPS1600 EX 20 A Ethernet PROFINET affected * custom Not specified
Reference Source Link Tags
cert-portal.siemens.com/productcert/html/ssa-392349.html productcert@siemens.com  cert-portal.siemens.com
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