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Description

/

CVE-2025-41712

PUBLISHED

CERTVDE

CVE Program / NVD first with legacy fallback
2026-03-10 18:17:56 UTC

2026-04-27 19:22:08 UTC

An unauthenticated remote attacker who tricks a user to upload a manipulated HTML file can get access to sensitive inform

| 1|

Risk And Classification

Primary CVSS: v3.1 6.5 MEDIUM from info@cert.vde.com
CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:N/A:N

EPSS: 0.000360000 probability, percentile 0.107500000 (date 2026-04-27)

Problem Types: CWE-732 | CWE-732 CWE-732 Incorrect Permission Assignment for Critical

Resource
Version Source Type Score Severity Vector
3.1 info@cert.vde.com Primary 6.5 MEDIUM CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:N/A:N
3.1 CNA CVSSs 6.5 MEDIUM CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:N/A:N

CVSS v3.1 Breakdown

\ttack Vector

\ttack Complexity
’rivileges Required
Jser Interaction

3cope

>onfidentiality


https://cve.report/
https://cve.report/CVE-2025-41712/mitre
https://cve.report/CVE-2025-41712/nist
https://cve.report/CVE-2025-41712/cve_org
https://cve.report/api/cve/CVE-2025-41712.json
https://cve.report/CVE-2025-41712.pdf

ntegrity

\vailability

CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:N/A:N

4l [ ]
Vendor Declared Affected Products

References

Source Vendor Product Version Platforms

CNA Janitza UMG 96RM-E 24V5222063 affected 0.0 3.13 custom Not specified
CNA Janitza UMG 96RM-E 230V5222062 affected 0.0 3.13 custom Not specified
CNA Weidmueller ENERGY METER 750-230 2540910000 affected 0.0 3.13 custom Not specified
CNA Weidmueller ENERGY METER 750-24 2540900000 affected 0.0 3.13 custom Not specified

Reference Source

weidmueller.csaf-tp.certvde.com/.well-known/csaf/white/2026/vde-2025-096.json  info@cert.vde.com

janitza.csaf-tp.certvde.com/.well-known/csaf/white/2026/vde-2025-079.json info@cert.vde.com
certvde.com/en/advisories/VDE-2025-079 info@cert.vde.com
certvde.com/en/advisories/VDE-2025-096 info@cert.vde.com
CVE Program record CVE.ORG

NVD vulnerability detail NVD

/

Link Ti
weidmueller.csaf-tp.certvde.com
janitza.csaf-tp.certvde.com
certvde.com

certvde.com

www.cve.org ce

nvd.nist.gov ce
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Vendor Comments And Credit

Discovery Credit

CNA: Deutsche Telekom Security (DT Security) (en)

There are currently no legacy QID mappings associated with this CVE.
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