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Summary

CVE CVE-2025-4476

State PUBLISHED

Assigner redhat

Source Priority CVE Program / NVD first with legacy fallback

Published 2025-05-16 18:16:10 UTC

Updated 2026-05-06 16:16:03 UTC

Description A denial-of-service vulnerability has been identified in the libsoup HTTP client library. This flaw can be triggered when a libsoup client receives a 401 (Unauthorized) HTTP response containing a specifically crafted domain parameter within the WWW-Authenticate header. Processing this malformed header can lead to a crash of the client application using libsoup. An attacker could exploit this by setting up a malicious HTTP server. If a user's application using the vulnerable libsoup library connects to this malicious server, it could result in a denial-of-service. Successful exploitation requires tricking a user's client application into connecting to the attacker's malicious server.

Risk And Classification

Primary CVSS: v3.1 4.3 MEDIUM from secalert@redhat.com

CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:U/C:N/I:N/A:L

Problem Types: CWE-476 | CWE-476 NULL Pointer Dereference

Version Source Type Score Severity Vector

3.1 secalert@redhat.com Secondary 4.3 MEDIUM CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:U/C:N/I:N/A:L

3.1 CNA CVSS 4.3 MEDIUM CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:U/C:N/I:N/A:L

CVSS v3.1 Breakdown

Attack Vector

Network

Attack Complexity

Low

Privileges Required

None

User Interaction

Required

Scope

Unchanged

Confidentiality

None

Integrity

None
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CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:U/C:N/I:N/A:L

Vendor Declared Affected Products

Source Vendor Product Version Platforms

CNA Red Hat Red Hat Enterprise Linux 10 Not specified Not specified

CNA Red Hat Red Hat Enterprise Linux 6 Not specified Not specified

CNA Red Hat Red Hat Enterprise Linux 7 Not specified Not specified

CNA Red Hat Red Hat Enterprise Linux 8 Not specified Not specified

CNA Red Hat Red Hat Enterprise Linux 9 Not specified Not specified

References

Reference Source Link Tags

bugzilla.redhat.com/show_bug.cgi secalert@redhat.com bugzilla.redhat.com

gitlab.gnome.org/GNOME/libsoup/-/issues/440 secalert@redhat.com gitlab.gnome.org

access.redhat.com/security/cve/CVE-2025-4476 secalert@redhat.com access.redhat.com

gitlab.gnome.org/GNOME/libsoup/-/work_items/440 134c704f-9b21-4f2e-91b3-4a467353bcc0 gitlab.gnome.org

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

Additional Advisory Data

Source Time Event

CNA 2025-05-15T14:21:35.587Z Reported to Red Hat.

CNA 2025-05-08T00:00:00.000Z Made public.

Workarounds

CNA: To mitigate the risk posed by this libsoup vulnerability, Red Hat strongly advises against
connecting client applications relying on the libsoup library to untrusted HTTP servers until
systems can be updated to a version of libsoup that includes the fix for this specific flaw. This
precaution will help prevent potential denial-of-service scenarios within user sessions.

There are currently no legacy QID mappings associated with this CVE.

None

Availability

Low
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