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CVE CVE-2025-4602
State PUBLISHED
Assigner Wordfence

Source Priority CVE Program / NVD first with legacy fallback

Published 2025-05-24 04:15:28 UTC
Updated 2026-04-08 17:20:45 UTC
Description The eMagicOne Store Manager for WooCommerce plugin for WordPress is vulnerable to Arbitrary File Reads in all version:
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Risk And Classification

Primary CVSS: v3.1 7.5 HIGH from nvd@nist.gov
CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:N/A:N

Problem Types: CWE-73 | CWE-73 CWE-73 External Control of File Name or Path

Version  Source Type Score  Severity Vector

3.1 nvd@nist.gov Primary 7.5 HIGH CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:N/A:N
3.1 security@wordfence.com Secondary 5.9 MEDIUM CVSS:3.1/AV:N/AC:H/PR:N/UI:N/S:U/C:H/I:N/A:N
3.1 CNA DECLARED 5.9 MEDIUM CVSS:3.1/AV:N/AC:H/PR:N/UI:N/S:U/C:H/I:N/A:N
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https://cve.report/
https://cve.report/CVE-2025-4602/mitre
https://cve.report/CVE-2025-4602/nist
https://cve.report/CVE-2025-4602/cve_org
https://cve.report/api/cve/CVE-2025-4602.json
https://cve.report/CVE-2025-4602.pdf
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CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:N/A:N
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NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Emagicone Emagicone Store Manager For Woocommerce All All All All

Vendor Declared Affected Products

Source Vendor Product Version Platforms

CNA Emagicone EMagicOne Store Manager For WooCommerce affected 1.2.5 semver Not specified
Reference Source Link
github.com/dOn601/CVE-2025-4602 security@wordfence.com  github.com
www.wordfence.com/threat-intel/vulnerabilities/id/20caab24-4af7-4592-9b18-f2f5a... security@wordfence.com  www.wordfenct

plugins.trac.wordpress.org/browser/store-manager-connector/trunk/classes/class-emosmconn...  security@wordfence.com plugins.trac.wo
plugins.trac.wordpress.org/changeset/3308544 security@wordfence.com plugins.trac.wo
ryankozak.com/posts/cve-2025-4602 security@wordfence.com ryankozak.com

plugins.trac.wordpress.org/browser/store-manager-connector/trunk/classes/class-emosmcwoo... security@wordfence.com plugins.trac.wo

plugins.trac.wordpress.org/browser/store-manager-connector/trunk/smconnector.php security@wordfence.com plugins.trac.wo
CVE Program record CVE.ORG WWW.Cve.org
NVD vulnerability detail NVD nvd.nist.gov
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Vendor Comments And Credit

Discovery Credit
CNA: Ryan Kozak (en)

Additional Advisory Data

Source Time Event

CNA 2025-05-23T14:33:31.000Z Disclosed

There are currently no legacy QID mappings associated with this CVE.


http://cve.report/vendor/emagicone
http://cve.report/software/emagicone/emagicone_store_manager_for_woocommerce
http://cve.report/vendor/emagicone
http://cve.report/software/emagicone/eMagicOne_Store_Manager_for_WooCommerce
https://github.com/d0n601/CVE-2025-4602/
https://www.wordfence.com/threat-intel/vulnerabilities/id/20caab24-4af7-4592-9b18-f2f5acb423c9?source=cve
https://plugins.trac.wordpress.org/browser/store-manager-connector/trunk/classes/class-emosmconnectorcommon.php#L2220
https://plugins.trac.wordpress.org/changeset/3308544/
https://ryankozak.com/posts/cve-2025-4602/
https://plugins.trac.wordpress.org/browser/store-manager-connector/trunk/classes/class-emosmcwoocommerceoverrider.php#L426
https://plugins.trac.wordpress.org/browser/store-manager-connector/trunk/smconnector.php#L35-36
https://www.cve.org/CVERecord?id=CVE-2025-4602
https://nvd.nist.gov/vuln/detail/CVE-2025-4602
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Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to
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