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CVE CVE-2025-46836
State PUBLISHED
Assigner GitHub_M

Source Priority CVE Program / NVD first with legacy fallback

Published 2025-05-14 23:15:48 UTC
Updated 2026-05-12 13:17:19 UTC
Description net-tools is a collection of programs that form the base set of the NET-3 networking distribution for the Linux operating syst¢
a | [

Risk And Classification

Primary CVSS: v3.1 6.6 MEDIUM from security-advisories@github.com
CVSS:3.1/AV:L/AC:L/PR:L/UL:N/S:U/C:L/I'L/A:H
EPSS: 0.001370000 probability, percentile 0.331810000 (date 2026-05-12)

Problem Types: CWE-20 | CWE-121 | CWE-20 CWE-20: Improper Input Validation | CWE-
121 CWE-121: Stack-based Buffer Overflow

Version Source Type Score Severity Vector
3.1 security-advisories@github.com Secondary 6.6 MEDIUM CVSS:3.1/AV:L/AC:L/PR:L/UI:N/S:U/C:L/I:L/A:H
3.1 CNA DECLARED 6.6 MEDIUM CVSS:3.1/AV:L/AC:L/PR:L/UI:N/S:U/C:L/I:.L/A:H

CVSS v3.1 Breakdown

\ttack Vector
\ttack Complexity
’rivileges Required
Jser Interaction
E
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>onfidentiality


https://cve.report/
https://cve.report/CVE-2025-46836/mitre
https://cve.report/CVE-2025-46836/nist
https://cve.report/CVE-2025-46836/cve_org
https://cve.report/api/cve/CVE-2025-46836.json
https://cve.report/CVE-2025-46836.pdf
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Low

\vailability

CVSS:3.1/AV:L/AC:L/PR:L/UI:N/S:U/C:L/I:.L/AH

[ ]
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Vendor Declared Affected Products

Source Vendor
CNA Ecki
ADP Siemens
ADP Siemens
ADP Siemens
ADP Siemens
ADP Siemens
ADP Siemens
ADP Siemens
ADP Siemens
ADP Siemens
ADP Siemens
ADP Siemens
ADP Siemens
ADP Siemens
ADP Siemens
ADP Siemens
ADP Siemens

Product

Net-tools

RUGGEDCOM ROX MX5000

RUGGEDCOM ROX MX5000RE

RUGGEDCOM ROX RX1400

RUGGEDCOM ROX RX1500

RUGGEDCOM ROX RX1501

RUGGEDCOM ROX RX1510

RUGGEDCOM ROX RX1511

RUGGEDCOM ROX RX1512

RUGGEDCOM ROX RX1524

RUGGEDCOM ROX RX1536

RUGGEDCOM ROX RX5000

SIMATIC S7-1500 CPU 1518-4 PN/DP MFP

SIMATIC S7-1500 CPU 1518-4 PN/DP MFP

SIMATIC S7-1500 CPU 1518F-4 PN/DP MFP

SIMATIC S7-1500 CPU 1518F-4 PN/DP MFP

SIPLUS S7-1500 CPU 1518-4 PN/DP MFP

Version

affected <= 2.10

affected V2.17.1 custom

affected V2.17.1 custom

affected V2.17.1 custom

affected V2.17.1 custom

affected V2.17.1 custom

affected V2.17.1 custom

affected V2.17.1 custom

affected V2.17.1 custom

affected V2.17.1 custom

affected V2.17.1 custom

affected V2.17.1 custom

affected V3.1.5 * custom

affected V3.1.5 * custom

affected V3.1.5 * custom

affected V3.1.5 * custom

affected V3.1.5 * custom

Platforms

Not specified
Not specified
Not specified
Not specified
Not specified
Not specified
Not specified
Not specified
Not specified
Not specified
Not specified
Not specified
Not specified
Not specified
Not specified
Not specified

Not specified
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http://cve.report/software/Siemens/RUGGEDCOM_ROX_MX5000
http://cve.report/vendor/Siemens
http://cve.report/software/Siemens/RUGGEDCOM_ROX_MX5000RE
http://cve.report/vendor/Siemens
http://cve.report/software/Siemens/RUGGEDCOM_ROX_RX1400
http://cve.report/vendor/Siemens
http://cve.report/software/Siemens/RUGGEDCOM_ROX_RX1500
http://cve.report/vendor/Siemens
http://cve.report/software/Siemens/RUGGEDCOM_ROX_RX1501
http://cve.report/vendor/Siemens
http://cve.report/software/Siemens/RUGGEDCOM_ROX_RX1510
http://cve.report/vendor/Siemens
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https://github.com/ecki/net-tools/commit/7a8f42fb20013a1493d8cae1c43436f85e656f2d
https://lists.debian.org/debian-lts-announce/2025/05/msg00053.html
https://cert-portal.siemens.com/productcert/html/ssa-082556.html
https://cert-portal.siemens.com/productcert/html/ssa-577017.html
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https://nvd.nist.gov/vuln/detail/CVE-2025-46836

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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