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CVE CVE-2025-47389

State PUBLISHED

Assigner qualcomm

Source Priority CVE Program / NVD first with legacy fallback

Published 2026-04-06 16:16:27 UTC

Updated 2026-04-08 21:10:00 UTC

Description Memory corruption when buffer copy operation fails due to integer overflow during attestation report generation.

" Risk And Classification

Primary CVSS: v3.1 7.8 HIGH from product-security@qualcomm.com
CVSS:3.1/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H
EPSS: 0.000060000 probability, percentile 0.002990000 (date 2026-04-13)

Problem Types: CWE-120 | CWE-120 CWE-120 Buffer Copy Without Checking Size of Input
(‘Classic Buffer Overflow')

Version Source Type Score Severity Vector
3.1 product-security@qualcomm.com Primary 7.8 HIGH CVSS:3.1/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H
3.1 CNA CVSS 7.8 HIGH CVSS:3.1/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H
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NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Hardware Qualcomm  Ar8035 - All All All
Operating System Qualcomm  Ar8035 Firmware - All All All
Hardware Qualcomm  Cologne - All All All
Operating System Qualcomm  Cologne Firmware - All All All
Hardware Qualcomm  Csra6620 - All All All
Operating System Qualcomm  Csra6620 Firmware - All All All
Hardware Qualcomm  Csra6640 - All All All
Operating System Qualcomm  Csra6640 Firmware - All All All
Hardware Qualcomm  Fastconnect 6200 - All All All
Operating System Qualcomm Fastconnect 6200 Firmware - All All All
Hardware Qualcomm  Fastconnect 6700 - All All All
Operating System Qualcomm Fastconnect 6700 Firmware - All All All
Hardware Qualcomm  Fastconnect 6800 - All All All
Operating System Qualcomm Fastconnect 6800 Firmware - All All All
Hardware Qualcomm  Fastconnect 6900 - All All All
Operating System Qualcomm  Fastconnect 6900 Firmware - All All All
Hardware Qualcomm  Fastconnect 7800 - All All All
Operating System Qualcomm  Fastconnect 7800 Firmware - All All All
Hardware Qualcomm  Fwa Gen 3 Ultra - All All All
Operating System Qualcomm  Fwa Gen 3 Ultra Firmware - All All All
Hardware Qualcomm G2 Gen 1 - All All All
Operating System Qualcomm G2 Gen 1 Firmware - All All All
Hardware Qualcomm Ig-615 - All All All
Operating System Qualcomm  1g-615 Firmware - All All All
Hardware Qualcomm 1g-8275 - All All All
Operating System Qualcomm  1g-8275 Firmware - All All All
Hardware Qualcomm 1g-8300 - All All All
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uperating System  Quaicomm  XZUUUUBb Firmware - Al Al Al
Hardware Qualcomm  X2000090 - All All All
Operating System Qualcomm  X2000090 Firmware - All All All
Hardware Qualcomm  X2000092 - All All All
Operating System Qualcomm  X2000092 Firmware - All All All
Hardware Qualcomm  X2000094 - All All All
Operating System Qualcomm  X2000094 Firmware - All All All
Hardware Qualcomm  Xg101002 - All All All
Operating System Qualcomm  Xg101002 Firmware - All All All
Hardware Qualcomm  Xg101032 - All All All
Operating System Qualcomm  Xg101032 Firmware - All All All
Hardware Qualcomm  Xg101039 - All All All
Operating System Qualcomm  Xg101039 Firmware - All All All
Hardware Qualcomm Xrv7209 - All All All
Operating System Qualcomm  Xrv7209 Firmware - All All All
Hardware Qualcomm  Xrv9209 - All All All
Operating System Qualcomm  Xrv9209 Firmware - All All All
Source Vendor Product Version Platforms
CNA Qualcomm Inc.  Snapdragon affected AR8035 Snapdragon Auto, Snapdragon Compute,
CNA Qualcomm Inc.  Snapdragon affected Cologne Snapdragon Auto, Snapdragon Compute,
CNA Qualcomm Inc.  Snapdragon affected CSRA6620 Snapdragon Auto, Snapdragon Compute,
CNA Qualcomm Inc.  Snapdragon affected CSRA6640 Snapdragon Auto, Snapdragon Compute,
CNA Qualcomm Inc.  Snapdragon affected FastConnect 6200 Snapdragon Auto, Snapdragon Compute,
CNA Qualcomm Inc.  Snapdragon affected FastConnect 6700 Snapdragon Auto, Snapdragon Compute,
CNA Qualcomm Inc.  Snapdragon affected FastConnect 6800 Snapdragon Auto, Snapdragon Compute,
CNA Qualcomm Inc.  Snapdragon affected FastConnect 6900 Snapdragon Auto, Snapdragon Compute,
CNA Qualcomm Inc.  Snapdragon affected FastConnect 7800 Snapdragon Auto, Snapdragon Compute,
CNA Qualcomm Inc.  Snapdragon affected FWA Gen 3 Ultra Platform Snapdragon Auto, Snapdragon Compute,
CNA Qualcomm Inc.  Snapdragon affected G2 Gen 1 Snapdragon Auto, Snapdragon Compute,
CNA Qualcomm Inc.  Snapdragon affected 1Q6 Series Platform Snapdragon Auto, Snapdragon Compute,
CNA Qualcomm Inc.  Snapdragon affected IQ8 Series Platform Snapdragon Auto, Snapdragon Compute,
CNA Qualcomm Inc.  Snapdragon affected IQ9 Series Platform Snapdragon Auto, Snapdragon Compute,
CNA Qualcomm Inc.  Snapdragon affected LeMans_AU_LGIT Snapdragon Auto, Snapdragon Compute,
CNA Qualcomm Inc.  Snapdragon affected LeMansAU Snapdragon Auto, Snapdragon Compute,



http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/x2000086_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/x2000090
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/x2000090_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/x2000092
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/x2000092_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/x2000094
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/x2000094_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/xg101002
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/xg101002_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/xg101032
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/xg101032_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/xg101039
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/xg101039_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/xrv7209
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/xrv7209_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/xrv9209
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/xrv9209_firmware
http://cve.report/vendor/Qualcomm_Inc.
http://cve.report/software/Qualcomm_Inc./Snapdragon
http://cve.report/vendor/Qualcomm_Inc.
http://cve.report/software/Qualcomm_Inc./Snapdragon
http://cve.report/vendor/Qualcomm_Inc.
http://cve.report/software/Qualcomm_Inc./Snapdragon
http://cve.report/vendor/Qualcomm_Inc.
http://cve.report/software/Qualcomm_Inc./Snapdragon
http://cve.report/vendor/Qualcomm_Inc.
http://cve.report/software/Qualcomm_Inc./Snapdragon
http://cve.report/vendor/Qualcomm_Inc.
http://cve.report/software/Qualcomm_Inc./Snapdragon
http://cve.report/vendor/Qualcomm_Inc.
http://cve.report/software/Qualcomm_Inc./Snapdragon
http://cve.report/vendor/Qualcomm_Inc.
http://cve.report/software/Qualcomm_Inc./Snapdragon
http://cve.report/vendor/Qualcomm_Inc.
http://cve.report/software/Qualcomm_Inc./Snapdragon
http://cve.report/vendor/Qualcomm_Inc.
http://cve.report/software/Qualcomm_Inc./Snapdragon
http://cve.report/vendor/Qualcomm_Inc.
http://cve.report/software/Qualcomm_Inc./Snapdragon
http://cve.report/vendor/Qualcomm_Inc.
http://cve.report/software/Qualcomm_Inc./Snapdragon
http://cve.report/vendor/Qualcomm_Inc.
http://cve.report/software/Qualcomm_Inc./Snapdragon
http://cve.report/vendor/Qualcomm_Inc.
http://cve.report/software/Qualcomm_Inc./Snapdragon
http://cve.report/vendor/Qualcomm_Inc.
http://cve.report/software/Qualcomm_Inc./Snapdragon
http://cve.report/vendor/Qualcomm_Inc.
http://cve.report/software/Qualcomm_Inc./Snapdragon

CNA

CNA

CNA

CNA

CNA

CNA

CNA

CNA

CNA

CNA

CNA

CNA

CNA

CNA

CNA

CNA

CNA

CNA

CNA

CNA

CNA

CNA

CNA

CNA

CNA

CNA

CNA

CNA

CNA

CNA

CNA

CNA

CNA

CNA

CNA

MNNIA

Qualcomm Inc.

Qualcomm Inc.

Qualcomm Inc.

Qualcomm Inc.

Qualcomm Inc.

Qualcomm Inc.

Qualcomm Inc.

Qualcomm Inc.

Qualcomm Inc.

Qualcomm Inc.

Qualcomm Inc.

Qualcomm Inc.

Qualcomm Inc.

Qualcomm Inc.

Qualcomm Inc.

Qualcomm Inc.

Qualcomm Inc.

Qualcomm Inc.

Qualcomm Inc.

Qualcomm Inc.

Qualcomm Inc.

Qualcomm Inc.

Qualcomm Inc.

Qualcomm Inc.

Qualcomm Inc.

Qualcomm Inc.

Qualcomm Inc.

Qualcomm Inc.

Qualcomm Inc.

Qualcomm Inc.

Qualcomm Inc.

Qualcomm Inc.

Qualcomm Inc.

Qualcomm Inc.

Qualcomm Inc.

Nuialanmm Inn

Snapdragon
Snapdragon
Snapdragon
Snapdragon
Snapdragon
Snapdragon
Snapdragon
Snapdragon
Snapdragon
Snapdragon
Snapdragon
Snapdragon
Snapdragon
Snapdragon
Snapdragon
Snapdragon
Snapdragon
Snapdragon
Snapdragon
Snapdragon
Snapdragon
Snapdragon
Snapdragon
Snapdragon
Snapdragon
Snapdragon
Snapdragon
Snapdragon
Snapdragon
Snapdragon
Snapdragon
Snapdragon
Snapdragon
Snapdragon

Snapdragon

Qnandranan

affected Milos
affected Monaco_IOT
affected Netrani
affected Orne
affected Palawan25
affected Pandeiro
affected QAM8255P
affected QAM8295P
affected QAM8397P
affected QAM8620P
affected QAMSRV1H
affected QAMSRV1M
affected QCA6174A
affected QCAG391
affected QCA6574
affected QCA6574A
affected QCA6574AU
affected QCA6584AU
affected QCA6595
affected QCA6595AU
affected QCA6678AQ
affected QCA6688AQ
affected QCA6696
affected QCA6698AQ
affected QCA6797AQ
affected QCA8081
affected QCA8337
affected QCA8695AU
affected QCC710
affected QCM2290
affected QCM5430
affected QCM6125
affected QCM6490
affected QCN6224

affected QCN6274

affAantad NCQNNAN

Snapdragon Auto, Snapdragon Compute,
Snapdragon Auto, Snapdragon Compute,
Snapdragon Auto, Snapdragon Compute,
Snapdragon Auto, Snapdragon Compute,
Snapdragon Auto, Snapdragon Compute,
Snapdragon Auto, Snapdragon Compute,
Snapdragon Auto, Snapdragon Compute,
Snapdragon Auto, Snapdragon Compute,
Snapdragon Auto, Snapdragon Compute,
Snapdragon Auto, Snapdragon Compute,
Snapdragon Auto, Snapdragon Compute,
Snapdragon Auto, Snapdragon Compute,
Snapdragon Auto, Snapdragon Compute,
Snapdragon Auto, Snapdragon Compute,
Snapdragon Auto, Snapdragon Compute,
Snapdragon Auto, Snapdragon Compute,
Snapdragon Auto, Snapdragon Compute,
Snapdragon Auto, Snapdragon Compute,
Snapdragon Auto, Snapdragon Compute,
Snapdragon Auto, Snapdragon Compute,
Snapdragon Auto, Snapdragon Compute,
Snapdragon Auto, Snapdragon Compute,
Snapdragon Auto, Snapdragon Compute,
Snapdragon Auto, Snapdragon Compute,
Snapdragon Auto, Snapdragon Compute,
Snapdragon Auto, Snapdragon Compute,
Snapdragon Auto, Snapdragon Compute,
Snapdragon Auto, Snapdragon Compute,
Snapdragon Auto, Snapdragon Compute,
Snapdragon Auto, Snapdragon Compute,
Snapdragon Auto, Snapdragon Compute,
Snapdragon Auto, Snapdragon Compute,
Snapdragon Auto, Snapdragon Compute,
Snapdragon Auto, Snapdragon Compute,

Snapdragon Auto, Snapdragon Compute,

QnanAdrannn AiitAn Qnandranan CAamniita
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affected Snapdragon AR1+ Gen 1 Platform
affected Snapdragon Auto 5G Modem-RF Gen 2
affected Snapdragon X32 5G Modem-RF System
affected Snapdragon X35 5G Modem-RF System
affected Snapdragon X53 5G Modem-RF System
affected Snapdragon X55 5G Modem-RF System
affected Snapdragon X72 5G Modem-RF System
affected Snapdragon X75 5G Modem-RF System
affected Snapdragon XR2 5G Platform

affected Snapdragon XR2+ Gen 1 Platform
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affected WCN6755
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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