k- Buffer Overflow in mera Driver

MITRE NVD CVE.ORG JSON API Print: PDF 1)

CVE CVE-2025-47391

State PUBLISHED

Assigner qualcomm

Source Priority CVE Program / NVD first with legacy fallback

Published 2026-04-06 16:16:27 UTC

Updated 2026-04-08 21:10:22 UTC

Description Memory corruption while processing a frame request from user.

Risk And Classification

Primary CVSS: v3.1 7.8 HIGH from product-security@qualcomm.com
CVSS:3.1/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H

EPSS: 0.000060000 probability, percentile 0.002990000 (date 2026-04-13)
Problem Types: CWE-121 | CWE-121 CWE-121 Stack-based Buffer Overflow

Version  Source Type Score Severity  Vector
3.1 product-security@qualcomm.com Primary 7.8 HIGH CVSS:3.1/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H
3.1 CNA CVSS 7.8 HIGH CVSS:3.1/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H
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http://cve.report/software/qualcomm/snapdragon_8_elite

Operating System
Hardware
Operating System
Hardware
Operating System
Hardware
Operating System
Hardware
Operating System
Hardware
Operating System
Hardware
Operating System
Hardware
Operating System
Hardware
Operating System
Hardware
Operating System
Hardware
Operating System
Hardware
Operating System
Hardware
Operating System
Hardware
Operating System
Hardware
Operating System
Hardware
Operating System
Hardware
Operating System
Hardware

Operating System

HarAwara

Qualcomm

Qualcomm

Qualcomm

Qualcomm

Qualcomm

Qualcomm

Qualcomm

Qualcomm

Qualcomm

Qualcomm

Qualcomm

Qualcomm

Qualcomm

Qualcomm

Qualcomm

Qualcomm

Qualcomm

Qualcomm

Qualcomm

Qualcomm

Qualcomm

Qualcomm

Qualcomm

Qualcomm

Qualcomm

Qualcomm

Qualcomm

Qualcomm

Qualcomm

Qualcomm

Qualcomm

Qualcomm

Qualcomm

Qualcomm

Qualcomm

NnalrAamm

Snapdragon 8 Elite Firmware

Snapdragon 8 Elite Gen 5

Snapdragon 8 Elite Gen 5 Firmware
Snapdragon 8 Gen 1 Mobile Platform
Snapdragon 8 Gen 1 Mobile Platform Firmware
Snapdragon 8 Gen 2 Mobile Platform
Snapdragon 8 Gen 2 Mobile Platform Firmware
Snapdragon 8 Gen 3 Mobile Platform
Snapdragon 8 Gen 3 Mobile Platform Firmware
Snapdragon Ar1 Gen 1 Platform
Snapdragon Ar1 Gen 1 Platform Firmware
Srvih

Srvih Firmware

Srvim

Srvim Firmware

Video Collaboration Vc3 Platform

Video Collaboration Vc3 Platform Firmware
Wcd9370

Wcd9370 Firmware

Wcd9371

Wcd9371 Firmware

Wcd9375

Wcd9375 Firmware

Wcd9378

Wcd9378 Firmware

Wcd9380

Wcd9380 Firmware

Wcd9385

Wcd9385 Firmware

Wcd9390

Wcd9390 Firmware

Wcd9395

Wcd9395 Firmware

Wcn3950

Wcn3950 Firmware

\A/~rnQRQ

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

Al


http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/snapdragon_8_elite_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/snapdragon_8_elite_gen_5
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/snapdragon_8_elite_gen_5_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/snapdragon_8_gen_1_mobile_platform
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/snapdragon_8_gen_1_mobile_platform_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/snapdragon_8_gen_2_mobile_platform
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/snapdragon_8_gen_2_mobile_platform_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/snapdragon_8_gen_3_mobile_platform
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/snapdragon_8_gen_3_mobile_platform_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/snapdragon_ar1_gen_1_platform
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/snapdragon_ar1_gen_1_platform_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/srv1h
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/srv1h_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/srv1m
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/srv1m_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/video_collaboration_vc3_platform
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/video_collaboration_vc3_platform_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/wcd9370
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/wcd9370_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/wcd9371
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/wcd9371_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/wcd9375
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/wcd9375_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/wcd9378
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/wcd9378_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/wcd9380
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/wcd9380_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/wcd9385
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/wcd9385_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/wcd9390
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/wcd9390_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/wcd9395
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/wcd9395_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/wcn3950
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/wcn3950_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/wcn3988

Operating System Qualcomm  Wcn3988 Firmware - All All All
Hardware Qualcomm  Wcn6450 - All All All
Operating System Qualcomm  Wcn6450 Firmware - All All All
Hardware Qualcomm  Wcn6650 - All All All
Operating System Qualcomm  Wcn6650 Firmware - All All All
Hardware Qualcomm  Wcn6755 - All All All
Operating System Qualcomm  Wcn6755 Firmware - All All All
Hardware Qualcomm  Wcn7860 - All All All
Operating System Qualcomm  Wcn7860 Firmware - All All All
Hardware Qualcomm  Wcn7861 - All All All
Operating System Qualcomm  Wcn7861 Firmware - All All All
Hardware Qualcomm  Wcn7880 - All All All
Operating System Qualcomm  Wcn7880 Firmware - All All All
Hardware Qualcomm  Wcn7881 - All All All
Operating System Qualcomm  Wcn7881 Firmware - All All All
Hardware Qualcomm  Wsa8810 - All All All
Operating System Qualcomm  Wsa8810 Firmware - All All All
Hardware Qualcomm  Wsa8815 - All All All
Operating System Qualcomm  Wsa8815 Firmware - All All All
Hardware Qualcomm  Wsa8830 - All All All
Operating System Qualcomm  Wsa8830 Firmware - All All All
Hardware Qualcomm  Wsa8832 - All All All
Operating System Qualcomm  Wsa8832 Firmware - All All All
Hardware Qualcomm  Wsa8835 - All All All
Operating System Qualcomm  Wsa8835 Firmware - All All All
Hardware Qualcomm  Wsa8840 - All All All
Operating System Qualcomm  Wsa8840 Firmware - All All All
Hardware Qualcomm  Wsa8845 - All All All
Hardware Qualcomm  Wsa8845h - All All All
Operating System Qualcomm  Wsa8845h Firmware - All All All
Operating System Qualcomm  Wsa8845 Firmware - All All All

Vendor Declared Affected Products

Source Vendor Product Version Platforms

CNA Qualcomm Inc.  Snapdragon affected FastConnect 6200 Snapdragon Auto, Snapdragon Compute,


http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/wcn3988_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/wcn6450
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/wcn6450_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/wcn6650
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/wcn6650_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/wcn6755
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/wcn6755_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/wcn7860
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/wcn7860_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/wcn7861
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/wcn7861_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/wcn7880
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/wcn7880_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/wcn7881
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/wcn7881_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/wsa8810
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/wsa8810_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/wsa8815
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/wsa8815_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/wsa8830
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/wsa8830_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/wsa8832
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/wsa8832_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/wsa8835
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/wsa8835_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/wsa8840
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/wsa8840_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/wsa8845
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/wsa8845h
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/wsa8845h_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/wsa8845_firmware
http://cve.report/vendor/Qualcomm_Inc.
http://cve.report/software/Qualcomm_Inc./Snapdragon

CNA

CNA

CNA

CNA

CNA

CNA

CNA

CNA

CNA

CNA

CNA

CNA

CNA

CNA

CNA

CNA

CNA

CNA

CNA

CNA

CNA

CNA

CNA

CNA

CNA

CNA

CNA

CNA

CNA

CNA

CNA

CNA

CNA

CNA

CNA

CNA

Qualcomm Inc.

Qualcomm Inc.

Qualcomm Inc.

Qualcomm Inc.

Qualcomm Inc.

Qualcomm Inc.

Qualcomm Inc.

Qualcomm Inc.

Qualcomm Inc.

Qualcomm Inc.

Qualcomm Inc.

Qualcomm Inc.

Qualcomm Inc.

Qualcomm Inc.

Qualcomm Inc.

Qualcomm Inc.

Qualcomm Inc.

Qualcomm Inc.

Qualcomm Inc.

Qualcomm Inc.

Qualcomm Inc.

Qualcomm Inc.

Qualcomm Inc.

Qualcomm Inc.

Qualcomm Inc.

Qualcomm Inc.

Qualcomm Inc.

Qualcomm Inc.

Qualcomm Inc.

Qualcomm Inc.

Qualcomm Inc.

Qualcomm Inc.

Qualcomm Inc.

Qualcomm Inc.

Qualcomm Inc.

Qualcomm Inc.

Snapdragon
Snapdragon
Snapdragon
Snapdragon
Snapdragon
Snapdragon
Snapdragon
Snapdragon
Snapdragon
Snapdragon
Snapdragon
Snapdragon
Snapdragon
Snapdragon
Snapdragon
Snapdragon
Snapdragon
Snapdragon
Snapdragon
Snapdragon
Snapdragon
Snapdragon
Snapdragon
Snapdragon
Snapdragon
Snapdragon
Snapdragon
Snapdragon
Snapdragon
Snapdragon
Snapdragon
Snapdragon
Snapdragon
Snapdragon
Snapdragon

Snandraaon

affected FastConnect 6700
affected FastConnect 6900
affected FastConnect 7800
affected G2 Gen 1

affected 1Q6 Series Platform
affected 1Q8 Series Platform
affected 1Q9 Series Platform
affected LeMans_AU_LGIT
affected LeMansAU
affected Milos

affected Monaco_ 10T
affected Netrani

affected Orne

affected Palawan25
affected Pandeiro

affected QAM8255P
affected QAM8397P
affected QAMSRV1H
affected QAMSRV1M
affected QCAB391

affected QCA6595

affected QCA6595AU
affected QCA6678AQ
affected QCA6698AQ
affected QCA6698AU
affected QCA6797AQ
affected QCA8695AU
affected QCM4490
affected QCM5430
affected QCM6490
affected QCN9011

affected QCN9012

affected QCS4490

affected QCS8550

affected QMP1000

affected Qualcomm Video Collaboration VC3 Platform

Snapdragon Auto, Snapdragon Compute,
Snapdragon Auto, Snapdragon Compute,
Snapdragon Auto, Snapdragon Compute,
Snapdragon Auto, Snapdragon Compute,
Snapdragon Auto, Snapdragon Compute,
Snapdragon Auto, Snapdragon Compute,
Snapdragon Auto, Snapdragon Compute,
Snapdragon Auto, Snapdragon Compute,
Snapdragon Auto, Snapdragon Compute,
Snapdragon Auto, Snapdragon Compute,
Snapdragon Auto, Snapdragon Compute,
Snapdragon Auto, Snapdragon Compute,
Snapdragon Auto, Snapdragon Compute,
Snapdragon Auto, Snapdragon Compute,
Snapdragon Auto, Snapdragon Compute,
Snapdragon Auto, Snapdragon Compute,
Snapdragon Auto, Snapdragon Compute,
Snapdragon Auto, Snapdragon Compute,
Snapdragon Auto, Snapdragon Compute,
Snapdragon Auto, Snapdragon Compute,
Snapdragon Auto, Snapdragon Compute,
Snapdragon Auto, Snapdragon Compute,
Snapdragon Auto, Snapdragon Compute,
Snapdragon Auto, Snapdragon Compute,
Snapdragon Auto, Snapdragon Compute,
Snapdragon Auto, Snapdragon Compute,
Snapdragon Auto, Snapdragon Compute,
Snapdragon Auto, Snapdragon Compute,
Snapdragon Auto, Snapdragon Compute,
Snapdragon Auto, Snapdragon Compute,
Snapdragon Auto, Snapdragon Compute,
Snapdragon Auto, Snapdragon Compute,
Snapdragon Auto, Snapdragon Compute,
Snapdragon Auto, Snapdragon Compute,
Snapdragon Auto, Snapdragon Compute,

Snaondraaon Auto. Snandraaon Combpute.
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http://cve.report/vendor/Qualcomm_Inc.
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http://cve.report/vendor/Qualcomm_Inc.
http://cve.report/software/Qualcomm_Inc./Snapdragon
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http://cve.report/software/Qualcomm_Inc./Snapdragon
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http://cve.report/software/Qualcomm_Inc./Snapdragon
http://cve.report/vendor/Qualcomm_Inc.
http://cve.report/software/Qualcomm_Inc./Snapdragon
http://cve.report/vendor/Qualcomm_Inc.
http://cve.report/software/Qualcomm_Inc./Snapdragon

CNA

CNA

CNA

CNA

CNA

CNA

CNA

CNA

CNA

CNA

CNA

CNA

CNA

CNA

CNA

CNA

CNA

CNA

CNA

CNA

CNA

CNA

CNA

CNA

CNA

CNA

CNA

CNA

CNA

CNA

CNA

CNA

CNA

CNA

CNA

Qualcomm Inc.

Qualcomm Inc.

Qualcomm Inc.

Qualcomm Inc.

Qualcomm Inc.

Qualcomm Inc.

Qualcomm Inc.

Qualcomm Inc.

Qualcomm Inc.

Qualcomm Inc.

Qualcomm Inc.

Qualcomm Inc.

Qualcomm Inc.

Qualcomm Inc.

Qualcomm Inc.

Qualcomm Inc.

Qualcomm Inc.

Qualcomm Inc.

Qualcomm Inc.

Qualcomm Inc.

Qualcomm Inc.

Qualcomm Inc.

Qualcomm Inc.

Qualcomm Inc.

Qualcomm Inc.

Qualcomm Inc.

Qualcomm Inc.

Qualcomm Inc.

Qualcomm Inc.

Qualcomm Inc.

Qualcomm Inc.

Qualcomm Inc.

Qualcomm Inc.

Qualcomm Inc.

Qualcomm Inc.

.

Snapdragon
Snapdragon
Snapdragon
Snapdragon
Snapdragon
Snapdragon
Snapdragon
Snapdragon
Snapdragon
Snapdragon
Snapdragon
Snapdragon
Snapdragon
Snapdragon
Snapdragon
Snapdragon
Snapdragon
Snapdragon
Snapdragon
Snapdragon
Snapdragon
Snapdragon
Snapdragon
Snapdragon
Snapdragon
Snapdragon
Snapdragon
Snapdragon
Snapdragon
Snapdragon
Snapdragon
Snapdragon
Snapdragon
Snapdragon

Snapdragon

affected SA7255P

affected SA7775P

affected SA8255P

affected SA8620P

affected SA8770P

affected SA9000P

affected SD 8 Gen1 5G

affected SM6650P

affected SM7435

affected SM7550

affected SM7550P

affected SM7635P

affected SM7675

affected SM7675P

affected SM8475P

affected SM8550P

affected SM8635

affected SM8635P

affected SM8650Q

affected SM8750P

affected Snapdragon 4 Gen 2 Mobile Platform
affected Snapdragon 6 Gen 1 Mobile Platform
affected Snapdragon 6 Gen 3 Mobile Platform
affected Snapdragon 6 Gen 4 Mobile Platform
affected Snapdragon 7 Gen 1 Mobile Platform
affected Snapdragon 7+ Gen 2 Mobile Platform
affected Snapdragon 7s Gen 3 Mobile Platform
affected Snapdragon 8 Elite

affected Snapdragon 8 Elite Gen 5

affected Snapdragon 8 Gen 1 Mobile Platform
affected Snapdragon 8 Gen 2 Mobile Platform
affected Snapdragon 8 Gen 3 Mobile Platform
affected Snapdragon 8+ Gen 1 Mobile Platform
affected Snapdragon 8+ Gen 2 Mobile Platform

affected Snapdragon AR1 Gen 1 Platform

B e R e e R

Snapdragon Auto, Snapdragon Compute,
Snapdragon Auto, Snapdragon Compute,
Snapdragon Auto, Snapdragon Compute,
Snapdragon Auto, Snapdragon Compute,
Snapdragon Auto, Snapdragon Compute,
Snapdragon Auto, Snapdragon Compute,
Snapdragon Auto, Snapdragon Compute,
Snapdragon Auto, Snapdragon Compute,
Snapdragon Auto, Snapdragon Compute,
Snapdragon Auto, Snapdragon Compute,
Snapdragon Auto, Snapdragon Compute,
Snapdragon Auto, Snapdragon Compute,
Snapdragon Auto, Snapdragon Compute,
Snapdragon Auto, Snapdragon Compute,
Snapdragon Auto, Snapdragon Compute,
Snapdragon Auto, Snapdragon Compute,
Snapdragon Auto, Snapdragon Compute,
Snapdragon Auto, Snapdragon Compute,
Snapdragon Auto, Snapdragon Compute,
Snapdragon Auto, Snapdragon Compute,
Snapdragon Auto, Snapdragon Compute,
Snapdragon Auto, Snapdragon Compute,
Snapdragon Auto, Snapdragon Compute,
Snapdragon Auto, Snapdragon Compute,
Snapdragon Auto, Snapdragon Compute,
Snapdragon Auto, Snapdragon Compute,
Snapdragon Auto, Snapdragon Compute,
Snapdragon Auto, Snapdragon Compute,
Snapdragon Auto, Snapdragon Compute,
Snapdragon Auto, Snapdragon Compute,
Snapdragon Auto, Snapdragon Compute,
Snapdragon Auto, Snapdragon Compute,
Snapdragon Auto, Snapdragon Compute,
Snapdragon Auto, Snapdragon Compute,

Snapdragon Auto, Snapdragon Compute,
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No vendor comments have been submitted for this CVE.
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There are currently no legacy QID mappings associated with this CVE.
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