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CVE CVE-2025-47401

State PUBLISHED

Assigner qualcomm

Source Priority CVE Program / NVD first with legacy fallback

Published 2026-05-04 17:16:20 UTC

Updated 2026-05-06 18:03:53 UTC

Description Transient DOS when processing target power rate tables during channel configuration.

Risk And Classification

Primary CVSS: v3.1 7.5 HIGH from nvd@nist.gov
CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:N/A:H

EPSS: 0.000160000 probability, percentile 0.034330000 (date 2026-05-05)
Problem Types: CWE-126 | CWE-125 | CWE-126 CWE-126 Buffer Over-read

Version Source Type Score Severity Vector

3.1 nvd@nist.gov Primary 7.5 HIGH CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:N/A:H
3.1 product-security@qualcomm.com Secondary 6.5 MEDIUM CVSS:3.1/AV:A/AC:L/PR:N/UI:N/S:U/C:N/I:N/A:H
3.1 CNA CVSS 6.5 MEDIUM CVSS:3.1/AV:A/AC:L/PR:N/UI:N/S:U/C:N/I:N/A:H

CVSS v3.1 Breakdown

\ttack Vector

\ttack Complexity

Low

>rivileges Required

Jser Interaction

3cope

Unchanged

Sonfidentiality

ntearity


https://cve.report/
https://cve.report/CVE-2025-47401/mitre
https://cve.report/CVE-2025-47401/nist
https://cve.report/CVE-2025-47401/cve_org
https://cve.report/api/cve/CVE-2025-47401.json
https://cve.report/CVE-2025-47401.pdf

\vailability

CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:N/A:H
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affected CQ8750M

affected FastConnect 6200

affected FastConnect 6700

affected FastConnect 6900

affected FastConnect 7800

affected Flight RB5 5G Platform
affected FWA Gen 3 Ultra Platform
affected G2 Gen 1

affected G3x Gen 2

affected Immersive Home 3210 Platform
affected Immersive Home 326 Platform
affected IPQ5300

affected IPQ5302

affected IPQ5312

affected IPQ5332

affected IPQ9008

affected IPQ9554

affected IPQ9570

affected IPQ9574

affected 1Q6 Series Platform

affected 1Q8 Series Platform

affected 1Q9 Series Platform

affected 1QX5121

affected 1QX7181

affected LeMans_AU_LGIT

affected LeMansAU

affected Marina

affected Milos

affected Milos_IOT

affected Molokai

affected Monaco_IOT

affected Netrani

affected Networking Pro 1200 Platform
affected Networking Pro 1210 Platform
affected Networking Pro 1610 Platform

affected Networking Pro 610 Platform
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affected Networking Pro 810 Platform

affected Orne

affected Palawan25

affected Pandeiro

affected QAM8255P

affected QAM8295P

affected QAM8397P

affected QAMSRV1H

affected QAMSRV1M

affected QCA0000

affected QCA2062

affected QCA2064

affected QCA2065

affected QCA2066

affected QCA6174A

affected QCA6391

affected QCAB554A

affected QCA6564AU

affected QCA6574

affected QCAB574A

affected QCA6574AU

affected QCA6584AU

affected QCA6595

affected QCA6595AU

affected QCA6678AQ

affected QCAB688AQ

affected QCA6696

affected QCAB698AQ

affected QCA6777AQ

affected QCA6787AQ

affected QCA6797AQ

affected QCA8075

affected QCA8080

affected QCA8081

affected QCA8082

Snapdragon Auto, Snapdragon CCW, Sne
Snapdragon Auto, Snapdragon CCW, Sn¢
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Snapdragon Auto, Snapdragon CCW, Sne¢
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Snapdragon Auto, Snapdragon CCW, Sne¢
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Snapdragon

~_

affected QCA8084

affected QCA8085

affected QCA8101

affected QCA8102

affected QCA8111

affected QCA8112

affected QCA8337

affected QCA8384

affected QCA8385

affected QCA8386

affected QCA8695AU

affected QCC710

affected QCF8000

affected QCF8001

affected QCM4490

affected QCM5430

affected QCM6490

affected QCN5124

affected QCN5154

affected QCN5224

affected QCN6024

affected QCN6224

affected QCN6274

affected QCN6402

affected QCN6412

affected QCN6422

affected QCN6432

affected QCN9000

affected QCN9011

affected QCN9012

affected QCN9024

affected QCN9160

affected QCN9274

affected QCS4490

affected QCS6690

e i a0 A~AAAFEA

Snapdragon Auto, Snapdragon CCW, Sn¢
Snapdragon Auto, Snapdragon CCW, Sne
Snapdragon Auto, Snapdragon CCW, Sn¢
Snapdragon Auto, Snapdragon CCW, Sne
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Snapdragon Auto, Snapdragon CCW, Sn¢
Snapdragon Auto, Snapdragon CCW, Sn¢

Snapdragon Auto, Snapdragon CCW, Sn¢
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arrecied WLUosoou

affected QEP8111

affected QFW7114

affected QFW7124

affected QLN1083BD

affected QLN1086BD

affected QMB415

affected QMIB715

affected QMP1000

affected QMP2001

affected QPA1083BD

affected QPA1086BD

affected QRB5165M

affected QRB5165N

affected Qualcomm Video Collaboration VC3 Platform

affected QXM1083

affected QXM1086

affected QXM1093

affected QXM1094

affected QXM1095

affected QXM1096

affected QXM8083

affected Robotics RB5 Platform

affected SA510M

affected SA6155P

affected SA7255P

affected SA7775P

affected SA8155P

affected SA8195P

affected SA8255P

affected SA8295P

affected SA8620P

affected SA8770P

affected SA9000P

affected SAR1165P

affected SAR2130P

Shaparagon AUTO, Snaparagon GUW, Sne
Snapdragon Auto, Snapdragon CCW, Sn¢
Snapdragon Auto, Snapdragon CCW, Sne¢
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Snapdragon Auto, Snapdragon CCW, Sn¢
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affected Snapdragon 8 Gen 1 Mobile Platform
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affected Snapdragon 8 Gen 3 Mobile Platform
affected Snapdragon 8+ Gen 1 Mobile Platform
affected Snapdragon 8+ Gen 2 Mobile Platform
affected Snapdragon 888 5G Mobile Platform
affected Snapdragon 888+ 5G Mobile Platform
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affected Snapdragon X65 5G Modem-RF System
affected Snapdragon X72 5G Modem-RF System
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