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CVE CVE-2025-47403
State PUBLISHED
Assigner qualcomm

Source Priority CVE Program / NVD first with legacy fallback

Published 2026-05-04 17:16:20 UTC
Updated 2026-05-06 18:03:46 UTC
Description Transient DOS when processing a malformed Fast Transition response frame with an invalid header structure during wirele

/

| ol
Primary CVSS: v3.1 7.5 HIGH from nvd@nist.gov
CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:N/A:H
EPSS: 0.000160000 probability, percentile 0.034330000 (date 2026-05-05)
Problem Types: CWE-126 | CWE-125 | CWE-126 CWE-126 Buffer Over-read

Version Source Type Score Severity Vector

3.1 nvd@nist.gov Primary 7.5 HIGH CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:N/A:H
3.1 product-security@qualcomm.com Secondary 6.5 MEDIUM CVSS:3.1/AV:A/AC:L/PR:N/UI:N/S:U/C:N/I:N/A:H
3.1 CNA CVSS 6.5 MEDIUM CVSS:3.1/AV:A/AC:L/PR:N/UI:N/S:U/C:N/I:N/A:H
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\vailability

CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:N/A:H
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NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Hardware Qualcomm  Ar8035 - All All All
Operating System Qualcomm  Ar8035 Firmware - All All All
Hardware Qualcomm  Cologne - All All All
Operating System Qualcomm  Cologne Firmware - All All All
Hardware Qualcomm  Cq7790 - All All All
Operating System Qualcomm  Cq7790 Firmware - All All All
Hardware Qualcomm  Cq8725s - All All All
Operating System Qualcomm  Cq8725s Firmware - All All All
Hardware Qualcomm  Cqg8750m - All All All
Operating System Qualcomm  Cqg8750m Firmware - All All All
Hardware Qualcomm  Csr8811 - All All All
Operating System Qualcomm  Csr8811 Firmware - All All All
Hardware Qualcomm  Fastconnect 6200 - All All All
Operating System Qualcomm Fastconnect 6200 Firmware - All All All
Hardware Qualcomm  Fastconnect 6700 - All All All
Operating System Qualcomm  Fastconnect 6700 Firmware - All All All
Hardware Qualcomm  Fastconnect 6900 - All All All
Operating System Qualcomm  Fastconnect 6900 Firmware - All All All
Hardware Qualcomm  Fastconnect 7800 - All All All
Operating System Qualcomm  Fastconnect 7800 Firmware - All All All
Hardware Qualcomm  Fwa Gen 3 Ultra - All All All
Operating System Qualcomm  Fwa Gen 3 Ultra Firmware - All All All
Hardware Qualcomm  Fwa Gen 5 Elite - All All All
Operating System Qualcomm  Fwa Gen 5 Elite Firmware - All All All
Hardware Qualcomm G2 Gen 1 - All All All
Operating System Qualcomm G2 Gen 1 Firmware - All All All
Hardware Qualcomm  G3x Gen 2 - All All All
Operating System Qualcomm  G3x Gen 2 Firmware - All All All
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Vendor Declared Affected Products

Source Vendor Product

CNA Qualcomm Inc.  Snapdragon
CNA Qualcomm Inc.  Snapdragon
CNA Qualcomm Inc.  Snapdragon
CNA Qualcomm Inc.  Snapdragon
CNA Qualcomm Inc.  Snapdragon
CNA Qualcomm Inc.  Snapdragon

Version

affected AR8035
affected Cologne
affected CQ7790
affected CQ8725S
affected CQ8750M

affected CSR8811

Platforms

Snapdragon Auto, Snapdragon CCW, Sne¢
Snapdragon Auto, Snapdragon CCW, Sn¢
Snapdragon Auto, Snapdragon CCW, Sne¢
Snapdragon Auto, Snapdragon CCW, Sn¢
Snapdragon Auto, Snapdragon CCW, Sn¢

Snapdragon Auto, Snapdragon CCW, Sne¢
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affected Kobuk
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Snapdragon Auto, Snapdragon CCW, Sne¢
Snapdragon Auto, Snapdragon CCW, Sn:¢
Snapdragon Auto, Snapdragon CCW, Sne
Snapdragon Auto, Snapdragon CCW, Sn¢
Snapdragon Auto, Snapdragon CCW, Sne
Snapdragon Auto, Snapdragon CCW, Sne¢
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Snapdragon Auto, Snapdragon CCW, Sne¢
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Snapdragon

Snapdragon

affected Milos

affected Milos 10T

affected Molokai

affected Netrani

affected Networking Pro 1200 Platform
affected Networking Pro 1210 Platform
affected Networking Pro 1610 Platform
affected Networking Pro 400 Platform
affected Networking Pro 600 Platform
affected Networking Pro 610 Platform
affected Networking Pro 800 Platform
affected Networking Pro 810 Platform
affected NPro A8 Elite Platform
affected Orne

affected Palawan25

affected Pandeiro

affected QAM8255P

affected QAM8397P

affected QAMSRV1H

affected QAMSRV1M

affected QCA0000

affected QCA4024

affected QCA6174A

affected QCA6391

affected QCA6554A

affected QCA6564AU

affected QCA6574

affected QCA6574A

affected QCA6574AU

affected QCA6584AU

affected QCA6595

affected QCA6595AU

affected QCA6678AQ

affected QCA6688AQ

affected QCA6696

affected QCAB698AQ

Snapdragon Auto, Snapdragon CCW, Sn¢
Snapdragon Auto, Snapdragon CCW, Sne
Snapdragon Auto, Snapdragon CCW, Sn¢
Snapdragon Auto, Snapdragon CCW, Sne
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Snapdragon Auto, Snapdragon CCW, Sne¢
Snapdragon Auto, Snapdragon CCW, Sn¢

Snapdragon Auto, Snapdragon CCW, Sn¢
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CNA Qualcomm Inc.  Snapdragon affected QCA6777AQ Snapdragon Auto, Snapdragon CCW, Sn¢

CNA Qualcomm Inc.  Snapdragon affected QCA6787AQ Snapdragon Auto, Snapdragon CCW, Sne

CNA Qualcomm Inc.  Snapdragon affected QCA6797AQ Snapdragon Auto, Snapdragon CCW, Snz

CNA Qualcomm Inc.  Snapdragon affected QCA8072 Snapdragon Auto, Snapdragon CCW, Sne
CNA Qualcomm Inc.  Snapdragon affected QCA8075 Snapdragon Auto, Snapdragon CCW, Sne¢
CNA Qualcomm Inc.  Snapdragon affected QCA8080 Snapdragon Auto, Snapdragon CCW, Sne
CNA Qualcomm Inc.  Snapdragon affected QCA8081 Snapdragon Auto, Snapdragon CCW, Sn¢
CNA Qualcomm Inc.  Snapdragon affected QCA8082 Snapdragon Auto, Snapdragon CCW, Sne
CNA Qualcomm Inc.  Snapdragon affected QCA8084 Snapdragon Auto, Snapdragon CCW, Sn¢
CNA Qualcomm Inc.  Snapdragon affected QCA8085 Snapdragon Auto, Snapdragon CCW, Sn:¢
CNA Qualcomm Inc.  Snapdragon affected QCA8337 Snapdragon Auto, Snapdragon CCW, Sne¢
CNA Qualcomm Inc.  Snapdragon affected QCA8386 Snapdragon Auto, Snapdragon CCW, Sn¢
CNA Qualcomm Inc.  Snapdragon affected QCA8695AU Snapdragon Auto, Snapdragon CCW, Sne¢
CNA Qualcomm Inc.  Snapdragon affected QCA9888 Snapdragon Auto, Snapdragon CCW, Sn¢
CNA Qualcomm Inc.  Snapdragon affected QCA9889 Snapdragon Auto, Snapdragon CCW, Sne¢
CNA Qualcomm Inc.  Snapdragon affected QCC2073 Snapdragon Auto, Snapdragon CCW, Sn¢
CNA Qualcomm Inc.  Snapdragon affected QCC2076 Snapdragon Auto, Snapdragon CCW, Sne
CNA Qualcomm Inc.  Snapdragon affected QCC710 Snapdragon Auto, Snapdragon CCW, Sn¢
CNA Qualcomm Inc.  Snapdragon affected QCF8000 Snapdragon Auto, Snapdragon CCW, Sne¢
CNA Qualcomm Inc.  Snapdragon affected QCF8001 Snapdragon Auto, Snapdragon CCW, Sn¢
CNA Qualcomm Inc.  Snapdragon affected QCM4490 Snapdragon Auto, Snapdragon CCW, Sne
CNA Qualcomm Inc.  Snapdragon affected QCM5430 Snapdragon Auto, Snapdragon CCW, Sn¢
CNA Qualcomm Inc.  Snapdragon affected QCM6490 Snapdragon Auto, Snapdragon CCW, Sne
CNA Qualcomm Inc.  Snapdragon affected QCN5022 Snapdragon Auto, Snapdragon CCW, Sn¢
CNA Qualcomm Inc.  Snapdragon affected QCN5024 Snapdragon Auto, Snapdragon CCW, Sne
CNA Qualcomm Inc.  Snapdragon affected QCN5052 Snapdragon Auto, Snapdragon CCW, Sn¢
CNA Qualcomm Inc.  Snapdragon affected QCN5054 Snapdragon Auto, Snapdragon CCW, Sn:¢
CNA Qualcomm Inc.  Snapdragon affected QCN5122 Snapdragon Auto, Snapdragon CCW, Sne¢
CNA Qualcomm Inc.  Snapdragon affected QCN5124 Snapdragon Auto, Snapdragon CCW, Sn:¢
CNA Qualcomm Inc.  Snapdragon affected QCN5152 Snapdragon Auto, Snapdragon CCW, Sne¢
CNA Qualcomm Inc.  Snapdragon affected QCN5154 Snapdragon Auto, Snapdragon CCW, Sn¢
CNA Qualcomm Inc.  Snapdragon affected QCN5164 Snapdragon Auto, Snapdragon CCW, Sne¢
CNA Qualcomm Inc.  Snapdragon affected QCN6023 Snapdragon Auto, Snapdragon CCW, Sn¢
CNA Qualcomm Inc.  Snapdragon affected QCN6024 Snapdragon Auto, Snapdragon CCW, Sne¢
CNA Qualcomm Inc.  Snapdragon affected QCN6122 Snapdragon Auto, Snapdragon CCW, Sn¢
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Snapdragon
Snapdragon
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Snapdragon

affected QCN6132

affected QCN6224

affected QCN6274

affected QCN6402

affected QCN6412

affected QCN6422

affected QCN6432

affected QCN9000

affected QCN9001

affected QCN9002

affected QCN9003

affected QCN9011

affected QCN9012

affected QCN9022

affected QCN9024

affected QCN9070

affected QCN9100

affected QCN9274

affected QCS4490

affected QCS6690

affected QCS8550

affected QFW7114

affected QFW7124

affected QLN1083BD

affected QLN1086BD

affected QMB415

affected QMIB715

affected QMP1000

affected QMP2001

affected QPA1083BD

affected QPA1086BD

affected Qualcomm Video Collaboration VC3 Platform

affected QXM1083

affected QXM1086

affected QXM1093

Snapdragon Auto, Snapdragon CCW, Sne¢
Snapdragon Auto, Snapdragon CCW, Sn¢
Snapdragon Auto, Snapdragon CCW, Sne
Snapdragon Auto, Snapdragon CCW, Sne¢
Snapdragon Auto, Snapdragon CCW, Sne
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Snapdragon Auto, Snapdragon CCW, Sne¢
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Qualcomm Inc.
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Qualcomm Inc.
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Snapdragon
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Snapdragon

arrected QXM1094

affected QXM1095

affected QXM1096

affected SA7255P

affected SA7775P

affected SA8255P

affected SA8620P

affected SA8770P

affected SA9000P

affected SAR1165P

affected SAR2130P

affected SC8380XP

affected SD 8 Gen1 5G

affected SDX61

affected SDX65M

affected SDX81

affected SM6450P

affected SM6475P

affected SM6475Q

affected SM6650P

affected SM6850

affected SM7425

affected SM7435

affected SM7435P

affected SM7525

affected SM7550

affected SM7550P

affected SM7635P

affected SM7675

affected SM7675P

affected SM8425

affected SM8475P

affected SM8550P

affected SM8635
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affected SM8735P
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affected Snapdragon 4 Gen 2 Mobile Platform
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affected Snapdragon 6 Gen 3 Mobile Platform
affected Snapdragon 6 Gen 4 Mobile Platform
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CNA Qualcomm Inc.  Snapdragon affected XG101039 Snapdragon Auto, Snapdragon CCW, Sne
CNA Qualcomm Inc.  Snapdragon affected XRV7209 Snapdragon Auto, Snapdragon CCW, Sn¢
CNA Qualcomm Inc.  Snapdragon affected XRV9209 Snapdragon Auto, Snapdragon CCW, Sne
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