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CVE CVE-2025-47406

State PUBLISHED

Assigner qualcomm

Source Priority CVE Program / NVD first with legacy fallback

Published 2026-05-04 17:16:20 UTC

Updated 2026-05-06 18:02:52 UTC

Description Information Disclosure while processing IOCTL handler callbacks without verifying buffer size.

Risk And Classification

Primary CVSS: v3.1 5.5 MEDIUM from nvd@nist.gov
CVSS:3.1/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N

EPSS: 0.000130000 probability, percentile 0.021990000 (date 2026-05-05)
Problem Types: CWE-126 | CWE-125 | CWE-126 CWE-126 Buffer Over-read

Version Source Type Score Severity  Vector

3.1 nvd@nist.gov Primary 55 MEDIUM CVSS:3.1/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N
3.1 product-security@qualcomm.com Secondary 6.1 MEDIUM CVSS:3.1/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:L
3.1 CNA CVSS 6.1 MEDIUM CVSS:3.1/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:L
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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