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CVE CVE-2025-48521
State PUBLISHED
Assigner AMD

Source Priority CVE Program / NVD first with legacy fallback

Published 2026-05-15 02:16:23 UTC
Updated 2026-05-15 02:16:23 UTC
Description Improper input validation in the AMD Secure Processor (ASP) PCI driver could allow a local attacker to trigger a Use-After-|

Risk And Classification

Primary CVSS: v4.0 6.9 MEDIUM from psirt@amd.com

CVSS:4.0/AV:L/AC:L/AT:N/PR:L/UIN/VC:N/VI:H/VA:H/SC:N/SI:N/SA:N/E:X/CR:X/IR:X/AR:X/MAV:X/M
AC:X/MAT:X/MPR:X/MUL:X/MVC:X/MVI:X/MVA:X/MSC:X/MSI:X/MSA:X/S :X/AU:X/R:X/V:X/RE:X/U:X

Problem Types: CWE-416 | CWE-416 CWE-416 Use After Free

Version Source Type Score Severity Vector

4.0 psirt@amd.com Secondary 6.9 MEDIUM  CVSS:4.0/AV:L/AC:L/AT:N/PR:L/UI:N/VC:N/VI:H/VA:H/SC:N/SI:N/SA:N/E:X/C...
4.0 CNA CVSS 6.9 MEDIUM  CVSS:4.0/AV:L/AC:L/AT:N/PR:L/UI:N/VC:N/VI:H/VA:H/SC:N/SI:N/SA:N
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CVSS:4.0/AV:L/AC:L/AT:N/PR:L/UIN/VC:N/VI:H/VA:H/SC:N/SI:N/SA:N/E:X/CR:X/IR:X/AR:X/MAV:X/M
AC:X/MAT:X/MPR:X/MUL:X/MVC:X/MVIEX/MVA:X/MSC:X/MSIX/MSA:X/S : X/AU:X/R:X/V:X/RE:X/U:X
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Product

AMD Ryzen 4000 Series Mobile Processors With Radeon Graphics Formerly Codenamed Renoir
AMD Ryzen 7035 Series Processors With Radeon Graphics Formerly Codenamed Rembrandt R
AMD Athlon 3000 Series Mobile Processors With Radeon Graphics Formerly Codenamed Picasso
AMD Ryzen 7040 Series Mobile Processors With Radeon Graphics Formerly Codenamed Phoenix

AMD Ryzen 7020 Series Processors With Radeon Graphics Formerly Codenamed Mendocino

AMD Ryzen 7045 Series Mobile Processors With Radeon Graphics Formerly Codenamed Dragon Range

AMD Ryzen 7000 Series Desktop Processors Formerly Codenamed Raphael/Raphael X3D

AMD Ryzen 3000 Series Desktop Processors Formerly Codenamed Matisse

AMD Ryzen Threadripper PRO 3000WX Processors Formerly Codenamed Castle Peak

AMD Ryzen 7030 Series Mobile Processors With Radeon Graphics Formerly Codenamed Barcelo R
AMD Ryzen Threadripper PRO 3000WX Processors Formerly Codenamed Castle Peak

AMD Ryzen Threadripper 3000 Processors Formerly Codenamed Castle Peak

AMD Ryzen Al 300 Series Processors Formerly Codenamed Strix Point

AMD Athlon 3000 Series Desktop Processors With Radeon Graphics Formerly Codenamed Picasso
AMD Ryzen Threadripper PRO 5000 WX-Series Processors Formerly Codenamed Chagall

AMD Ryzen Threadripper 7000 Processors Formerly Codenamed Storm Peak

AMD Ryzen Threadripper PRO 7000 WX-Series Processors Formerly Codenamed Storm Peak
AMD Ryzen 7000 Series Desktop Processors Formerly Codenamed Raphael/Raphael-X3D

AMD Ryzen 8000 Series Desktop Processors Formerly Codenamed Phoenix

AMD Ryzen 8000 Series Desktop Processors Formerly Codenamed Phoenix

AMD Ryzen 9000 Series Desktop Processors Formerly Codenamed Granite Ridge

AMD Ryzen 5000 Series Mobile Processors With Radeon Graphics Formerly Codenamed Cezanne

AMD Ryzen 5000 Series Mobile Processors With Radeon Graphics Formerly Codenamed Lucienne
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AMD Ryzen 5000 Series Mobile Processors With Radeon Graphics Formerly Codenamed Barcelo
AMD Ryzen 4000 Series Desktop Processors Formerly Codenamed Renoir

AMD Ryzen 5000 Series Desktop Processors Formerly Codenamed Vermeer

AMD Ryzen 5000 Series Desktop Processors With Radeon Graphics Formerly Codenamed Cezanne
AMD Ryzen 3000 Series Desktop Processors Formerly Codenamed Matisse

AMD Ryzen 5000 Series Desktop Processors Formerly Codenamed Vermeer/Vermeer-X3D

AMD Ryzen 8040 Series Mobile Processors With Radeon Graphics Formerly Codenamed Hawk Point
AMD Ryzen 3000 Series Mobile Processors With Radeon Graphics Formerly Codenamed Dali
AMD Athlon 3000 Series Mobile Processors With Radeon Graphics Formerly Codenamed Dali
AMD Athlon 3000 Series Mobile Processors With Radeon Graphics Formerly Codenamed Pollock
AMD Ryzen 6000 Series Processors With Radeon Graphics Formerly Codenamed Rembrandt
AMD Ryzen Embedded V1000 Series Processors Formerly Codenamed Picasso
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CVE Program record

NVD vulnerability detail NVD

Source Link Tags

psirt@amd.com  www.amd.com

psirt@amd.com  www.amd.com
CVE.ORG WWW.cve.org

nvd.nist.gov

Vendor Comments And Credit

Discovery Credit

CNA: Reported through AMD Bug Bounty Program (en)
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There are currently no legacy QID mappings associated with this CVE.
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