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Summary

CVE CVE-2025-50328

State PUBLISHED

Assigner mitre

Source Priority CVE Program / NVD first with legacy fallback

Published 2026-04-29 21:16:19 UTC

Updated 2026-04-30 15:48:26 UTC

Description A vulnerability in B1 Free Archiver v1.5.86 allows files extracted from downloaded archives to bypass Windows Mark of the Web (MotW) protections. When an archive is downloaded from the internet and extracted using B1 Free Archiver, the software fails to propagate the 'Zone.Identifier' alternate data stream to the extracted files. As a result, these files can be executed without triggering Windows Defender SmartScreen warnings or security prompts, enabling untrusted code execution without standard security restrictions.

Risk And Classification

Primary CVSS: v3.1 7.3 HIGH from ADP

CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:L/I:L/A:L

EPSS: 0.000250000 probability, percentile 0.069430000 (date 2026-05-05)

Problem Types: CWE-290 | n/a | CWE-290 CWE-290 Authentication Bypass by Spoofing

Version Source Type Score Severity Vector

3.1 ADP DECLARED 7.3 HIGH CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:L/I:L/A:L

3.1 134c704f-9b21-4f2e-91b3-4a467353bcc0 Secondary 7.3 HIGH CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:L/I:L/A:L

CVSS v3.1 Breakdown

Attack Vector

Network

Attack Complexity

Low

Privileges Required

None

User Interaction

None

Scope

Unchanged

Confidentiality

Low

Integrity

Low

https://cve.report/
https://cve.report/CVE-2025-50328/mitre
https://cve.report/CVE-2025-50328/nist
https://cve.report/CVE-2025-50328/cve_org
https://cve.report/api/cve/CVE-2025-50328.json
https://cve.report/CVE-2025-50328.pdf


CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:L/I:L/A:L

Vendor Declared Affected Products

Source Vendor Product Version Platforms

CNA Na N/a affected n/a Not specified

References

Reference Source Link Tags

github.com/math69b/B1FREE/blob/main/B1%20Free%20Archiver%20version 134c704f-9b21-4f2e-91b3-4a467353bcc0 github.com

b1.org cve@mitre.org b1.org

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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