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CVE CVE-2025-54510
State PUBLISHED
Assigner AMD

Source Priority CVE Program / NVD first with legacy fallback

Published 2026-04-16 19:16:32 UTC
Updated 2026-04-16 20:16:37 UTC
Description A missing lock verification in AMD Secure Processor (ASP) firmware may permit a locally authenticated attacker with admir
1 | i

Risk And Classification

Primary CVSS: v4.0 5.9 MEDIUM from psirt@amd.com

CVSS:4.0/AV:L/AC:L/AT:N/PR:H/ULIN/VC:N/VIIN/VA:N/SC:N/SI:H/SA:N/E:X/CR:X/IR:X/AR:X/MAV:X/
MAC:X/MAT:X/MPR:X/MUI:X/MVC:X/MVI:X/MVA:X/MSC:X/MSIX/MSA:X/S :X/AU:X/R:X/V:X/RE:X/U:X

Problem Types: CWE-414 | CWE-414 CWE-414 Missing Lock Check

Version Source Type Score Severity Vector

4.0 psirt@amd.com Secondary 5.9 MEDIUM  CVSS:4.0/AV:L/AC:L/AT:N/PR:H/UI:N/VC:N/VI:N/VA:N/SC:N/SI:H/SA:N/E:X/C...
4.0 CNA CVSS 5.9 MEDIUM  CVSS:4.0/AV:L/AC:L/AT:N/PR:H/UI:N/VC:N/VI:N/VA:N/SC:N/SI:H/SA:N
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CVSS:4.0/AV:L/AC:L/AT:N/PR:H/UL:IN/VC:N/VIIN/VA:N/SC:N/SI:H/SA:N/E:X/CR:X/IR:X/AR:X/MAV:X/
MAC:X/MAT:X/MPR:X/MUL:X/MVC:X/MVI:X/MVA:X/MSC:X/MSEX/MSA:X/S:X/AU:X/R:X/V:X/RE:X/U:X

Vendor Declared Affected Products

|L

Source

CNA

CNA

CNA

CNA

CNA

CNA

CNA

CNA

CNA

Vendor

AMD

AMD

AMD

AMD

AMD

AMD

Product

AMD EPYC 9004 Series Processors

AMD EPYC 7003 Series Processors

AMD EPYC 9005 Series Processors

AMD EPYC 8004 Series Processors

AMD EPYC Embedded 7003 Series Processors

AMD EPYC Embedded 9004 Series Processors

AMD EPYC Embedded 9004 Series Processors

AMD EPYC Embedded 8004 Series Processors

AMD EPYC Embedded 9005 Series Processors

Version

unaffected GenoaPIl_1.0.0.H
unaffected MilanPI-SP3_1.0.0.J
unaffected TurinP1_1.0.0.8
unaffected GenoaPl_1.0.0.H
unaffected EmbMilanPI-SP3 1.0.0.D
unaffected EmbGenoaPI-SP5 1.0.0.D
unaffected EmbGenoaPI-SP5 1.0.0.D

unaffected EmbGenoaPI-SP5 1.0.0.D

unaffected EmbeddedTurinPl_SP5 1004

Platforms

Not specified
Not specified
Not specified
Not specified
Not specified
Not specified
Not specified
Not specified

Not specified

References

Reference

CVE Program record

www.amd.com/en/resources/product-security/bulletin/AMD-SB-3034.html

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to
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completeness or usefulness of any information, opinion, advice or other content. EACH USER WILL BE SOLELY RESPONSIBLE FOR ANY
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site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.
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