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Summary

CVE CVE-2025-57854

State PUBLISHED

Assigner redhat

Source Priority CVE Program / NVD first with legacy fallback

Published 2026-04-08 14:16:26 UTC

Updated 2026-04-08 21:26:13 UTC

Description A container privilege escalation flaw was found in certain OpenShift Update Service (OSUS) images. This issue stems from the /etc/passwd file being created with group-writable permissions during build time. In certain conditions, an attacker who can execute commands within an affected container, even as a non-root user, may be able to leverage their membership in the root group to modify the /etc/passwd file. This could allow the attacker to add a new user with any arbitrary UID, including UID 0, leading to full root privileges within the container.

Risk And Classification

Primary CVSS: v3.1 6.4 MEDIUM from secalert@redhat.com

CVSS:3.1/AV:L/AC:H/PR:H/UI:N/S:U/C:H/I:H/A:H

EPSS: 0.000030000 probability, percentile 0.000920000 (date 2026-04-10)

Problem Types: CWE-276 | CWE-276 Incorrect Default Permissions

Version Source Type Score Severity Vector

3.1 secalert@redhat.com Primary 6.4 MEDIUM CVSS:3.1/AV:L/AC:H/PR:H/UI:N/S:U/C:H/I:H/A:H

3.1 CNA CVSS 6.4 MEDIUM CVSS:3.1/AV:L/AC:H/PR:H/UI:N/S:U/C:H/I:H/A:H

CVSS v3.1 Breakdown

Attack Vector

Local

Attack Complexity

High

Privileges Required

High

User Interaction

None

Scope

Unchanged

Confidentiality

High

https://cve.report/
https://cve.report/CVE-2025-57854/mitre
https://cve.report/CVE-2025-57854/nist
https://cve.report/CVE-2025-57854/cve_org
https://cve.report/api/cve/CVE-2025-57854.json
https://cve.report/CVE-2025-57854.pdf


CVSS:3.1/AV:L/AC:H/PR:H/UI:N/S:U/C:H/I:H/A:H

Vendor Declared Affected Products

Source Vendor Product Version Platforms

CNA Red Hat Red Hat OpenShift Update Service Not specified Not specified

References

Reference Source Link Tags

access.redhat.com/security/cve/CVE-2025-57854 secalert@redhat.com access.redhat.com

bugzilla.redhat.com/show_bug.cgi secalert@redhat.com bugzilla.redhat.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

Vendor Comments And Credit

Discovery Credit

CNA: Red Hat would like to thank Antony Di Scala and Michael Whale for reporting this issue.
(en)

Additional Advisory Data

Source Time Event

CNA 2025-08-26T18:49:32.486Z Reported to Red Hat.

CNA 2026-04-08T13:45:19.938Z Made public.

There are currently no legacy QID mappings associated with this CVE.
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Integrity

High

Availability

High

http://cve.report/vendor/Red_Hat
http://cve.report/software/Red_Hat/Red_Hat_OpenShift_Update_Service
https://access.redhat.com/security/cve/CVE-2025-57854
https://bugzilla.redhat.com/show_bug.cgi?id=2391107
https://www.cve.org/CVERecord?id=CVE-2025-57854
https://nvd.nist.gov/vuln/detail/CVE-2025-57854
https://cve.report/
https://uspto.report/company/Mitre-Corp
https://cve.report/mitre
http://cve.report/mitre_license.txt
https://cve.report/api
https://status.cve.report

	Osus-operator: privilege escalation via excessive /etc/passwd permissions
	Summary
	Risk And Classification
	CVSS v3.1 Breakdown

	Vendor Declared Affected Products
	References
	Vendor Comments And Credit
	Discovery Credit

	Additional Advisory Data


