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CVE CVE-2025-59375
State PUBLISHED
Assigner mitre

Source Priority CVE Program / NVD first with legacy fallback

Published 2025-09-15 03:15:40 UTC
Updated 2026-05-12 13:17:22 UTC
Description libexpat in Expat before 2.7.2 allows attackers to trigger large dynamic memory allocations via a small document that is suk

Risk And Classification

Primary CVSS: v3.1 7.5 HIGH from cve@mitre.org
CVSS:3.1/AV:N/AC:L/PR:N/UL:N/S:U/C:N/I:N/A:H
EPSS: 0.000490000 probability, percentile 0.152450000 (date 2026-05-12)

Problem Types: CWE-770 | CWE-770 CWE-770 Allocation of Resources Without Limits or
Throttling

Version Source Type Score Severity Vector
3.1 cve@mitre.org Secondary 7.5 HIGH CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:N/A:H
3.1 CNA DECLARED 7.5 HIGH CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:N/A:H/E:H/RL:T/RC:C
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NVD Known Affected Configurations (CPE 2.3)

Type

Application

Vendor

Libexpat Project

Product Version

Libexpat All

Update

All

Edition

All

Language

All

Vendor Declared Affected Products

CNA

ADP

ADP

ADP

ADP

ADP

ADP

ADP

ADP

ADP

ADP

ADP

ADP

ADP

ADP

ADP

ADP

ADP

ADP

ADP

ADP

ADP

Source Vendor

Libexpat Project
Siemens
Siemens
Siemens
Siemens
Siemens
Siemens
Siemens
Siemens
Siemens
Siemens
Siemens
Siemens
Siemens
Siemens
Siemens
Siemens
Siemens
Siemens
Siemens
Siemens

Siemens

References

Product
Libexpat

RUGGEDCOM RST2428P

SCALANCE XC-300/XR-300/XC-400/XR-500WG/XR-500 Family

SCALANCE XCH328

SCALANCE XCM324

SCALANCE XCM328

SCALANCE XCM332

SCALANCE XRH334 24 V DC 8xFO CC

SCALANCE XRM334 230 V AC 12xFO

SCALANCE XRM334 230 V AC 8xFO

SCALANCE XRM334 230V AC 2x10G 24xSFP 8xSFP

SCALANCE XRM334 24 V DC 12xFO

SCALANCE XRM334 24 V DC 8xFO

SCALANCE XRM334 24V DC 2x10G 24xSFP 8xSFP

SCALANCE XRM334 2x230 V AC 12xFO

SCALANCE XRM334 2x230 V AC 8xFO

SCALANCE XRM334 2x230V AC 2x10G 24xSFP 8xSFP

SIMATIC S7-1500 CPU 1518-4 PN/DP MFP

SIMATIC S7-1500 CPU 1518-4 PN/DP MFP

SIMATIC S7-1500 CPU 1518F-4 PN/DP MFP

SIMATIC S7-1500 CPU 1518F-4 PN/DP MFP

SIPLUS S7-1500 CPU 1518-4 PN/DP MFP

Version

affected 2.7.2 semver

affected V3.3 custom

affected V3.3 custom

affected V3.3 custom

affected V3.3 custom

affected V3.3 custom

affected V3.3 custom

affected V3.3 custom

affected V3.3 custom

affected V3.3 custom

affected V3.3 custom

affected V3.3 custom

affected V3.3 custom

affected V3.3 custom

affected V3.3 custom

affected V3.3 custom

affected V3.3 custom

affected V3.1.5 * custom

affected V3.1.5 * custom

affected V3.1.5 * custom

affected V3.1.5 * custom

affected V3.1.5 * custom

Platforms

Not specified
Not specified
Not specified
Not specified
Not specified
Not specified
Not specified
Not specified
Not specified
Not specified
Not specified
Not specified
Not specified
Not specified
Not specified
Not specified
Not specified
Not specified
Not specified
Not specified
Not specified

Not specified
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issues.oss-fuzz.com/issues/439133977 cve@mitre.org issues.oss-fu

github.com/libexpat/libexpat/blob/676a4c531ec768732fac215da9730b5f50fbd2... cve@mitre.org github.com
cert-portal.siemens.com/productcert/html/ssa-089022.html 0b142b55-0307-4c5a-b3c9-f314f3fb7c5e  cert-portal.si
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github.com/libexpat/libexpat/blob/R_2_7_2/expat/Changes cve@mitre.org github.com
github.com/libexpat/libexpat/issues/1018 cve@mitre.org github.com
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CVE Program record CVE.ORG WWWw.cve.org
NVD vulnerability detail NVD nvd.nist.gov
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.

© CVE.report 2026 |

Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to
this information or its use. Any use of this information is at the user's risk. It is the responsibility of user to evaluate the accuracy,
completeness or usefulness of any information, opinion, advice or other content. EACH USER WILL BE SOLELY RESPONSIBLE FOR ANY
consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This
site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.

CVE, CWE, and OVAL are registred trademarks of The MITRE Corporation and the authoritative source of CVE content is MITRE's CVE web
site. This site includes MITRE data granted under the following license.
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