Libxml2: in r overflow in xmlbuildgnam
stack buffer overflow in libxml2
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CVE CVE-2025-6021
State PUBLISHED
Assigner redhat

Source Priority CVE Program / NVD first with legacy fallback

Published 2025-06-12 13:15:25 UTC
Updated 2026-04-19 20:16:22 UTC
Description A flaw was found in libxml2's xmIBuildQName function, where integer overflows in buffer size calculations can lead to a stac

Risk And Classification |

Primary CVSS: v3.1 7.5 HIGH from secalert@redhat.com
CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:N/A:H

EPSS: 0.021160000 probability, percentile 0.841470000 (date 2026-04-19)
Problem Types: CWE-787 | CWE-787 Out-of-bounds Write

Version Source Type Score  Severity Vector
3.1 secalert@redhat.com Secondary 7.5 HIGH CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:N/A:H
3.1 CNA CVSS 7.5 HIGH CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:N/A:H

CVSS v3.1 Breakdown

\ttack Vector

\ttack Complexity

>rivileges Required

Jser Interaction

3cope

Sonfidentiality


https://cve.report/
https://cve.report/CVE-2025-6021/mitre
https://cve.report/CVE-2025-6021/nist
https://cve.report/CVE-2025-6021/cve_org
https://cve.report/api/cve/CVE-2025-6021.json
https://cve.report/CVE-2025-6021.pdf

ntegrity

\vailability

CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:N/A:H

/

NVD Known Affected Configurations (CPE 2.3)

Type

Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System

Operating System

Operatina Svstem

Vendor

Redhat

Redhat

Redhat

Redhat

Redhat

Redhat

Redhat

Redhat

Redhat

Redhat

Redhat

Redhat

Redhat

Redhat

Redhat

Redhat

Redhat

Redhat

Redhat

Redhat

Redhat

Redhat

Redhat

Redhat

Redhat

Redhat

Redhat

Redhat

Product

Enterprise Linux

Enterprise Linux

Enterprise Linux

Enterprise Linux Eus

Enterprise Linux Eus

Enterprise Linux Eus

Enterprise Linux Eus

Enterprise Linux Eus

Enterprise Linux Eus

Enterprise Linux For Arm 64

Enterprise Linux For Arm 64

Enterprise Linux For Arm 64

Enterprise Linux For Arm 64

Enterprise Linux For Arm 64 Eus
Enterprise Linux For Arm 64 Eus
Enterprise Linux For Arm 64 Eus
Enterprise Linux For Ibm Z Systems
Enterprise Linux For Ibm Z Systems
Enterprise Linux For Iom Z Systems
Enterprise Linux For Ibm Z Systems Eus
Enterprise Linux For Iom Z Systems Eus
Enterprise Linux For Ibm Z Systems Eus
Enterprise Linux For Iom Z Systems Eus
Enterprise Linux For Power Little Endian
Enterprise Linux For Power Little Endian
Enterprise Linux For Power Little Endian
Enterprise Linux For Power Little Endian Eus

Enterprise Linux For Power Little Endian Eus

Version

10.0

8.0

9.0

10.0

8.4

8.6

8.8

9.4

9.6
10.0_aarch64
8.0 _aarch64
9.0_aarch64
9.4 aarch64
10.0_aarch64
9.4 _aarch64
9.6_aarch64
10.0_s390x
8.0_s390x
9.4_s390x
10.0_s390x
9.0_s390x
9.4_s390x
9.6_s390x
10.0_ppc64le
8.0_ppc64le
9.0_ppc64le
10.0_ppc64le

9.4 ppcbéle

Update
All
All
All
All
All
All
All
All
All
All
All
All
All
All
All
All
All
All
All
All
All
All
All
All
All
All
All

All


http://cve.report/vendor/redhat
http://cve.report/software/redhat/enterprise_linux
http://cve.report/vendor/redhat
http://cve.report/software/redhat/enterprise_linux
http://cve.report/vendor/redhat
http://cve.report/software/redhat/enterprise_linux
http://cve.report/vendor/redhat
http://cve.report/software/redhat/enterprise_linux_eus
http://cve.report/vendor/redhat
http://cve.report/software/redhat/enterprise_linux_eus
http://cve.report/vendor/redhat
http://cve.report/software/redhat/enterprise_linux_eus
http://cve.report/vendor/redhat
http://cve.report/software/redhat/enterprise_linux_eus
http://cve.report/vendor/redhat
http://cve.report/software/redhat/enterprise_linux_eus
http://cve.report/vendor/redhat
http://cve.report/software/redhat/enterprise_linux_eus
http://cve.report/vendor/redhat
http://cve.report/software/redhat/enterprise_linux_for_arm_64
http://cve.report/vendor/redhat
http://cve.report/software/redhat/enterprise_linux_for_arm_64
http://cve.report/vendor/redhat
http://cve.report/software/redhat/enterprise_linux_for_arm_64
http://cve.report/vendor/redhat
http://cve.report/software/redhat/enterprise_linux_for_arm_64
http://cve.report/vendor/redhat
http://cve.report/software/redhat/enterprise_linux_for_arm_64_eus
http://cve.report/vendor/redhat
http://cve.report/software/redhat/enterprise_linux_for_arm_64_eus
http://cve.report/vendor/redhat
http://cve.report/software/redhat/enterprise_linux_for_arm_64_eus
http://cve.report/vendor/redhat
http://cve.report/software/redhat/enterprise_linux_for_ibm_z_systems
http://cve.report/vendor/redhat
http://cve.report/software/redhat/enterprise_linux_for_ibm_z_systems
http://cve.report/vendor/redhat
http://cve.report/software/redhat/enterprise_linux_for_ibm_z_systems
http://cve.report/vendor/redhat
http://cve.report/software/redhat/enterprise_linux_for_ibm_z_systems_eus
http://cve.report/vendor/redhat
http://cve.report/software/redhat/enterprise_linux_for_ibm_z_systems_eus
http://cve.report/vendor/redhat
http://cve.report/software/redhat/enterprise_linux_for_ibm_z_systems_eus
http://cve.report/vendor/redhat
http://cve.report/software/redhat/enterprise_linux_for_ibm_z_systems_eus
http://cve.report/vendor/redhat
http://cve.report/software/redhat/enterprise_linux_for_power_little_endian
http://cve.report/vendor/redhat
http://cve.report/software/redhat/enterprise_linux_for_power_little_endian
http://cve.report/vendor/redhat
http://cve.report/software/redhat/enterprise_linux_for_power_little_endian
http://cve.report/vendor/redhat
http://cve.report/software/redhat/enterprise_linux_for_power_little_endian_eus
http://cve.report/vendor/redhat
http://cve.report/software/redhat/enterprise_linux_for_power_little_endian_eus

Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application

Application

Redhat

Redhat

Redhat

Redhat

Redhat

Redhat

Redhat

Redhat

Redhat

Redhat

Redhat

Redhat

Redhat

Redhat

Redhat

Redhat

Redhat

Redhat

Redhat

Redhat

Redhat

Redhat

Redhat

Redhat

Redhat

Redhat

Redhat

Redhat

Redhat

Redhat

Redhat

Redhat

Redhat

Redhat

Redhat

Enterprise Linux For Power Little Endian Eus
Enterprise Linux Server

Enterprise Linux Server Aus

Enterprise Linux Server Aus

Enterprise Linux Server Aus

Enterprise Linux Server Aus

Enterprise Linux Server Aus

Enterprise Linux Server Aus

Enterprise Linux Server For Power Little Endian Update Services For Sap Solutions
Enterprise Linux Server Tus

In-vehicle Operating System

Jboss Core Services

Openshift Container Platform

Openshift Container Platform

Openshift Container Platform

Openshift Container Platform

Openshift Container Platform

Openshift Container Platform

Openshift Container Platform

Openshift Container Platform For Arm64
Openshift Container Platform For Arm64
Openshift Container Platform For Arm64
Openshift Container Platform For Arm64
Openshift Container Platform For Arm64
Openshift Container Platform For Arm64
Openshift Container Platform For lom Z
Openshift Container Platform For lom Z
Openshift Container Platform For Ibom Z
Openshift Container Platform For Iom Z
Openshift Container Platform For Ibom Z
Openshift Container Platform For Iom Z
Openshift Container Platform For Linuxone
Openshift Container Platform For Linuxone
Openshift Container Platform For Linuxone

Openshift Container Platform For Linuxone

9.6_ppcbt4le
7.0
8.2
8.4
8.6
9.2
9.4
9.6
9.4_ppcbdle
8.8

1.0

4.12
4.13
4.14
4.15
4.16
417
4.18
4.13
4.14
4.15
4.16
417
4.18
4.13
4.14
4.15
4.16
417
4.18
4.13
4.14
4.15

4.16

A

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All


http://cve.report/vendor/redhat
http://cve.report/software/redhat/enterprise_linux_for_power_little_endian_eus
http://cve.report/vendor/redhat
http://cve.report/software/redhat/enterprise_linux_server
http://cve.report/vendor/redhat
http://cve.report/software/redhat/enterprise_linux_server_aus
http://cve.report/vendor/redhat
http://cve.report/software/redhat/enterprise_linux_server_aus
http://cve.report/vendor/redhat
http://cve.report/software/redhat/enterprise_linux_server_aus
http://cve.report/vendor/redhat
http://cve.report/software/redhat/enterprise_linux_server_aus
http://cve.report/vendor/redhat
http://cve.report/software/redhat/enterprise_linux_server_aus
http://cve.report/vendor/redhat
http://cve.report/software/redhat/enterprise_linux_server_aus
http://cve.report/vendor/redhat
http://cve.report/software/redhat/enterprise_linux_server_for_power_little_endian_update_services_for_sap_solutions
http://cve.report/vendor/redhat
http://cve.report/software/redhat/enterprise_linux_server_tus
http://cve.report/vendor/redhat
http://cve.report/software/redhat/in-vehicle_operating_system
http://cve.report/vendor/redhat
http://cve.report/software/redhat/jboss_core_services
http://cve.report/vendor/redhat
http://cve.report/software/redhat/openshift_container_platform
http://cve.report/vendor/redhat
http://cve.report/software/redhat/openshift_container_platform
http://cve.report/vendor/redhat
http://cve.report/software/redhat/openshift_container_platform
http://cve.report/vendor/redhat
http://cve.report/software/redhat/openshift_container_platform
http://cve.report/vendor/redhat
http://cve.report/software/redhat/openshift_container_platform
http://cve.report/vendor/redhat
http://cve.report/software/redhat/openshift_container_platform
http://cve.report/vendor/redhat
http://cve.report/software/redhat/openshift_container_platform
http://cve.report/vendor/redhat
http://cve.report/software/redhat/openshift_container_platform_for_arm64
http://cve.report/vendor/redhat
http://cve.report/software/redhat/openshift_container_platform_for_arm64
http://cve.report/vendor/redhat
http://cve.report/software/redhat/openshift_container_platform_for_arm64
http://cve.report/vendor/redhat
http://cve.report/software/redhat/openshift_container_platform_for_arm64
http://cve.report/vendor/redhat
http://cve.report/software/redhat/openshift_container_platform_for_arm64
http://cve.report/vendor/redhat
http://cve.report/software/redhat/openshift_container_platform_for_arm64
http://cve.report/vendor/redhat
http://cve.report/software/redhat/openshift_container_platform_for_ibm_z
http://cve.report/vendor/redhat
http://cve.report/software/redhat/openshift_container_platform_for_ibm_z
http://cve.report/vendor/redhat
http://cve.report/software/redhat/openshift_container_platform_for_ibm_z
http://cve.report/vendor/redhat
http://cve.report/software/redhat/openshift_container_platform_for_ibm_z
http://cve.report/vendor/redhat
http://cve.report/software/redhat/openshift_container_platform_for_ibm_z
http://cve.report/vendor/redhat
http://cve.report/software/redhat/openshift_container_platform_for_ibm_z
http://cve.report/vendor/redhat
http://cve.report/software/redhat/openshift_container_platform_for_linuxone
http://cve.report/vendor/redhat
http://cve.report/software/redhat/openshift_container_platform_for_linuxone
http://cve.report/vendor/redhat
http://cve.report/software/redhat/openshift_container_platform_for_linuxone
http://cve.report/vendor/redhat
http://cve.report/software/redhat/openshift_container_platform_for_linuxone

Application Redhat  Openshift Container Platform For Linuxone 417 All
Application Redhat  Openshift Container Platform For Linuxone 4.18 All
Application Redhat  Openshift Container Platform For Power 4.13 All
Application Redhat  Openshift Container Platform For Power 4.14 All
Application Redhat  Openshift Container Platform For Power 4.15 All
Application Redhat  Openshift Container Platform For Power 4.16 All
Application Redhat  Openshift Container Platform For Power 417 All
Application Redhat  Openshift Container Platform For Power 4.18 All
Application Xmisoft  Libxml2 All All
4]

Source Vendor Product Version

CNA Red Hat Red Hat Enterprise Linux 10 unaffected 0:2.12.5-7.el10_0 * rpm
CNA Red Hat Red Hat Enterprise Linux 7 Extended Lifecycle Support unaffected 0:2.9.1-6.el7_9.10 * rpm
CNA Red Hat Red Hat Enterprise Linux 8 unaffected 0:2.9.7-21.el8_10.1 * rpm
CNA Red Hat Red Hat Enterprise Linux 8 unaffected 0:2.9.7-21.el8_10.1 * rpm
CNA Red Hat Red Hat Enterprise Linux 8.2 Advanced Update Support unaffected 0:2.9.7-9.el8_2.3 * rpm

CNA Red Hat Red Hat Enterprise Linux 8.4 Advanced Mission Critical Update Support unaffected 0:2.9.7-9.el8_4.6 * rpm
CNA Red Hat Red Hat Enterprise Linux 8.4 Extended Update Support Long-Life Add-On  unaffected 0:2.9.7-9.e18_4.6 * rpm

CNA Red Hat Red Hat Enterprise Linux 8.6 Advanced Mission Critical Update Support unaffected 0:2.9.7-13.el8_6.10 * rpm

CNA Red Hat Red Hat Enterprise Linux 8.6 Telecommunications Update Service unaffected 0:2.9.7-13.el8_6.10 * rpm
CNA Red Hat Red Hat Enterprise Linux 8.6 Update Services For SAP Solutions unaffected 0:2.9.7-13.el8_6.10 * rpm
CNA Red Hat Red Hat Enterprise Linux 8.8 Telecommunications Update Service unaffected 0:2.9.7-16.e18_8.9 * rpm

CNA Red Hat Red Hat Enterprise Linux 8.8 Update Services For SAP Solutions unaffected 0:2.9.7-16.e18_8.9 * rpm

CNA Red Hat Red Hat Enterprise Linux 9 unaffected 0:2.9.13-10.el9_6 * rpm

CNA Red Hat Red Hat Enterprise Linux 9 unaffected 0:2.9.13-10.el9_6 * rpm

CNA Red Hat Red Hat Enterprise Linux 9.0 Update Services For SAP Solutions unaffected 0:2.9.13-1.e19_0.5 * rpm

CNA Red Hat Red Hat Enterprise Linux 9.2 Update Services For SAP Solutions unaffected 0:2.9.13-3.el9_2.7 * rpm

CNA Red Hat Red Hat Enterprise Linux 9.4 Extended Update Support unaffected 0:2.9.13-10.el9_4 * rpm

CNA Red Hat Red Hat JBoss Core Services 2.4.62.SP2 Not specified

CNA Red Hat Red Hat OpenShift Container Platform 4.12 unaffected 412.86.202509030110-0 * rpm
CNA Red Hat Red Hat OpenShift Container Platform 4.13 unaffected 413.92.202509030117-0 * rpm
CNA Red Hat Red Hat OpenShift Container Platform 4.14 unaffected 414.92.202508041909-0 * rpm
CNA Red Hat Red Hat OpenShift Container Platform 4.15 unaffected 415.92.202508192014-0 * rpm

CNA Red Hat Red Hat OpenShift Container Platform 4.16 unaffected 416.94.202508050040-0 * rpm
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Vendor Comments And Credit

Discovery Credit
CNA: Red Hat would like to thank Ahmed Lekssays for reporting this issue. (en)

Additional Advisory Data

Source Time Event

CNA 2025-06-12T07:55:45.428Z Reported to Red Hat.
CNA 2025-06-12T00:00:00.000Z Made public.
Workarounds

CNA: Mitigation for this issue is either not available or the currently available options don't
meet the Red Hat Product Security criteria comprising ease of use and deployment,
applicability to widespread installation base, or stability. Users are strongly advised to apply
vendor-supplied patches as soon as they become available to address the underlying integer
overflow flaw in the affected code.

There are currently no legacy QID mappings associated with this CVE.
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